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LOINOI PAU
Céac em hoc sinh than mén,

Internet va cong nghé sd ngay cang trd thanh mot phan quen thudc trong hoc tip
va doi séng. Thong qua may tinh, dién thoai thong minh va céc thiét bi c6 két ndi mang,
céc em c6 thé tim kiém thong tin, tiép can nhiéu ngué)n hoc liéu, hoc tap truc tuyén, trao
ddi véi thﬁy coO va ban b¢, tham gia cac hoat dong sang tao va st dung nhiéu dich vu sé.
Sy phat trién nhanh chong cia tri tué nhén tao (AI) cling mé ra nhirng cach thirc méi dé
kham pha kién thirc, phat trién ¥ tuong va giai quyét van dé.

Bén canh nhiing loi ich 46, méi truong mang ciing tiém an nhiéu nguy co. Cac em
c6 thé gap thong tin sai léch, noi dung khong phi hop, Iira dao tric tuyén, gia mao danh
tinh, mat tai khoan, 16 dit liéu ca nhan, bat nat trén mang hodc nhitng hanh vi xam pham
quyén riéng tu, danh du va hinh anh. Su phat trién ciia Al con khién viéc gia mao hinh
anh, giong noi, video va thong tin ngay cang tinh vi, kho nhan biét. D6i khi, chi mot
thao tic nhu nhap vao duong lién két khong an toan, cung cip thong tin ca nhan hay
chia sé noi dung chua duoc kiém ching ciing c¢6 thé dan dén nhing hau qua khong mong

muon.

Vi vay, st dung Internet an toan khong c6 nghia 1 han ché tiép can cong nghé, ma
12 biét khai thac cong nghé chu dong, an toan, hiéu qua va cé trach nhiém. Cac em can
biét bao vé tai khoan va dir liéu ca nhan; nhan dién nguy co; danh gia va kiém ching
thong tin; giao tiép, tng xir phit hop; str dung mang xa hoi, cac cong cu s6 va Al ¢o trach
nhiém; dong thoi biét cach xur 1y va tim kiém sy hd tro khi gap su cb.

Xuat phat tir yéu cau 46, Tai liéu va Infographic hwéng dan trién khai, tuyén
truyén, khai théc, sir dung mang an toan cho hoc sinh duogc xiy dung nham cung cip
nhing kién thtrc phép luat co ban, nguyén tic va k¥ ning thiét thuc dé cac em van dung
trong hoc tip, giao tiép va st dung Internet hang ngay. Tai liéu tip trung vao nhirng van
dé gan giii nhu quyén va trach nhiém trén moi trudng mang; bao vé thong tin, dir liéu
c4 nhan, tai khoan va thiét bi; nhan dién lra dao, g1d mao, thong tin sai I¢ch; phong tranh
ndi dung ddc hai va bt nat trén mang; tim kiém, danh gia va sir dung théng tin; giao

tiép, chia sé, hop tac truc tuyén va su dung Al an toan, hi€u qua.

boi tuong su dung chinh cua tai li¢u 1a hoc sinh phé thong & cac cép tiéu hoc,
trung hoc co s& va trung hoc phd thong. Noi dung dugc trinh bay theo hudng dé hiéu,
gan gili v6i nhitng tinh hudng thuc té va c6 thé van dung phi hop véi timg do tudi. Véi

hoc sinh nho tudi, sy hudng dan va dong hanh cta thay co, cha me co6 vai tro dac biét



quan trong. O cac cap hoc cao hon, cac em can ting budce hinh thanh kha nang tu nhan
dién nguy co, danh gia tinh huong, lya chon cach img xtr va chiu trach nhi¢m doi véi

hanh vi ctia minh trén moi truéng mang.

Tai lidu két hop giita noi dung hudng dan va hé théng infographic. Phan noi dung
bao gdm 5 chuong gitip cac em hiéu van d¢, nhan biét nguy co va biét cach phong tranh,
xtt Iy; chuong 6 tap hop hé thong infographic, hinh anh minh hoa c6 dong nhimng kién
thirc quan trong thanh cac nguyén tdc, diu hiéu nhan biét, quy trinh va thong di¢p truc
quan, d& nhé. Céc infographic ciing ¢ thé dugc sir dung trong hoat dong truyén théng

va giao duc tai nha truong.

DPong thoi, tai liéu dugc thiét ké nhu mot cAm nang vé sir dung mang an toan dé
cac em co thé tra cru khi can. Khi gip mot tinh hudng trén Internet, cac em c6 thé tim
dén chu dé tuong tng dé nhén biét diu hiéu, xem nhiing viéc nén lam va cach tim kiém
su ho tro. Khi gap ltra ddo, gid mao, mat tai khoan, xam pham quyén riéng tu, de doa,
bét nat hodc tinh huéng gay mAt an toan, cac em can binh tinh, thuc hién nhiing bién

phap phut hop va chii dong tim kiém su hd tro tir cha me, thay ¢ hodc nguoi 16n tin cay.

Céan bd quan 1y giao duc, cha me va nguoi chim soc tré em sir dung tai lidu dé
tham khao, huéng dan va dong hanh ciing cac em, nhat 1a d6i véi hoc sinh tiéu hoc. Giao
vién va nha trudng c6 thé khai thac ndi dung, tinh hudng va infographic trong day hoc,
sinh hoat 16p, hoat dong trai nghi€m, sinh hoat chuyén dé va tuyén truyén. Cha me c6
thé sir dung tai liéu dé trao d6i vai con, hudng din cac em hinh thanh théi quen st dung
Internet an toan va hd trg khi xay ra sy ¢d. Su phdi hop giita hoc sinh, gia dinh va nha

truong sé gop phan tao dung méi trudng s an toan, lanh manh va tich cyc.

Thong qua tai lidu ndy, chung t6i mong mudn cic em khong chi biét ty bao vé
minh, ma con biét ton trong va bao v¢ nguoi khac, tdn dung nhitng lgi ich cta Internet
cho hoc tap, sdng tao va phat trién ban than, d@)ng thoi co trach nhiém v6i moi hanh dong

va ndi dung minh chia sé trén mang.
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CHUONG 1. KIEN THUC PHAP LUAT CO BAN VE AN NINH,
AN TOAN MANG

Céc quy dinh phép luat lién quan dén an ninh, an toan mang d6i v6i hoc sinh dugc
quy dinh trong nhiéu vin ban khac nhau, twong tmg véi timg nhém van dé nhu quyén
va bao v¢ tré em, bao v¢ thong tin va dir li€u cé nhan, an ninh mang, quan 1y va st dung
Internet, trach nhiém d6i véi hanh vi vi pham trén moi trudong mang. Bén canh do, Bo
Gio dyc va Pao tao ciing dd ban hanh cac quy dinh va huéng din cu thé vé ning luc
s6, an toan sb va st dung tri tu¢ nhan tao ddi voi hoc sinh, trong d6 c6 mot s6 nodi dung
lién quan dén con ngudi va dao dtc trén moi trudng sd. Pong thoi, mot sé cong udc va
van kién quéc té ma Viét Nam tham gia hodc str dung lam co s¢ tham chiéu cling dat ra
cac nguyén tic vé quyén tré em va bao vé tré em trong mdi trudng sb. Vi vay, dé xac
dinh déy du co sé phap 1y cho viéc hudng dan hoc sinh sir dung mang an toan, tai li¢u
nay can cr vao cac van ban chinh dugc trinh bay sau day.

1.1. Co s& phap ly
1.1.1. Céc viin ban phap luit va vin ban chi dao, hwéng din cia Viét Nam

- Luat Tré em s 102/2016/QH13 ngay 05/4/2016 ctia Qubc hoi.

- Nghi dinh sé 56/2017/ND-CP ngay 09/5/2017 ctia Chinh phi quy dinh chi tiét
mét sd diéu cua Luat Tré em.

- Thong tu s6 09/2017/TT-BTTTT ngay 23/6/2017 ciia B trudng Bo Thong tin
va Truyén thong quy dinh vé ty 18 ndi dung, thoi diém, thoi lugng danh cho tré em va
canh bdo nd1 dung khong phu hop véi tré em trén bao noi, bado hinh, bdo in, bao dién tir
va xuét ban pham.

- Quyét dinh s6 468/QD-TTg ngay 23/03/2026 ctia Thii tuéng Chinh phi phé duyét
Chuong trinh “Bao vé va hd trg tré em phat trién trén moi trudng mang giai doan 2026—
2030”.

- Luat Bao vé dit liéu ca nhan s6 91/2025/QH15 ngay 26/6/2025 ciia Qudc hoi.

- Nghi dinh s6 356/2025/ND-CP ngay 31/12/2025 ctia Chinh phu quy dinh chi tiét
mot s& diéu va bién phap thi hanh Luat Bao vé dir liéu ca nhan.

- Luat An ninh mang s6 116/2025/QH15 ngay 10/12/2025 ctia Qubc hoi.

- Nghi dinh s6 333/2026/ND-CP ngay 19/8/2026 cua Chinh pha quy dinh chi tiét

mot sb diéu va bién phap thi hanh Luat An ninh mang.
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- Nghi dinh s6 147/2024/ND-CP ngay 09/11/2024 ctia Chinh phu vé quan 1y, cung
cép, st dung dich vu Internet va thong tin trén mang.

- Nghi dinh s6 327/2026/ND-CP ngay 19/8/2026 cua Chinh phu quy dinh vé phong
ngua, xur 1y thong tin va hanh vi st dung cong nghé thong tin, mang may tinh, mang
vién thong, phuong tién dién tir xdm pham an ninh quéc gia, trat tu, an toan xa hoi trén
khong gian mang.

- Nghi dinh s6 328/2026/ND-CP ngay 19/8/2026 ctia Chinh phti quy dinh vé
phong, chdng tin gia, tin sai sy that trén khong gian mang.

- Nghi dinh s6 330/2026/ND-CP ngay 19/8/2026 cia Chinh phu quy dinh xtr phat
vi pham hanh chinh trong linh vyc an ninh mang va bao v¢ dir liéu ca nhan.

- Thong tu s6 02/2025/TT-BGDPT ngay 24/01/2025 ctia Bo truong Bo Gido duc
va Pao tao quy dinh Khung ning lyc sé cho ngudi hoc.

- Cong vin sb6 3456/BGDDT-GDPT ngay 27/6/2025 cta B Giao duc va Pao tao
vé viéc hudng dan trién khai thyc hién Khung niang luc s cho hoc sinh pho thong va
hoc vién gido duc thuong xuyén.

- Quyét dinh s6 2422/QD-BGDDT ngay 18/8/2026 cta Bo truong Bo Gido duc va
Pao tao ban hanh Khung ndi dung gido duc tri tué€ nhan tao cho hoc sinh phé) thong.

- Cong van s6 5588/BGDDT-GDPT ngay 19/8/2026 cta Bo Gido duc va Pao tao
vé viéc huéng dan trién khai thuc hién noi dung gido duc tri tu¢ nhan tao cho hoc sinh
pho thong.

- Luat Tri tué nhén tao s6 134/2025/QH15 ngay 10/12/2025 ctia Qudc hoi.

- Thong tu s6 19/2025/TT-BGDDT ngay 15/09/2025 ciia B4 Giao duc va Pao tao
vé Quy dinh vé khen thudng va ky luat hoc sinh.

- Quyét dinh s6 447/QD-BGDDT ngay 31 thang 01 nim 2024 ctua Bo Gido dyc va
Dao tao vé viéc phé duyét “Hudéng dan bao dam an toan thong tin, tham gia moi truong
mang an toan dbi véi hoat dong giang day, quan 1y gido duc”.

- Quyét dinh s6 88/QP-BTTTT ngay 21/01/2025 ciia Bo Thong tin va Truyén
thong (nay 1a B6 Khoa hoc va Cong nghé) ban hanh Bd Quy tic tng xir vé bao vé tré
em trén moi trudong mang.

- Cong vin s6 3147/BGDDT-HSSV ngay 29/5/2026 dugc Bo Gido duc va Pao tao

ban hanh veé viéc tang cuong chan chinh, xtr 1y, ngén chén va déy It bao lyc hoc duong
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trong cac co sd gido duc, nham trién khai thyc hién Chi thi s6 03/CT-TTg ngay
30/01/2026 cia Thu tuéng Chinh phu.

1.1.2. Cac cong wéce va van kién quoc te cé lién quan

- Cong ude cua Lién hop qudc vé Quyén tré em (Convention on the Rights of the
Child — CRC), dugc Pai hoi ddng Lién hop qudc théng qua ngay 20/11/1989.

- Binh luan chung s6 25 (2021) ctia Uy ban Quyén tré em Lién hop qudc vé quyén
tré em trong moi trudng sd (General Comment No. 25 on Children’s Rights in Relation
to the Digital Environment), ngay 02/3/2021.

- Coéng udc cua Lién hop qudc vé chdéng toi pham mang (United Nations
Convention against Cybercrime), duoc Pai hoi dong Lién hop quéc thong qua ngay
24/12/2024, va md ky ngay 25/10/2025. Sau d6 vao ngay 07/04/2026 da ky Quyét dinh
phé chuin Cong udc cua Lién hop qudc vé chdng toi pham mang (hay con goi 1a Cong
wdc Ha Noi). Viét Nam trd thanh qubc gia dau tién & Pong Nam A va tht hai trén thé
gidi phé chuan Cong udc Ha Noi.

Céc van ban trén tao thanh co s& phap 1y va dinh hudéng quan trong cho viéc bao
vé quyén va loi ich cia tré em trén moi trudng mang, bao vé thong tin va dir liéu ca
nhan, bao dam an ninh, an toan sd, phong ngira cac hanh vi gy hai, dong thoi dinh
huéng hinh thanh niang luc s6 va sir dung tri tué nhén tao an toan, ¢ dao dirc va trach

nhiém cho hoc sinh.
1.2. Mt s6 quy dinh phap luit lién quan dén hoc sinh trén méi truong mang
1.2.1. Quyén va bao vé tré em trén méi trudng mang

Quyén cua tré em trén moi truong mang trude hét duge dat trén nén tang cac quyén
co ban dd duoc ghi nhan trong Cong udc cua Lién hop quéc vé Quyén tré em (CRC).
Cong udc khang dinh tré em c6 quyén dugc bao vé doi séng riéng tu, dugc tiép can
thong tin, duoc bay to ¥ kién va duge bao vé trude cac hinh thic bao lyc, boc 16t va xam
hai. Nhitng quyén nay khong chi duoc bao dam trong doi song truc tiép ma con phai

dugc ton trong khi tré em tham gia moi truong s6.

Binh luan chung s 25 (2021) ctiia Uy ban Quyén tré em Lién hop qudc tiép tuc
1am rd viéc thuc hién cac quyén cta tré em trong moi trudng sd. Theo d6, cong nghé s6
vira tao thém co hoi dé tré em hoc tap, tiép can thong tin va tham gia cac hoat dong xa
hoi, vira ¢6 thé lam phat sinh nhirg nguy co méi déi véi quyén riéng tu, danh dy, su an

toan va su phat trién cua tré em. Vi vay, quyén va loi ich tot nhat cua tré em can dugc
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uu tién xem xét trong qua trinh thiét ké, cung cap, van hanh va st dung céc san pham,

dich vu so.

O Viét Nam, céc nguyén tac nay duogc thé hién trong Luat Tré em $6
102/2016/QH13 va duoc cu thé héa tai Nghi dinh s6 56/2017/ND-CP. Tré em c6 quyén
bat kha xam pham vé doi séng riéng tu, bi mat c4 nhan va bi mat gia dinh; dugc bao vé¢
danh dy, nhan pham, uy tin va cac hinh thirc trao ddi thong tin riéng tu. Nghi dinh s
56/2017/ND-CP dong thoi quy dinh trach nhiém bao vé thong tin bi mat doi séng riéng
tu ctia tré em, bao dam an toan khi tré em trao d6i va cung cap thong tin trén moi trudng

mang, cling nhu ho trg va can thi¢p khi tré em b1 xadm hai hodc ¢6 nguy co bi xam hai.

Khi can hd tro lién quan dén bao vé tré em, hoc sinh hodc gia dinh co thé goi Téng
dai qudc gia bao vé tré em 111. Néu c6 nguy hiém khan cép lién quan dén tinh mang
hodc an ninh, trat tu, can goi s6 113. Viéc bao cho nguoi 1on va co quan c6 trach nhiém
gitip vu viéc dugc xem xét chinh thirc, ddng thoi tao cin cir dé yéu ciu nén tang ngin

chan noi dung gay hai.

Nhu vay, khi tham gia mdi truong mang, hoc sinh vira c6 quyén ti€p can va st
dung cong nghé sd, vira c6 quyén dugc bao v¢ thong tin cd nhan, doi song riéng tu, danh

du, nhan pham va sy an toan ctia minh.
1.2.2. Quyén va nghia vu bao vé dir li€u ca nhan

Thong tin va dit liéu c4 nhan gan véi mdi ngudi trong qua trinh hoc tap, giao tiép
va st dung céac dich vu s6. D6i vai hoc sinh, dit liéu ca nhan c6 thé bao g@)m ho tén,
ngay sinh, hinh anh, thong tin lién hé¢, tai khoan truc tuyén, thong tin hoc tap va nhiéu
loai dir liéu khéc c6 thé gitp xac dinh hoac lién hé té1 mot hoc sinh. Hoc sinh cling la
chu thé ciia dir liéu ca nhan va co cac quyén ddi véi dir liéu ctia minh.

Luat Bao vé dit liéu ca nhan s6 91/2025/QH15 cung Nghi dinh s6 356/2025/ND-
CP tao thanh co s& phéap 1y truc tiép cho viéc bao vé dir liéu ca nhan. Luat quy dinh dir
liéu ca nhan chi dugc thu thap, xt 1y trong pham vi va vi muc dich cu thé, 1o rang; dir
lidu phai dugc bao dam tinh chinh xac, dugc bao vé bang cac bién phap phu hop va chi
luu trir trong khodng thoi gian phu hop véi muc dich xtr ly.

Theo quy dinh, 1a chu thé dit liéu, hoc sinh c6 nim quyén co ban va gén giii nhét
v6i hoc sinh gom:

- Quyén dwgc biét: Hoc sinh ¢6 quyén biét ing dung, nén tang hoc tap hodc mang
xa hdi dang thu thap nhiing dit li¢u nao vé minh, st dung vao muyc dich gi, luu trit trong

bao lau va co6 chia sé cho bén khac hay khong. Vi vay, trude khi dang ky hoac st dung
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mot dich vu s0, hoc sinh can doc nhitng ndi dung chinh ve viéc bao v¢ dir li€u ca nhan,

khong nén dong y khi chua hiéu ro.

- Quyén dong y hodc khéng dong y: Hoc sinh c6 quyén dong y hodc khong dong ¥
cho phép xtr Iy dir 1iu c4 nhan cta minh, trr nhitng treong hop phéap luat c6 quy dinh
khac. D6i véi tré em, mot s quyén c6 thé do cha me hodc nguoi dai dién theo phép luat
thuc hién. Pic biét, khi dir lidu duoc xtr Iy nham cong bd hodc tiét 16 thong tin vé doi
song riéng tu, bi mat c4 nhan cua tré em tir du 7 tudi trd 1én, phai c6 su dong ¥ cua ca

tré em va nguoi dai dién theo phap luat.

- Quyén truy cdp dir liéu: Hoc sinh c6 quyén yéu cau xem hodc duoc cung cap dit
liu c4 nhan ma mot tng dung hay nén tang dang luu trir vé minh. Nhitng dit liéu nay
c6 thé bao gém thong tin tai khoan, lich st hoat dong, hinh anh, video, vi tri hoac noi

dung da dang tai.

- Quyén chinh sira dir liéu: Khi phat hién dir liéu c4 nhan bj sai, thiéu hoic khong
con chinh xac, hoc sinh ¢6 quyén yéu cau chinh sira. Chang han, néu ngay sinh bi ghi
nhén sai, hoc sinh c6 thé dé nghi cap nhat dé nén tang xac dinh dang do tudi va ap dung

cac bi¢én phap bao vé phu hop.

- Quyén yéu cau xéa dir liéu: Hoc sinh c6 quyén yéu cau x6a dit liéu ca nhan trong
nhing trudng hop phap luat cho phép, chang han khi khong con sir dung tmg dung hodc
khi muc dich thu thap dir liéu da hoan thanh. Khi chua thé ty thuc hién quyén nay, hoc

sinh c6 thé dé nghi cha me ho#ic nguoi dai dién theo phéap luat ho tro.

Bén canh cc quyén duoc bao vé, hoc sinh ciing c6 trach nhiém tu bao vé dir liéu
clia minh va ton trong dit liéu ctia ngudi khac. Cac em can than trong khi cung cip thong
tin trén Internet; tim hiéu thong tin dugc thu thap dé 1am gi; khong tuy tién ding, chuyén
tiép hodc chia sé hinh anh, thong tin riéng tu ciia ngudi khac; dong thoi tim kiém sy hd
tro cua cha me, thﬁy c6 hoac nguoi co trach nhiém khi phat hi¢n dir li€u ca nhan bi st
dung khong phu hop.

Bén canh cac quyén duogc phap luat bao dam, hoc sinh, véi tur cach 1a chu thé dir
liéu ca nhan, cling co6 trach nhi¢m bao v¢ dir li€u ctia minh va ton trong dir 1iéu cia nguoi
khéc theo Diéu 4 Luat Bao vé dit liéu ca nhan nam 2025 s6 91/2025/QH15. Nhitng trach
nhiém ddi véi hoc sinh nhu sau:

- Tw bdo vé dit lidu cd nhdn cia minh: Hoc sinh can chu dong bao vé thong tin ca
nhan trong qua trinh hoc tap, giao tiép va st dung cac dich vu sb. Cac em khong nén tiy

tién cong khai dia chi, s6 dién thoai, thong tin tai khoan, hinh anh riéng tu hoac dir liéu
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nhay cam; dong thoi can st dung mat khau an toan, kiém tra quyén truy cép clia tng
dung va thong bao cho cha me, gido vién hodc nguodi cé trach nhiém khi phat hién nguy

co 10, mat dir li¢u.

- Ton trong va bao vé dir liéu ca nhdan cua nguoi khdc: Hoc sinh khong duoc tu §
thu thap, st dung hodc chia sé thong tin, hinh anh, video, doan tro chuyén hay tai li¢u
cd nhan cua nguoi khac khi chua duogc déng y. Khi thuc hién bai tdp nhom, tham gia
mang xa hoi hodc s dung cong cu sb, hoc sinh can ton trong quyén riéng tu cua ban be,
gido vién va nhiing nguoi co6 lién quan.

- Cung cdp dir liéu day di va chinh xdc: Khi can cung cap dit liéu ca nhéan theo
quy dinh, theo thoéa thuan hodc khi ddng ¥ cho phép xur 1y dit liéu, hoc sinh c6 trach
nhiém cung cép thong tin déy du va chinh x4ac. Viéc sir dung thong tin sai I¢ch, gia mao
danh tinh hodc cung cap dit liéu ctia nguoi khac c6 thé anh huong dén quyén loi cua

chinh hoc sinh va gy ton hai cho nguoi lién quan.

- Tudn thi phdp ludt va tham gia phong, chéng hanh vi xam pham dit liéu cd nhén:
Hoc sinh can thuc hién dang cac quy dinh vé bao vé dir liéu ca nhan; khéng mua ban,
chiém doat, tiét 16 hodc st dung trai phép dit liéu ctia ngudi khac. Khi phat hién hanh vi
xam pham di¥ liéu c4 nhan, hoc sinh khong nén tiép tuc chia sé thong tin d6 ma can bao
cho cha me, gido vién, nha trudng, nén tang cung cip dich vu hoic co quan c6 tham

quyén dé duogc hd tro xir 1y.

Déi v6i hoe sinh chua di kha nang tu thuc hién day du cac quyén va trach nhiém
nay, cha me hoic ngudi dai dién theo phéap luat c6 vai tro hudng dan, hd tro va thyuc hién

mot s6 quyén thay cho cac em.

Cac quy dinh vé quyén va nghia vu cta hoc sinh trong viéc bao vé dir liéu ca nhan
cling dit ra yéu cau dbi v4i co quan, to chirc va don vi cung cap dich vu trong viéc ap
dung céc bién phap bao vé, kiém soat quyén truy cap va han ché nguy co dit liéu bi truy
cap, st dung, tiét 10 hodc xur 1y trai phép dir liéu con ngudi ndi chung va cua hoc sinh
noi riéng.

1.2.3. An ninh mang, sir dung Internet va thong tin trén mang

Luat An ninh mang s6 116/2025/QH15 va cac nghi dinh huéng dan tao thanh
khung phap 1y quan trong diéu chinh hoat dong trén khong gian mang. An ninh mang
khong chi lién quan dén viéc bao vé hé théng ky thuat ma con bao gém viéc bao dam
thdng tin, dir liéu va hoat dong trén khong gian mang khong gy phuong hai dén quyén

va loi ich hop phép cua t6 chire, ca nhan.
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Déi v6i hoce sinh, nhitng quy dinh nay gin truc tiép véi cac hoat dong quen thude
héng ngay nhu sir dung mang xa hdi, tro chuyén tryc tuyén, dang bai, binh luan, chia s¢
thong tin va str dung céc tai khoan, dich vu trén Internet. Khi tham gia moi truong mang,
hoc sinh can sir dung tai khoan va thong tin dung muc dich; khong truy cap trai phép tai
khoan, hé théng hoic dit liéu ctia nguoi khac; khong chiém doat, sir dung trai phép hoic
phat tan thong tin; khong mao danh, xtc pham, de doa hoac thuc hién cac hanh vi xam
pham quyén va loi ich hop phap ciia nguoi khic. Viéc thuc hién nhiing hanh vi nay
thong qua mang xa hoi, img dung nhan tin hay cic phuong tién dién tir van cé thé bi
xem xét, xtr Iy theo quy dinh ctia phéap luat. Nghi dinh s6 327/2026/ND-CP quy dinh cu

thé viéc phong ngira va xir Iy thong tin, hanh vi vi pham trén khong gian mang.

Hoc sinh ciing can c6 trach nhiém véi thong tin minh dang tai va chia sé. Khong
nén tao, dang lai hodc tiép tuc phat tan thong tin khi chua xéc dinh dugc tinh chinh xéc,
dic biét 1a nhitng thong tin c6 thé gay anh hudng dén ca nhan, nha truong hoic cong
d6ng. Nghi dinh s6 328/2026/ND-CP quy dinh riéng vé phong, chong tin gia, tin sai su

that trén khong gian mang.

Hoc sinh can cha y téi trach nhi€ém cua nén tang mang xa hoi doi voi ndi dung vi

pham, cu thé nhu:

Khi tham gia mang xa hdi, khong chi nguoi dang, binh luan hodc chia sé ndi dung
phai chiu trach nhi¢m vé hanh vi cua minh, ma nén tang mang xa hoi va don vi cung
cap dich vu trén Internet ciing c¢6 trach nhiém tham gia xir 1y ndi dung vi pham phéap
luat. Nghi dinh s6 147/2024/ND-CP ctia Chinh phi quy dinh vé quan 1y, cung cap, st
dung dich vu Internet va thong tin trén mang la mot trong nhiing van ban quy dinh cac

trach nhiém nay.

No6i dung vi pham c6 thé bao gém nhirng thong tin, hinh anh, video hoac hoat dong
trén mang xam pham quyén va loi ich hop phap ciia ngudi khac, anh huéng dén tré em
hoic thudc nhitng trudng hop bi phap luat cAm. Khi phat hién noi dung nhu vy, co quan
c6 tham quyén c6 thé yéu cau don vi cung cap dich vu ngan chin hoic g& bo ndi dung
vi pham. Theo Nghi dinh s6 147/2024/ND-CP, d6i v6i nhiing truong hop thudc pham
vi quy dinh, viéc kiém tra, giam sat va loai bd ndi dung vi pham phai dugc thuc hién
cham nhét trong 24 gid ké tir khi c6 yéu cau ciia co quan c6 thim quyén.

Cdc em c6 thé hiéu don gian nhw sau: mang xa hoi khong phai 1a noi ai mubn dang
gi cling duoc. Néu mot ndi dung vi pham phép luat, nén tang c6 trach nhiém phdi hop
dé xur 1y. Vi vay, khi gap mdt bai dang, hinh anh, video hodc tai khoan co diu hiéu gia

mao, Itra ddo, xtic pham nguoi khac, xam pham quyén riéng tu hodc gdy anh huéng dén
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tré em, hoc sinh khéng nén tiép tuc chia sé. Cac em c6 thé sir dung chirc ning bio céo
clia nén tang va noi voi cha me, théy c6 hodc nguoi 16n tin cay. béi véi nhitng vu viéc
nghiém trong, co quan c6 tham quyén c6 thé yéu cau nén tang thuc hién cac bién phap
xu 1y theo quy dinh.

Vi du: Mot tai khoan dang hinh d&nh cia mdt hoc sinh kem thong tin giad mao nham
xtc pham hodc gdy anh hudng dén ban d6. Hoc sinh khong nén binh luan dé ché gidu
hoac tiép tuc chia sé. Thay vao do, cac em c6 thé bao cao nodi dung, luu lai thong tin can
thiét va néi voi cha me hodc gido vién. Néu vu viéc c6 dau hiéu vi pham phap luat, nguoi
16n hodc co quan c6 thim quyén c6 thé thyuc hién cac budc can thiét dé yéu cau nén ting
xu ly.

Vi vdy, tuan thi phép luat vé an ninh mang d6i véi hoc sinh khong phai 13 nhiing
yéu cau xa la, ma bt ddu tir cach ing xir hang ngay trén Internet: bao vé tai khoan, t6n
trong ngudi khac, khong xam nhap hodc sir dung trai phép thong tin, kiém tra thong tin
trude khi chia sé va chiu trach nhiém vé nhiing ndi dung minh dang tai, binh luan hoac
phat tan.

Tuy theo tinh chat va mic d6 ciia hanh vi, vi pham trén moi trudng mang cé thé
dan dén cac trach nhiém phap 1y khac nhau. Cac quy dinh vé xir phat vi pham hanh chinh
trong linh vuc an ninh mang va bao vé dit liéu ca nhan 1a can cir dé xur 1y nhitng hanh vi
vi pham tuong tmg; ddi voi nhitng hanh vi nghiém trong, cic quy dinh phap luat khac

vé dan su hodac hinh sy c6 thé duoc ap dung.
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MOT SO HANH VI Bl NGHIEM CAM
THEO DlEU 7 LUAT AN NlNH MANG 2025
o——(_ (6 116/2025/QH15) )—o

' N (o g N N f N\
GIA MAO MUA BAN, PHAT TAN DUNG DANH TiNH GIA CAN TRO LUC LUONG
BANG Al/DEEPFAKE DU LIEU CA NHAN LAP “TAI KHOAN RAC” || BAO VE AN NINH MANG

Dung Al tao video, hinh anh,

- S il L Thu thép, str dung, trao déi, Dung gidy td gid dé ma tai khoadn Chéng lai, vo hiéu héa
glong:noligiaimac r}gu'chhac mua bén, phét tan trai phép | | ngan hang, tai khoan s phuc vu trai phap luat bién phap
dé nlt‘lrérln ':;"-’c :hc:n Aat; thong tin, di¥ liéu ca nhan. muc dich vi pham phép luat. bao vé an ninh mang.
4i phap lua JL J 1 )L )
N

’ Viéc thuc hién cac hanh vi néu trén cé thé bi xtr ly hanh chinh hodc truy ctru trach nhiém
hinh su theo quy dinh cta phap luat.

Hinh 1.1. Mt s6 hanh vi bi nghiém cam theo Diéu 7 Ludt An ninh mang 2025

1.2.4. Sir dung cong cu s6 va Al an toan va c6 trach nhiém

Déi v6i hoc sinh, cac quy dinh chung vé an ninh mang va bao vé dit liéu c4 nhan
dugc gin voi hoat dong gido duc thong qua Khung ning luc sé cho nguoi hoc va cac
huéng dan trién khai caa Bo Gido duc va Dao tao. Thong tu sb 02/2025/TT-BGDDT
ngay 24 thang 01 nam 2025 cua Bo Gido duc va Pao tao quy dinh Khung ning lyc sb
cho ngudi hoc va Cong vin sé 3456/BGDDT-GDPT ngay 27 thang 6 nim 2025 ctua BO
Giéo duc va Pao tao vé viéc hudng dan trién khai thuc hién Khung nang luc s6 cho hoc
sinh pho théng va hoc vién gido duc thudng xuyén xac dinh nhitng ning luc sb can hinh
thanh va phat trién cho nguoi hoc theo mirc do phu hop véi ting nhom 16p. Trong do,
an toan 1a mdt nd1 dung quan trong ctia nang luc s6. Hoc sinh tung budc dugc hinh thanh
kién thtrc va k¥ ndng bao v¢ thiét bi, bao vé dit liéu ca nhan va quyén riéng tu, bao vé
sttc khoe va an sinh trong méi trudng sb, dong thoi nhan biét va xir Iy cac nguy co cd
thé gip phai khi sit dung coéng nghé.

Cung v6i nang luc s0, su phat trién nhanh chong cua tri tu¢ nhan tao dat ra yéu ciu
huéng dan hoc sinh str dung AI dung muc dich, an toan va ¢6 trach nhiém. Quyét dinh
s6 2422/Qb-BGDDT ngay 18 thang 8 nam 2026 ctia B§ Gido duc va Pao tao ban hanh
Khung ndi dung gido duc tri tué¢ nhan tao cho hoc sinh phé thong va Cong vian )
5588/BGDDT-GDPT ngay 19 thang 8 nam 2026 cua B9 Giao duc va Pao tao vé viée
huéng dan trién khai thyuc hién noi dung gido duc tri tué€ nhan tao cho hoc sinh phé thong
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tir nam hoc 2026-2027 cu thé héa nodi dung gido duc Al cho hoc sinh phé thong theo
ting cap hoc. Cac ndi dung khong chi huéng téi viéc gitp hoc sinh hiéu vé Al, biét sir
dung cong cu Al ma con chi trong nhéan thic va dao duc Al tu duy phéan bién, kiém

chtng két qua do Al tao ra, bao vé dit liéu va quyén riéng tu.

Theo khung ndi dung giao duc Al, yéu cau vé nang lyc tri tu€ nhan tao ddi véi hoc
sinh dugc phat trién theo murc d6 phi hop véi timg cp hoc. O nhitng 16p dau, hoc sinh
chu yéu hinh thanh nhén biét va cac théi quen str dung céng nghé an toan. O cac 16p cao
hon, yéu cau dugc mo rong sang kha ndng nhan biét rui ro, lya chon bién phap bao vé
phu hop, danh gia thong tin va sir dung cac cong cu s, Al mot cach chu dong, c6 trach

nhiém.
1.3. Két luin chwong

Chuong 1 da giup hoc sinh Iam quen v&i nhiing quy dinh phéap luat co ban lién
quan dén viéc sir dung Internet va tham gia moi trudng s. Cac quy dinh ctia Viét Nam
va cac van kién quéc té déu hudng t61 bao vé quyén, loi ich va su an toan cua tré em,

dong thoi xac dinh trach nhiém ctia moi ngudi doi véi hanh vi cua minh trén mang.

Khi tham gia moi truong mang, hoc sinh c6 quyén duoc bao vé doi séng riéng tu,
thong tin va dir liéu cé nhan, hinh anh, danh dy va nhan phém. Céc em cling can tén
trong nhitng quyén d6 ctia ngudi khac: khong tu ¥ 1dy, st dung hodc chia sé thong tin,
hinh anh cua ban b¢; khong mao danh, xdm nhép tai khoan, phat tdn thong tin sai sy that

hoic str dung Internet dé xic pham, lira ddo hay gy anh huéng dén nguoi khac.

Hoc sinh khong can ghi nhé tit ca s6 hiéu van ban hay diéu khoan phap luat. Diéu
quan trong 1a hiéu minh c6 nhiing quyén gi, can ton trong quyén ctia nguoi khac nhu thé
nao, nhitng hanh vi nao khong nén thyc hién va tim sy giap d& & dau khi gip van dé.
Pay ciing 12 nén tang dé cac em tiép tuc tim hiéu cac nguy co, nguyén tic va ky nang sir

dung mang an toan dugc trinh bay trong nhitng chuong tiép theo.

Bang 1.1. Bang tw danh gia nhan thirc phap luat

No¢i dung tw danh gia

Em biét tén va sb hiéu chinh xé4c cua luat hién dang diéu chinh an ninh mang |7 O
tai Viét Nam (Luat An ninh mang 2025, s6 116/2025/QH15)
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Noi dung tw danh gia

Em biét hanh vi dung AI dé gia mao hinh anh, giong n6i ngudi khac 1a hanh
vi bi phap ludt nghiém cim cu thé (Diéu 7 Luat ANM 2025)

(]

Em biét nén ting mang x3 hoi c6 nghia vu g& ndi dung vi pham trong 24 gid

khi c6 yéu cau cua co quan chirc nang

Em biét ca nhan (khong chi t6 chirc, doanh nghiép) ciing c6 thé bj xir phat

hanh chinh néu phat tan trai phép dir liéu ca nhan ciia ngudi khac

Em biét tré em tir 7 tudi tré 1én c6 quyén dwoc hoi ¥ kién trude khi thong tin

doi song riéng tu cia minh bi cong bo

Em biét it nhat mot vin ban hudng dan riéng cua Bo Gido duc va Pao tao vé
an toan thong tin trong nha truong (Quyét dinh s 447/QD-BGDDT ngay 31
thang 01 ndm 2024 cua B Gido duc va bao tao vé viéc phé duyét Huong
din bao dam an toan thong tin, tham gia moi trudng mang an toan ddi véi

hoat dong giang day, quan ly giao duc)

Em biét Viét Nam 1a qudc gia dau tién trong ASEAN phé chuan mot diéu uwdc

quoc té mai vé chong to1 pham mang

Em hiéu vi sao t6i pham mang xuyén bién giéi (nhu Itra ddo game online)

can dén hop tac qudc té dé xir 1y, khong thé chi dya vao luat trong nuéce

Em biét cac kénh hd trg phtt hop khi gap sur ¢ trén mang, nhu Tong dai 111,
s6 khan cdp 113, co quan Cong an noi gan nhat va Trung tam Ung ctru khan
cap khong gian mang Viét Nam (VNCERT) thudc Cuc An ninh mang, Bo
Cong an

Em hiéu rang ciing mot hanh vi vi pham c6 thé dong thoi chiu diéu chinh boi

nhiéu vin ban phap luat khac nhau (an ninh mang, dir liéu ca nhan, dan su)

21




CHUONG 2. NGUYEN TAC, KY NANG SU DUNG MANG AN
TOAN

Chuong nay trinh bay cac nguyén tic va ky ning co ban giup hoc sinh st dung
Internet an toan, c6 trach nhiém va van minh. Noi dung dugc tham khao, chon loc va
diéu chinh cho phu hop véi bdi canh gido duc Viét Nam tir ba ngudn chinh: chuong
trinh Be Internet Awesome ctia Google v&i nam tru ¢ot Thong minh (Smart) — Canh gidc
(Alert) — Viing vang (Strong) — Tir té (Kind) — Diing cam (Brave) [1]; B6 Quy tic tng
XUt vé bao vé tré em trén moi trudng mang [2], ban hanh kém theo Quyét dinh sé 88/QD-
BTTTT ngay 21/01/2025 ctia B6 Théng tin va Truyén thong (nay thudc B Khoa hoc
va Cong nghé); va Cam nang bao vé tré em trén méi truong mang niam 2024 cia Cuc
An toan théng tin.

Mdi nguyén tic khong chi néu nhitng viéc hoc sinh nén 1am hodc can tranh, ma
con dugce giai thich théng qua quy dinh phéap luat, nguy co thuong gip va cac tinh hudng
thue té. Cach trinh bay nay giup hoc sinh hiéu rd vi sao can tuan thil cac nguyén tic an
toan, dong thoi cung cip cho gido vién va cha me nhitng ndi dung can thiét dé hudng

dan, trao do1 va ho trg cac em trong qua trinh st dung Internet.

Bang 2.1 dudi day tong hop thanh 12 nguyén tic “vang” dé nh¢, d& ap dung cho
hoc sinh phd thong Viét Nam lam khung ndi dung xuyén subt cho tai liéu va bod

infographic tuyén truyén:

Bdng 2.1. Tong hop 12 nguyén tdc vang givip nhdn thirc va bdo vé théng tin

STT  Nguyén tic “vang” Noi dung thuc hanh

Noi dung d3 dang 1én mang c6 thé bi nguoi khac luu lai, sao

__ .| chép hodc chia sé tiép, nén d6i khi kho thu hdi hoan toan.
Suy nghi k¥ trudc khi

01 . Hay suy nghi k¥ trudc khi dang hodc chia sé. Néu 15 dang
an
2 ndi dung khong phu hop, hdy x6a, bao cdo va nho nguoi 1on
hd trg khi cén.
02 Giir kin thong tin dinh | Khong cong khai ho tén day dii kém truong 16p, dia chi nha,

danh s6 dién thoai, lich trinh di chuyén hang ngay.
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STT Nguyén tic “vang” Noi dung thuc hanh
03 Pit mat khau manh, | St dung mat khau riéng cho ting tai khoan va ludn bat xac
bat xac thuc 2 yéu td thue 2 yéu to (2FA) cho email, mang xa hadi.
. . . Khong két ban, nhan tin riéng hay hen gip ngudi chi quen
04 | Canh gidc v6i nguoi la . ) L T
qua mang néu chua c6 sy dong y, giam sat cia cha me.
05 Khong chia sé hinh anh | Tuyét d6i khong giri, dang anh/video riéng tu cta ban than
nhay cam hoic nguoi khac, ké ca trong nhom chat kin.
06 Dimng — Nghi — Kiém | X4c minh ngudn, tac gia, thoi diém dang trudc khi tin va
tra trudce khi tin chia sé bat ky thong tin nao.
07 Ton trong, khong bat | Khong dung 10i 18 miét thi, ché giéu, co 1ap ban bé trong
nat trén mang nhom chat hay binh luan cong khai.
08 Biét su dung nut | B4o cdo va chan ngay tai khoan, ndi dung dgc hai, quéy 16i
Report/Block thay vi tranh cai hoac im lang chiu dung.
09 Can béng thoi gian | Gidi han thot gian gidi tri trén man hinh, vu tién van dong,
thuc — 4o giao tiép truc tiép va gidc nga du.
10 Ludén cédp nhat phﬁn Cép nhat hé diéu hanh, ung dung thuong xuyén dé va cac 16
mém, thiét bi hong bao mét méi bi phat hién.
1 N6i v6i ngudi 16n tin | Chu dong chia sé véi cha me, thdy ¢ ngay khi gap noi dung
cay khi c6 van dé x4u, bi de doa hodc cam théy bat an.
12 Bat ché do riéng tu trén | Chu dong thiét 1ap tai khoan ¢ ché do riéng tu, gioi han
ting nén tang nguoi xem trén Zalo, TikTok, Facebook.

2.1. Nguyén tic cot 15i

Mdi hoat dong trén Internet, tir tim kiém thong tin, trao doi tin nhan dén dang tai

hinh anh va st dung mang xa hoi, d€u co6 thé anh hudng dén su an toan cua ban than va
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ngudi khac. Vi vay, hoc sinh can hinh thanh nhitng nguyén tic chung dé dinh huéng
cach suy nghi va hanh dong trong cac tinh huéng khac nhau. Sau nguyén tic dudi day
tap trung vao viéc chia sé co trach nhiém, bao v¢ thong tin ca nhan, kiém chirng thong

tin, ton trong nguoi khac, tim kiém su hd tro va duy tri sy can b@ing khi str dung Internet.
2.1.1. Suy nghi trwée khi dang va chia sé

Mobi ndi dung duoc ding tai hoic chia sé trén Internet déu co thé dé lai dau vét.
Mot birc anh, doan video, binh luan hodc tin nhin sau khi giri di c6 thé bi ngudi khac
chup lai, sao chép va chuyén tiép, ké ca khi nguoi ding di xo6a ndi dung ban dau. Vi
vay, trude khi dang tai hoac chia sé, hoc sinh can suy nghi vé noi dung, doi tuong tiép
nhan va nhitng anh hudng co thé xay ra.

Suy nghi trude khi chia sé khong c6 nghia 13 hoc sinh phai lo so hodc nging thé
hién ban than trén méi trudng mang. Piéu quan trong 13 biét cAn nhic dé nhimg ndi dung
duogc chia sé khong 1am 16 thong tin riéng tu, gay hiéu 1am, anh huong dén ngudi khac
hoc tao ra hdu qua ma ban than khong mong mudn.

Trude khi nhén nit dang, gtri hodc chia sé, hoc sinh nén tu hoi:

- N6i dung nay c6 lam 19 thong tin cd nhan cua minh hodc ngudi khac khong?

- Thong tin trong ndi dung c6 chinh xac khong?

- Viéc chia sé c6 thé 1am ai 6 budn, x4u ho hodc bi ton thuong khong?

- Néu cha me, thﬁy ¢0 hoac ban bé nhin théy, minh c6 cam théy thoai mai khong?

- N6i dung nay c6 thé gdy anh huong dén minh trong twong lai khéng?

Vi du, mdt hoc sinh chup anh ca 16p trong gio nghi va muén ding 1én mang xa hoi.
Trudce khi dang, em can kiém tra xem trong anh c6 ban nao dang ¢ tu thé khong phu
hop, c6 thong tin trén bang, diém sb, sb dién thoai hodc dir liéu ca nhan nao bi 10 hay
khong. Em ciing can héi y kién nhitng ngudi xuat hién trong anh, thay vi cho rang minh
c6 quyén ding chi vi minh 1 nguoi chyp.

Hoc sinh ciing can than trong khi chuyén tiép noi dung do ngudi khac giri. Viée
“chi chia sé lai” khong lam mat di trach nhiém cua ngudi chia sé. Néu ndi dung sai su
that, xic pham ngudi khac hodc xAm pham quyén riéng tw, ngudi chuyén tiép van co thé

g6p phan lam cho tac hai lan rong hon.

Piéu can nhé: Noi dung di dua 1én mang co thé vuot khoi sy kiém soat ciia ngudi dang. Hay
dimng lai, suy nghi va kiém tra truéc khi chia sé.
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2.1.2. Bao vé thong tin c4 nhan, tai khoan va quyén riéng tw

Thong tin ca nhan ho tén déy du ga‘in voi1 truong hoc, dia chi nha, s6 dién thoai, anh
gia dinh c6 thé nhan dién noi & 1 “chia khéa” ma ké xau can dé tiép can, theo doi hodc
mao danh hoc sinh ngoai doi thuc. Theo Diéu 33 Nghi dinh s6 56/2017/ND-CP ngay 09
thang 5 nam 2017 ctia Chinh pha quy dinh chi tiét mot sé diéu ctia Luat Tré em, “thong
tin bi mat doi séng riéng tu, bi mat cd nhan cua tré em” dugc phap luat liét ké rat cu thé
va viéc dua cac thong tin ndy 1én mang phai c¢6 su dong ¥ cta cha, me hodc nguoi chim
soc tré; voi tré tir di 7 tudi trd 1én, can phai c6 thém sy dong y cua chinh tré. Khong
phai moi thong tin ca nhan déu phai giit bi mat tuyét d6i. Tuy nhién, hoc sinh can hiéu
thong tin nao co thé chia sé, chia sé vdi ai va trong hoan canh nao. Viéc cong khai qua
nhiéu thong tin c6 thé khién ngudi xau gia mao danh tinh, tiép can hoc sinh ngoai doi

thyc hodc sir dung thong tin vao muc dich khong phu hop.

Mot sb thong tin can duge bao vé dic biét vi khi bi 16 hodc sir dung trai phép c6
thé dan dén mat tai khoan, mat tai san, bi gid mao danh tinh hodc bi xam pham quyén
riéng tu. Nhitng thong tin nay bao gdm mat khau, ma xac thuc tai khoan; thong tin vé
stc khoe, tai chinh; dir liéu sinh tric hoc nhu khuén mit, van tay; va hinh anh, video
mang tinh riéng tu. Hoc sinh khong nén cong khai hoac guri nhiing thong tin nay cho
nguoi khac khi chua xéc dinh ré ngudi nhan va muc dich sir dung. Bang phan tich dudi

day gitip hoc sinh va gido vién xac dinh thir ty vu tién khi huéng dan:

Bang 2.2. Phan logi muec do rui ro cua logi thong tin ca nhan

Loai thong tin Mirc do rii ro
Ho tén day du + trudng, 16p dang oo Pu dé ké xau xéac dinh vi tri, thoi gian
hoc biéu va tiép can truc tiép ngoai doi
Dia chi nha, lich trinh di chuyén c Nguy co bi theo ddi, dot nhap, tiép
J \ ao ~ . ~ r N r *r 14
hang ngay can khi khong c6 nguoi 16n gidm sat
Anh, video riéng tu (ké ca trong c C6 thé bi phat tan ngoai y mudn, ding
ao . . 3
nhom chat kin) de de doa, tong tién
Sb dién thoai, tai khoan mang xa | Trung binh— | La diém khoi dau dé dan dung kich
hoi cia cha me Cao ban ltra dao ca gia dinh
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Loai thong tin Mirc d§ rii ro

Thanh tich hoc tap, s¢ thich ca ft nguy co néu khong di kém thong tin

Tha
nhan (khong kém dinh danh) 4 giup xac dinh danh tinh, vi tri
. - . , An toan néu khong tiét 16 thong tin
Cam nghi, san pham sang tao ca P . ~ .
Thap dinh danh trong ndi dung hodc binh

nhéan di kiém duyét R
luan

Pé bao vé thong tin va quyén riéng tu, hoc sinh can ghi nhé:

- Khong cong khai dia chi nha, s6 dién thoai, lich trinh héng ngay hoac vi tri hién

tai.
- Khong giri mat khau, mi xac thyc hoic théng tin dang nhap cho nguoi khac.

- Khong diang anh gidy to ca nhan, thé hoc sinh, vé, ma QR hoic man hinh c¢6 chta

thong tin riéng tu.
- Khong chia sé hinh anh hodc video riéng tu cia ban than va nguoi khac.

- Xin phép trudc khi dang hinh anh, thong tin hodc ndi dung tro chuyén c6 lién

quan dén nguoi khéc.

- Chi cung cap thong tin ca nhan khi thyc sy can thiét va biét rd ngudi hodc t6 chirc

tiép nhan.
- Chu dong kiém tra ai c6 thé xem ho so, bai dang va thong tin cd nhan ciia minh.

Vi dy, mgt tai khoan ty xung la ban td chirc cudc thi guri tin nhéin thong bao hoc
sinh di tring giai va yéu cau cung cap ho tén, dia chi, anh cin cudc cta cha me ciing
ma xéac thuc dé nhan qua. Du 10i dé nghi ¢6 vé hap dan, hoc sinh khong nén cung cap
thong tin ngay ma can kiém tra lai qua trang chinh thirc va trao doi voi cha me hodc giéo
vién.

Bao vé quyén riéng tu cling ¢ nghia 13 ton trong dit liéu ctia nguoi khac. Hoc sinh
khong duoc ty y xem trom tin nhén, dang nhap tai khoan, phat tan hinh anh hodc chia
s¢ bi mat cuia ban be. Viéc mot ngudi da gui thong tin cho minh khong déng nghia véi

viéc minh dugc phép chuyén tiép thong tin d6 cho nguoi khac.

Diéu can nhé: Thong tin cd nhan c6 gia tri va can dugc bao vé. Chi chia s¢ khi thuc sy can
thiét, dang nguoi va ding muc dich.
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a. Infographic minh hoa: “Nhitng gi KHONG nén ding”
Hinh anh dudi ddy 1a ndi dung KHONG NEN ding hoic chia sé thong tin trén

mang xa hoi dé hoc sinh c6 thé hi€u va nhan thirc dugc cac thong tin trudce khi sir dung

n6 trén Internet, diéu nay sé& giup hoc sinh dé ghi nhé:

| €3 NHUNG Gi KHONG NEN DANG |

@ Hay suy nghi trudc khi ding - Bdo vé ban than va ngudi khac!

ANH MAC PONG PHUC CO TEN TRUGNG,
LGP, HUY HIEU RO NET

Bj 16 thong tin trudng, |8p — dé bj ké xau
danh c3p danh tinh hoic theo dbi.

SO DIEN THOAL DIACHINHA,
LICH TRINH DI CHUYEN HANG NGAY
Théng tin c4 nhan dé bj lgi dung dé Ilra déo,
quay rdi hodc dot nhap.

SDT: 09xX XXX XXX

Dia chi: 123 ABC St.
Hom nay di du lich pa Nang! :
5/5-10/5 9

én: dnVan A
Ho tén: Nguyen
Ngay sinh: 01/01 /2010

;ll:! Lép: 9A1

P
a\m  Trong THCS ABC

ANH CHUP THE HOC SINH, SO LIEN LAC,
GIAY TG TUY THAN

Théng tin c4 nhan cé thé bj sao chép

dé slr dung tréi phép.

ANH, VIDEO RIENG TU CUA BAN THAN
HOAC BAN BE, NGUGI THAN

C6 thé bi phat tan, chinh sira, gay tén thuong
danh du va uy tin.

i NGAN HANG MAT KHAU, MA OTP, THONG TIN TAI KHOAN OTP: 123456 ‘
\ 0 O | viin wusensoz | NGAN HANG CUA CHA ME oo
N Cé nguy cd bi chiém doat tai khoan,

OTP: eeecoe - =
& maét tién va gy rdi ro nghiém trong. Mat khau: wassws

' BAO VE THONG TIN CA NHAN - BAO VE CHINH MINH!

Hinh 2.1. Nhitng gi KHONG nén dang/chia sé trén mang xa hoi

b. Tinh hudng thuc té

Tinh hudng: Chuyén tiép “thong bao nghi hoc”. Trong nhém 16p c6 nguoi giri anh

mot thong bao “Ngay mai toan trudng nghi hoc” va yéu cau moi ngudi chia sé ngay.
Dbi véi tinh hudng nay, cac cap do truong hoc s& nén duge xir Iy nhu sau:
Tiéu hoc: Khong chuyén tiép ngay. Hoi cha me hodc gido vién.
THCS: Kiém tra tai khoan guri, trang ciia trudong hodc hoi GVCN trudce khi chia sé.

THPT: Kiém tra nguén, thoi diém, tinh x4c thuc ctiia van ban va tranh tré thanh

ngudi tiép tuc lan truyén thong tin chua kiém ching.

Nguyén tic an toan: Tiéu hoc: hoi ngudi 16n. THCS: dimg va kiém tra. THPT: kiém ching va

chiu trach nhiém.

Hinh 2.2 minh hoa vé tinh hudng cu thé khi hoc sinh gip phai va cach tng pho.
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" Nhom 16p 5A

35 thanh vien

S

Q Géy hoang mang cho hoc sinh, phu huynh.
Lam lan truyén thdng tin sai su that.

0 Anh huding dén viéc hoc va hoat dong
clia nha trudng.

& TiNH HUGNG

Trong nhém 8p, ¢ ngudi gui
anh mdt thong béao “Ngay mai
toan trudng nghi hoc” va yéu cau
moi ngudi chia sé ngay.

Py e T
7

That khong nhi?

Cé nén
chia sé?

@ A THONG BAO KHAN
Ngay mai toan trudng
Sh.yhoc 8 phong dich-
Moi ngudsi chia & ngay
cho céc ban khac nhe -

0 Ngu®i chia sé ciing c6 thé bi xr ly
theo quy dinh.

DUNG VA KIEM TRA

@ Kiém tra ngudn théng tin:

Website chinh thitc
g clanha truting

Trang mang xa hdi
chinh thic

Khdng c6 thong bao
nghi hoc

Kiém tra ngudn, tén mién, thdi diém, ngi dung
va hinh thic vén ban.
So sanh véi kénh chinh thiic clia nha trudng

0 Dirng chia s&, khéng lan truyén tiép.

Qjﬂ Khéng chia sé ngay.

Q Kiém tra tai khoan gtri, ndi dung va thai diém. (website, fanpage, bang tin).
[ 3 T 50 thiv cd Héi gido vién chti nhiém hosic nha trudn @  Khdng chia sé khi chua kiém chimg, tranh tré thanh
'.‘ i r.‘ delxglc ?ﬂ\]’;n i ’ @@% ngui Lan truyén thong tin sai s that.

Chi chia s khi dugc ngudi [6n xac nhan Hiéu réng chia sé thdna tin sai c6 thé bj xir ly
{2 thdng tin chinh thuog o Chi chia sé khi c6 thong tin chinh thic. theo quy dinh phép luat.

& THCS THPT
' THONG DIEP CAN NHO ’ HOUN NGU'(’ﬂ LON ¢ DUNG VA KIEM m) Q KIEM CHUNG VA CHIU TRACH NHIEM

Hinh 2.2. Cdch vtng phé véi tinh huéng thuc té cho cdc cdp do truong hoc
2.1.3. Canh gic va kiém chirng trwée khi tin hoic hanh dong

Thong tin trén Internet rat phong pht nhung khong phai noi dung nao ciing chinh
xéac va khong phai tai khoan nao ciing thé hién ding danh tinh that. Tin gia, tai khoan
mao danh, quang cdo sai I¢ch, lién két Itra ddo va noi dung do tri tu¢ nhan tao tao ra ngay
cang kho nhan biét. Vi vy, hoc sinh can hinh thanh théi quen kiém tra trudc khi tin,

chia sé hodc thyc hién mdt yéu cau trén mang.

bé phan tich mdt nguén tin chinh x4c hon, nén phan biét ba dang thong tin sai 1éch
thuong b1 gdp chung 1a “tin giad™:

- Théng tin sai khéng chi dich: nguoi chia sé tin 1a dung nhung thuc chat thong
tin d4 13i thoi, thiéu ngir canh hodc bi hiéu nham.

- Thong tin sai co chu dich: dugc tao ra va lan truyén ¢6 chu dich nham danh Lra
nguoi doc, thuong vi muc dich Iira ddo, cau tuong tac hoac dinh hudéng du luan.

- Néi dung bi chinh sira/gid mao bang céng nghé (deepfake): hinh anh, giong noi,
video bi dyng hodc chinh sira bang Al dé trong gidng nguoi that — hinh thirc ngay cang
kho phan biét bang mat thuong; can dic biét canh giac voi cac doan ghi am/goi video
“khan cip” yéu cau chuyén tién.
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Cénh giac khong c6 nghia 1a nghi ngd tat ca moi ngudi va moi thong tin. Canh giac
1a biét dat cAu hoi, tim thém bang ching va khong hanh dong voi vang khi chua xac

dinh dugc do tin cay.
Hoc sinh can dic biét than trong khi giap nhing ndi dung:
- Pua ra phan thuong hoic loi ich qua hap dan.
- Yéu cau phai hanh dong ngay néu khong s& mat co hoi hodc bi khoa tai khoan.
- Yéu cu cung cép mat khau, ma xac thuc hodc chuyén tién.
- Str dung tiéu dé gay sbc, kich dong sy so hai, tirc gian hodc to mo.
- Khong ghi 6 tac gia, ngudn tin hodc thoi diém ding.
- Gia danh théy c0, ban be, co quan nha nudc hoac td chuc quen thudc.

- Dan dén mot trang web co dia chi la, sai chinh ta hodc khac vo1 dia chi chinh
thuec.

- St dung hinh anh, giong néi hoic video c¢6 dau hiéu bat thuong.

Khi tiép nhan mot thong tin, hoc sinh nén kiém tra ngudi ding, ngudn gbc, thoi
diém va bang chimg di kém; doéng thdi ddi chiéu véi nhitng ngudn dang tin cay khéc.
Néu chua kiém chirng dugc, hoc sinh khong nén chia sé hodc lIam theo ndi dung do.

Cach kiém tra mot nguon tin:

- Dau tich xanh (tai khoan d x4c minh): chi 1a mét tin hiéu tham khao, khong dong
nghia moi ndi dung dang tai déu chinh xac, van can ddi chiéu véi nguodn chinh thong.

- Ngay ding: tin cii bi chia sé lai khong ghi rd thoi gian 1a mot chiéu thie pho bién
dé gy hoang mang vé mot sy viéc “mai”.

- Tac gia/don vi dang tai: uu tién cic co quan bao chi dugc cap phép, cong thong
tin cia B, nganh, chinh quyén dia phuong.

- B6i chiéu chéo: néu chi mot trang khong rd ngudn goc dua tin trong khi bao chi
chinh thdng im ling, kha ning cao d6 1a tin gia.

- Cam xuc khi doc: tin gia thuong ¢d tinh kich dong so hai, phan nd hodc thuong

cam manh dé thac déy chia sé ngay lap tic — day tu nd 1a mot dau hiéu can cham lai.

Quy tac “Dung — Nghi — Kiém tra”

DUNG: khong v6i bAm Chia sé¢/Chuyén tiép ngay khi vira doc tiéu dé giat gan.
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NGHI: dit cau hoi “ngudn tin nay c6 dang tin khong? Minh c6 dang bi din dit cam xuc
khong?”

KIEM TRA: tra ciru lai trén béao chi chinh théng hoac hoi théy ¢0, cha me trudc khi tin va
chia sé tiép.

Vi du, trong nhém 16p xuét hién thong béo “ngdy mai toan trudng dugc nghi hoc”
kém anh chup mét vian ban nhung khong c6 ngudn chinh thirc. Hoc sinh khéng nén 1ap
tic chuyén tiép sang cac nhoém khéac. Cach xir Iy phut hop 12 kiém tra trang thong tin cta
nha truong hodc hoi gido vién chui nhiém.

Nguyén tic nay ciing ap dung v6i ndi dung do cong cu tri tué nhan tao cung cap.
Cau tra 10 ctia Al c6 thé rd rang va thuyét phuc nhung van c6 thé thiéu chinh xac, 161
thoi hodc tao ra ngudn tai liéu khong co that. Vi vy, hoc sinh can dbi chiéu véi sach

gido khoa, tai liéu chinh thtrc hodc ngudn déng tin cdy trudc khi sir dung.

Piéu cin nhé: Bung voi tin chi vi mgt ndi dung dugc trinh bay hép dan hodc duogc nhiéu nguoi
chia sé. Hay dung lai, kiém tra va xac minh truéc khi hanh dong.

2.1.4. Ton trong ban than va ngwoi khac trén moi trwong mang

Giao tiép trén Internet ciing can tudn theo nhitng chuan myc nhu giao tiép truc
tiép. Viéc khong nhin thdy phan tng cta nguoi doi dién khong co nghia 14 101 nodi hodc
hanh dong trén mang khong gay ton thuong. Mot binh luan ché gidu, buc anh bi chinh
sira hodc tin nhan cong kich ¢6 thé anh huong nghiém trong dén danh du, tam Iy va cudc
séng cua ngudi khac.

Tén trong ngudi khac trén méi truong mang dugc thé hién qua nhitng hanh vi nhu:
- Str dung ngon ngtr lich su, phu hop véi hoan canh.

- Ton trong su khac biét vé ngoai hinh, nang luc, hoan canh va quan diém.

- Khong xuc pham, miét thi, de doa hodc c6 1ap nguoi khac.

- Khong tham gia cac nhom duogc lap ra dé néi xau hodc cong kich mot nguoi.

- Khong ¢6 vii, binh luén hodc chia sé ndi dung bét nat.

- Khéng ty y cong khai hinh anh, tin nhan hodc bi mat cua ngudi khac.

- Biét nhan 15i, sira sai va g& bo nodi dung khi hanh vi cia minh gay anh huéng.

Hoc sinh cling can biét bao vé su ton trong danh cho chinh minh. Khi bi xtic pham,
gay ap luc hodc yéu cau lam diéu khién ban than khong thoai mai, cac em c6 quyén tir
chéi, dirng twong tac va tim kiém sy hd trg. Khong ai c6 quyén budc hoc sinh phai giri
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anh riéng tu, tiét 10 bi mat hoic tiép tuc mot cudc trd chuyén khién cac em lo ling, so
héi.

Vi dy, mot nhom hoc sinh 1dy anh cta ban trong 16p, chinh stra thanh hinh giy
cudi rdi chia sé trong nhom chat. Mgt s6 ban khong truc tiép chinh stra nhung binh luan,
giri biéu twong cudi hodc chuyén tiép hinh anh. Nhitng hanh dong nay déu gop phan lam
t6n thuong nguoi trong anh. Cach ting xtr pht hop 1a khong tham gia, dé nghi dimng chia
sé, hd tro ngudi bi anh huong va thong bao cho gido vién khi can thiét.

Trudce khi binh ludn hodc giri mgt ndi dung, hoc sinh co thé tu hoi: “Néu nguoi
khac néi hodc 1am diéu nay véi minh, minh s& cam thay thé nao?”. Pay la cach don gian

dé can nhac tac dong ctia hanh vi doi vai nguoi khéc.

Diéu can nhé: Hay doi xir véi nguoi khac trén mang nhu cach minh mong mudn dugce doi xu.
Khong tham gia, ¢6 vil hodc ti€p tay cho hanh vi gy ton thuong.

2.1.5. Chii dong Ién tiéng va tim kiém sy hd tro khi can thiét

Trong qua trinh sir dung Internet, hoc sinh c6 thé gap nhiing tinh hudng khién minh
boi réi, lo léng, x4u hd hodc so hai. D6 6 thé 1a mot tin nhan de doa, 101 moi gap mat
clia ngudi la, yéu cau gui anh riéng tu, tai khoan bi chiém quyén, noi dung bat nat hoic

mot dudng lién két dang ngd da vo tinh duoc mo.

Khi gip nhitng tinh huéng nhu vy, hoc sinh khong nén im ling, che gidu hodc tu
minh d6i pho voi nguoi xu. Viée chii dong tim kiém su hd trg khong phai 1a biéu hién
cua su yéu dudi. Nguoc lai, d6 1a cach hanh dong binh tinh va c6 trach nhi¢m.

Hoc sinh can:

- Ding twong tac khi cam thiy bat an hoic bi gay ap luc.

- Khong tranh cai, de doa lai hodc lam theo yéu cau cua doi tuong.

- Khong chuyén tién hodc tiép tuc cung cip thong tin.

- Trao d6i voi cha me, gido vién hodc ngudi 16n dang tin cy.

- Sr dung churc nang chéan va bdo cao khi phu hop.

- Giit lai nhitng thong tin can thiét dé ngudi 16n ¢ thé hd tro xtr 1y.

- B4o ngay khi ban than hodc ban b¢ c¢6 nguy co bi ton hai.

Vi du, mot ngudi quen qua mang y€u cau hoc sinh giri anh riéng tu va de doa s€

tung cac tin nhin trude d6 néu em tir chdi. Hoc sinh khong nén tiép tuc thuong luong

31




hodc giri thém ndi dung. Em can dirng cudc trd chuyén, luu lai thong tin can thiét va bao

ngay cho cha me, gido vién hodc nguoi 16n dang tin cay.

Khi mQt nguo1 ban tam sy rang dang bi bat nat hodc de doa trén mang, hoc sinh
khong nén hira gittr bi mat bang moi gia. Néu su viéc ¢d thé anh hudng dén sy an toan
cua ban, can khuyén khich ban tim nguo1 1on hd tro hodc chu dong bao cho nguoi co

trach nhiém.

Trong truong hgp can tu van hodc hd tro lién quan dén tré em, hoc sinh va nguoi
16m co the lién hé Tong dai quoc gia bdo v¢ tré¢ em 111. Néu c6 dau hiéu nguy hiém tryuc
tiép dén tinh mang, strc khoe hodc an toan, can bao ngay cho gia dinh, nha truong hodc

co quan cong an gan nhat.

Dieu can nhé: Khi c6 diéu gi khién em lo lang hodc khong an toan, hdy dung lai va noéi voi
nguoi 1én déng tin cdy. Khong can phai gidi quyet moi viéc mgt minh.

2.1.6. Sir dung Internet cin bang, lanh manh va ¢é muc dich

Internet mang lai nhiéu lgi ich cho hoc tap, giao tiép va giai tri. Tuy nhién, dé
nhirng 1¢1 ich d6 khong di kém véi anh hudng tiéu cuc, hoc sinh can biét kiém soat thoi
gian, lva chon cich str dung phu hop va x4c dinh rd muc dich mdi khi tham gia moi

truong mang.
a. Sw dung Internet cin bing

Str dung Internet cAn bang trudc hét 1a biét kiém soat thoi gian st dung thiét bi va
cac dich vu tryc tuyén. Néu danh qua nhiéu thoi gian cho mang x4 hoi, tro choi hoic
video giai tri, hoc sinh c6 thé bi thiéu ngii, giam kha nang tap trung, it van dong va khong
con du thoti gian cho hoc tap, gia dinh hodc cac hoat dong truc tiép.

Khong phai moi khoang thoi gian sir dung thiét bi déu co tinh chét gidng nhau.
Thoi gian hoc truc tuyén, tim kiém tai liéu hodc 1am bai tdp khong nén dugc danh gia
gidng v4i thoi gian ludt mang x4 hoi va xem video giai tri. Vi vay, hoc sinh can quan

tam ca tong thoi gian stir dung va muc dich cua ting hoat dong.
Dé duy tri sy can bang, hoc sinh nén:
- Lap ké hoach thoi gian hoc tap va giai tri trong ngay.
- Xdac dinh trudc khoang thoi gian danh cho mang xa hdi, tro choi va video.
- Hoan thanh nhiém vy hoc tap trude khi tham gia hoat dong giai tri truc tuyén.

- Nghi giai lao hop 1y khi phai st dung thiét bi trong thoi gian dai.
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- Khong dé viéc st dung Internet lam anh hudng dén gio ngu, bita an, van dong va
giao tiép vai gia dinh.
- St dung céc chiic nang theo ddi, gidi han thoi gian trén thiét bi khi can thiét.

- Ty dimng hodc nhd nguoi 16n hd tro néu khong thé kiém soat duoc thoi gian sir
dung.

Bang 2.3. Khuyén nghi thoi gian sir dung theo do tuéi

Khuyén nghi thoi gian man

Ghi chu
hinh

Nhém tudi

L Khong khuyén khich, trir goi video | Giai doan phét trién nhan thirc nén
Duéi 2 tudi ) e . , , v
c6 nguoi lén cung tham gia tang qua tuong tac truc ti€p

.. .. o Can chia nho thoi gian, wu tién noi
2—4 tudi To1 da 1 gio/ngay, co gidm sat .
dung gido duc

.. Khong qué 2 gio/ngay cho muc | Khuyén nghi dugc nhiéu co so y té
5-17 tudi (hoc

. [ dich giai tri (khong tinh thot gian | tai Viét Nam ap dung, dinh hudng
sinh pho thong)

hoc tap) theo WHO

Mot s6 dau hiéu can luu y 14 thudng xuyén thire khuya dé sir dung mang; khong
thé dimg du da c6 ké hoach; cam thdy bon chon hodc tirc gian khi khong duge dung thiét
bi; bo bé hoc tap, van dong hoac giao tiép truc tiép; st dung mang dé trén tranh moi

cam xuc tiéu cuec.

Vi duy, mgt hoc sinh mé may tinh dé tim tai lidu lam bai nhung lién tuc chuyén
sang xem video va mang xa hdi. Sau nhiéu gio, bai tap van chua hoan thanh va em phai
thirc khuya. Trong trudng hop ndy, van dé khong chi nam & tong thoi gian sir dung thiét
bi ma con ¢ viéc khong kiém soat duoc muc dich va sy phan tam.

Cha me ciing can nhan biét mot sd dau hiéu su dung Internet thiéu can béng O tré
nhu: thuong xuyén thuce khuya, tri hoan viéc hoc, bo bira hodc it van dong, cam théy
kho chiu khi phai roi thiét bi, khong thé dimg du da c6 ké hoach, hodc danh phan 16n
thoi gian ranh cho céc hoat dong truc myén.
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Piéu can nhé: Hay chu dong quan 1y thoi gian sir dung Internet, khong dé Internet chiém mat
thoi gian danh cho gidc nga, hoc tap, van dong va nhitng ngudi xung quanh.

b. St dung Internet lanh manh

Str dung Internet lanh manh 1a Iya chon ndi dung, cach twong tac va théi quen st

dung khong gay ton hai dén sirc khoe thé chét, tinh than cia ban than va ngudi khac.
Hoc sinh can:
- Lua chon ndi dung phu hop véi do tudi va nhu cau.
- Khong tham gia céc thir thach nguy hiém hodc hoat dong c6 thé gy ton thuong.

- Tranh nhiing noi dung khién ban than thudng xuyén lo lang, s¢ hii, tirc gian hodc
tur ti.

- Khong chay theo luot thich, binh luan hodc sy cong nhan trén mang.

- Duy tri tu thé ngdi phu hop, khoang cach an toan vi man hinh va nghi mat dinh
ky.

- Khong str dung dién thoai khi di duong, diéu khién phuong tién hoic trong nhiing
tinh hudng can tap trung.

- Duy tri cac hoat dong ngoai troi, van dong, giao tiép truc tiép va s thich khong
st dung thiét bi.

- Chia sé voi cha me, gido vién khi ndi dung trén mang anh hudng tiéu cuc dén
cam xuc hoac tam ly.

Vi du, mot hoc sinh thuong xuyén xem nhirng ndi dung so sanh ngoai hinh va bét
dau cam thdy ty ti, lo lang vé ban than. Thay vi tiép tuc theo ddi, em c6 thé an hodc bo
theo doi nhiing tai khoan do, lya chon ndi dung tich cyc hon va trao doi vai nguoi lon

dang tin cay néu cam xuc tiéu cuc kéo dai.

Piéu cin nhé: Noi dung va cach sir dung Internet can gop phan bao vé strc khoe, tinh than va
su phat trién cua hoc sinh, khong lam cac em mét mai, lo léng hodc tén thuong.

C. Sur dung Internet co muc dich

Str dung Internet c6 muyc dich 13 biét rd minh truy cap dé lam gi va tap trung vao
hoat dong da xac dinh. Néu khong c6 muc dich 1o rang, hoc sinh rat d& bi cubn tir mot
thong bdo sang mot video, tro choi hoac ndi dung khac ma khong nhan ra thoi gian dang
troi qua.

Trude khi mé thiét bi hodc truy cap Internet, hoc sinh nén ty hoi:
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- Minh dang vao mang dé lam gi?

- Hoat dong nay c6 thuc su can thiét khong?

- Minh du dinh st dung trong bao lau?

- Khi nao cong viéc dugc xem la hoan thanh?

- Noi dung nay c6 phu hgp vé1 muc tiéu hoc tap hodc giai tri cua minh khong?

Khi str dung Internet dé hoc tap, hoc sinh nén xac dinh rd nhiém vy, chuén bi nguén
tai liéu can thiét va han ché nhitng Gmg dung gay phan tam. Khi st dung dé giai tri, cac

em ciing can lya chon ndi dung phut hop va xac dinh diém dimg.

V1 dy, néu can tim hiéu vé€ bién do1 khi hau dé€ lam bai thuyét trinh, hoc sinh nén
xac dinh nhitng thong tin can tim, vu tién nguoén dang tin cdy va luu lai tai liéu can thiét.
Viéc chuyén sang xem cac ndi dung khong lién quan khién qué trinh hoc tap kéo dai

nhung khong dat dugc két qua mong mudn.

Piéu can nhé: Trudce khi truy cap Internet, hay xac dinh rd muc dich; trong khi st dung, hay
tap trung; khi hoan thanh, hay chi dong dung lai.

2.2. Ky nang sir dung mang an toan

Cac nguyeén tic an toan 1a budc dau tién, nhung dé tu bao vé minh trén Internet,
hoc sinh con can bién nhitng nguyén tic d6 thanh thoi quen hang ngay. Mot tai khoan
c6 mat khau tot nhung van ¢ thé gip rai ro néu ngudi dung dwa ma xéac thuc cho ngudi
khac; mot thiét bi duoc cai phan mém bao vé van c6 thé bi lira néu nguoi dung bam vao
duong lién két gia mao; va ngay ca tai khoan riéng tu ciing khong hoan toan an toan néu

hoc sinh tin tudng mot ngudi la qua nhanh.

Vi vay, phan nay tip trung vao ba nhém k¥ ning rat gan véi viéc st dung Internet
hang ngay ciia hoc sinh: bao vé tai khoan, giao tiép an toan véi nguoi khac va giir thiét
bi an toan, nhan dién lra ddo. Pay 1a nhiing k¥ ning khong chi can biét ma can duoc
thuc hanh thuong xuyén.

2.2.1. Xay dung va quan ly mat khidu manh

Mat khau 14 16p bao vé dau tién cia tai khoan. Néu mat khau qua ngan, dé doan
hoic duge dung chung cho nhiéu dich vy, nguy co mat tai khoan sé& ting 1én dang keé.
Chéng han, néu mot ung dung bi 16 dir 1i€u va hoc sinh sir dung cing mgt mat khéu cho
email, mang xa hdi va tro choi truc tuyén, nguoi x4u c6 thé thtr chinh mat khau d6 trén

cac tai khoan khac.
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Vi vay, mot nguyén tac quan trong la: mat khau can du dai, khé doan va khong
dung lai cho nhiéu tai khoan quan trong. Nhitng tai khoan nhu email, mang xa hdi, tai

khoan hoc tap hodc tai khodn c6 lién quan dén thanh toan can dugc bao vé can than hon.
a. Cong thire “Cau chuyén + so + ky tw dic biét”

Khong nén stir dung tén, ngay sinh, s6 dién thoai, tén truong, 16p hoac nhiing thong
tin nguoi khac dé biét dé 1am mat khau. Cac dang nhu Hoan2012, 12345678, password,
tén thu cung hodc ngay sinh déu co thé bi doan kha d&. Thay vi ¢b tao mot chudi ky tu
ngén va kho nhd, hoc sinh c6 thé sir dung cym mat khau dai g@)m nhiéu tur khong lién
quan tryc tiép dén thong tin ca nhan cta minh. C6 thé thém s6 hoic ky tu dic biét néu
dich vu yéu cau. Cach nay vira giup mat khau dai hon, vira d& nhd hon so véi mot chudi
ky tu ngdu nhién ngin.

Thay vi dung ngay sinh hay tén riéng dé doan, hoc sinh nén ghép mét cau ngan cd
y nghia v&i ban than, thém s6 va ky tu dac biét. Vi du minh hoa cach tao (khong nén

dung nguyén van vi du nay):

Vi du minh hoa cong thirc dit mat khiu
Cau chuyén gdc: “Me yéu hoc tip cta con nim 2026”
Rt gon + bién tau: MeYeuHocT@p2026!

Nguyén tac: tdi thiéu 8 ky tu, co chir hoa/thuong, s6 va ky tu dac biét, khong trung voi mat
khéu cua tai khoan khac, khong chura tén, ngay sinh, s6 dién thoai cta ban than.

Khi dit mat khau, hoc sinh nén nhé ba diéu: dai — riéng — khong chira thong tin dé
doan va nén dﬁy du yéu td: chir hoa/thwong, 56 vd ky tw dac biét. Ddi véi céc tai khoan
quan trong, nén vu tién mat khau tir khoang 8 ky tu trd 1én néu dich vu cho phép. Quan
trong hon, mdi tai khoan nén c6 mot mat khau riéng dé néu mot tai khoan gap su cd, cac

tai khoan khac khong bi anh huong theo.

Ghi nhé: Mot mat khau tot khong can qua kho nhé, nhung phai du dai, kho doan va khong
dung lai cho nhiéu tai khoan.

b. Cac mirc bdo vé tai khodn
Mat khau chi 1a mot phan cua viéc bao v¢ tai khoan. Mirc do an toan s€ tang 1én

khi hoc sinh két hop mat khau tét véi cac bién phap xac thuc bd sung.

Bang 2.4. Cac murc do bao vé tai khoan
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Phwong thirc Mirc d§ an toan Uu diém / han ché

Mat khau don gian, dé Dé nhé nhung dé bi do hoic bi 16 khi dich

i Thap L e s 1ia
doan vu khac bi ro ri dir liéu
Mat khau manh, riéng cho . An toan hon nhiéu nhung khé nhé néu
L . Trung binh — Cao A . . x
tung tai khoan khong dung cong cu ho trg
Mat khau manh + Xéc thuc Cao Ngay ca khi 16 mat khéu, ké x4u van can
2 16p (2FA) thém ma xac thyc thir hai dé dang nhap

. . Loai bo viéc dung chung/doan mat khau;
Mat khau manh + 2FA +

\ ST Rét cao doi hoi thiét 1ap ban dau va ghi nhé mat
Trinh quan 1y mat khau

khau chinh

Bang 2.4 chi thé hién mitc bao vé tuong d6i. Khong c6 phuong thirc ndo bao dam
an toan tuyét doi. Nguoi dung van can canh giac vdi cc trang ding nhap gia, tin nhin

Iira ddo va yéu cau cung cip ma xac thuc.
C. Kich hoat xdc thuc 2 lop (2FA)

Xac thuc hai 16p, thuong viét tat 1a 2FA — Two-Factor Authentication, 1a co ché
yéu cau thém mdt budc xac minh ngoai mat khéau. Khi tinh nang nay dugc bat, nguoi
dang nhap cé thé phai xac nhan trén mat thiét bi khac, nhdp ma dung mdt lan hodc sir

dung ing dung xac thyec.

Diéu nay tao thém mot 16p bao vé. Néu nguoi khac biét duoc mat khau nhung
khong c6 budc xac minh thir hai, ho sé kho dang nhap vao tai khoan hon. Hoc sinh nén
uu tién bat xac thuc hai 16p cho nhitng tai khoan quan trong nhu email, mang xa hdi va
céc tai khoan c6 chtra nhiéu thong tin ca nhan. Tty nén tang, muc nay thuong nam trong
phan Bao mat, Pang nhap va bao mat, Xac minh hai budc hodc Xac thyc hai yéu t6.

Khi st dung 2FA, can dic biét nhd: ma xac thuc cling 1a thong tin bi mat. Khong
cung cép m3 OTP hodc mé xac minh cho bat ky ai qua dién thoai, tin nhén hodc mang
x4 hoi, ké ca khi nguodi do ty xung la nhan vién ngan hang, nha mang, gido vién hodc co

quan chuc nang.
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Neéu mot nguoi yéu cau em doc ma vira nhan dugce trén dién thoai véi 1y do “xac
2 13

minh tai khoan”, “nhan thudng” hodc “hd tro k¥ thuat”, hiy ding lai va kiém tra qua
kénh chinh thtrc.

Ghi nhé: Mat khau 1a 16p bao vé thtr nhat; xac thuc hai 16p 1a 16p bao vé thir hai. M& OTP
khong dugc chia s¢ cho nguoi khac.

Mot sb cach xac thuc 2FA trén cac nén tang ung dung phd bién:

- Google/Gmail: vao Quan ly Tai khoan Google — Bdo mat — Xac minh 2 budc,

chon nhan ma qua ing dung xac thuc hodac SMS.

- Zalo: vao Cai dat — Tai khoan va bao mat — Xac thuc 2 16p dé yéu cau nhap

thém ma khi dang nhép trén thiét bi la.

- Ngay ca khi 16 mat khau, 2FA van ngin duoc phan 16n nguy co ké xau dang nhap

trai phép vi thiéu ma xac thuc th hai.
d. Sw dung trinh quén 1y mdt khdu

Khi c6 nhiéu tai khoan, viéc nhd mot mat khau riéng cho tirng tai khoan c6 thé tro
nén kho khan. Trinh quan 1y mat khau la cong cu gitp tao, luu va ty dong dién mat khau
theo cach dugc bao vé. Thay vi ghi mat khau vao gidy dé ¢ noi dé nhin, luu trong tin
nhén hoic st dung mdt mat khéu cho tat ca tai khoan, hoc sinh THCS va THPT c6 thé
sit dung trinh quan 1y mat khau cung sy huéng dan cia cha me hodc ngudi 16n tin cay.
Nhiéu trinh duyét, dién thoai va ng dung hién nay da tich hop san chitc nang quan ly
mat khau. Khi str dung cong cu nay, ngudi dung thudng chi can ghi nhé mot mat khau
chinh dé md kho mat khau. Mat khau chinh can dic biét manh va khong duogc chia sé
vo1 nguoi khac.

Mot s6 cong cu quan 1y mat khau c6 phién ban mién phi, chang han Bitwarden [3].
Bitwarden 12 mot trinh quan 1y mat khdu ma ngudn md, c6 phién ban mién phi, giup tao
mat khau ngiu nhién du manh cho ting tai khoan va luu trit c6 ma hoa, thay vi phai ghi
nhé hodc dung chung mgt mat khéu cho nhiéu noi. Hoc sinh nén dit mot mat khau chinh
(master password) thit manh cho tmg dung quan 1y ndy va khong chia sé véi bat ky ai.
Ngoai ra, trinh duyét va hé diéu hanh cling c6 cac cong cu tich hop san. Viéc lya chon
cong cu nao nén dya trén do tudi, thiét bi va su huong dan cta gia dinh. Tai li¢u khong

yéu cau hoc sinh phai st dung mét san pham cu thé.

Ghi nhé: Khong can nhé hang chuc mat khau giéng nhau. Hay dung mat khau riéng cho timg
tai khoan va str dung cong cu hd trg phi hop khi can.
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2.2.2. Giao tiép an toan véi ngudi la

Internet gilp hoc sinh két ndi véi nhiéu nguoi co cing sé thich, cing choi game,
hoc chung hoic tham gia cac cong dong truc tuyén. Tuy nhién, mot diém khac biét quan
trong gitra giao tiép truc tiép va giao tiép trén mang 1a chung ta khong phai lac nao ciing
biét chinh xac ngudi & phia bén kia 13 ai.

Mot nguoi ty gidi thiéu 1a “hgc sinh cung tudi”, “ban cua ban em” hodc “nguoi
cung s thich” khong c6 nghia thong tin d6 chic chin dung. Vi vy, hoc sinh khong can
nghi ngd tat ca moi nguoi, nhung can biét giir gidi han an toan khi tro chuyén véi nguoi

chi quen qua mang.
a. Nhan dién diu hiéu bt thuwong

Trong nhiing 1an tro chuyén dau tién, hoc sinh nén than trong néu mot nguoi moi
quen c6 nhirng biéu hién bat thudng nhur nhanh chdng to ra qua than thiét; lién tuc khen
ngoi, ting qua ao hodc hira cho tién, vat pham trong game; hoi nhiéu thong tin vé dia
chi, truong hoc, gia dinh hoic lich sinh hoat; yéu cau chuyén sang cudc tro chuyén riéng;

muodn em xda tin nhan hodc gitr bi mat véi cha me va thay co.

Dic biét can canh giac néu nguoi d6 yéu cau gii anh riéng tu, bat camera trong
hoan canh khong phu hop, chuyén tién, cung cap ma xéac thuc hodc hen gap ma khong
muodn nguoi 16n biét. Nhitng dau hiéu nay chua chac da chimg minh nguoi do c6 y do

xau, nhung da dé em dung lai va héi y kién mot nguoi 1on tin cdy.

Khi tro chuyén véi ngudi chi quen qua mang, em khong nén voi chia sé sd dién
thoai, dia chi nha, truong 16p, lich trinh hodc nhitng thong tin riéng tu khac. Néu muén
gip mot ngudi quen qua mang ngoai doi thuc, can trao d6i trudc voi cha me hodc ngudi
16n tin cay va chi thuc hién trong diéu kién an toan.

Mot nguyén tic rat quan trong la: néu mot ngudi ¢b yéu cau em gidu cha me hoic
thﬁy c6 nhitng viéc lién quan dén tién, anh riéng tu, gdp mat hodc diéu khién em so hai,

doé 1a dau hi¢u can dung lién lac.

Ghi nho:

Khéng ¢ 1y do chinh dang nao dé mot ngudi quen qua mang yéu cau giit bi mat cudc tro
chuyén véi cha me.

Cam thay ay ndy, so hii hodc bdi réi khi trd chuyén 1a ddu hiéu can dimg lai va noi véi
nguoi 16n ngay, ké ca khi di trét chia sé diéu gi do.
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Nguoi déng tin s& t6n trong giéi han ctia em va khong ép em gitr bi mat vé diéu khién em
cam thay bat an.

b. Hanh vi trén mang va vi pham phdp ludt

Mot s6 hanh vi trén mang khong chi 1a cach cu xtr khong phit hgp ma con c6 thé
vi pham phap luat. Phap luit nghiém cAm viéc du dd, ¢p budc, de doa hoac 1¢1 dung tré
em dé thuc hién nhitng hanh vi xAm hai. Nhitng hanh vi nay c6 thé xay ra truc tiép hoic

thong qua mang xa hoi, tng dung nhan tin, tro choi truc tuyén va cac nén tang khac.

Déi voi hoc sinh, diéu quan trong khong phai 1a ghi nhé tén toi danh hodc mirc
hinh phat, ma 13 nh4n ra rang néu moét ngudi yéu cdu em giri hinh anh riéng tu, gitt bi
mat mot mdi quan hé, 1am diéu khién em kho chiu hoic de doa s& phat tan thong tin néu

em khong lam theo, em c6 quyén dimng lai va tim kiém sy giap do.

Ngay ca khi em d3 trot giri mot thong tin, hinh anh hodc déng ¥ lam diéu gi d6, em
van nén néi véi nguoi 16n tin cdy. Viée tiép tuc im ldng vi s¢ bi trach méng c6 thé khién
nguoi gay hai c6 thém co hoi gy ap luc. Cha me, gido vién va nguoi chdm soc khi nhan
duoc chia sé ctia hoc sinh can wu tién bao vé cac em, léng nghe va hd tro xur 1y su vige

thay vi voi trach 16i.

c. Tinh huéng thuwc té lién quan

Tinh huong: Mot nguwdi quen qua game muon chuyén sang nhan tin riéng

Mot hoc sinh choi game truc tuyén va thuong xuyén tro chuyén véi mot tai khoan ty gidi
thiéu 1a hoc sinh cling tudi. Sau vai tudn, ngudi nay ndi rang hai nguoi da “rat than”, dé
nghi chuyén sang mét ng dung nhan tin riéng va yéu cau hoc sinh khong noi véi cha me
vi “nguoi 16n s& khong hiéu”.

Sau d6, ngudi nay hoi tén trudng, khu vuc dang séng va dé nghi giri mot bic anh ca nhan
dé “chimg minh 1a ban that”. Khi hoc sinh tir chdi, nguoi nay t6 ra gian dit va ndi rang néu
that su coi nhau 1a ban thi khong nén giéu.

Trong tinh hudng nay, diéu dang chu ¥ khong phai 1a viéc ngudi kia co chic chin
13 ngudi x4u hay khong, ma 1a cach ho dang cb gay ap luc dé hoc sinh vuot qua gidi han
an toan. Nhiing yéu cau giir bi mat, cung cap thong tin riéng tu va ding cam xac dé ép

budc déu 1a dau hi¢u can canh giac.

Céch xir 1y phu hop 1a dimg viéc cung cap thém thong tin, luu lai nhimng tin nhan
can thiét, ndi voi cha me hodc ngudi 16n tin cdy va st dung chitc nang Chan hoac Béo

cao néu can.
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Bai hoc: Khong can chirmg minh minh 13 “ngudi ban tot” bang cach chia sé thong tin hodc lam
diéu khién ban than khong thoai mai.

d. 8w dung chirc ning Bdo cdo va Chdn

Hau hét cac mang x3 hoi, tng dung trd chuyén va trd choi truc tuyén déu cung cip
chtrc nang Bé4o cdo (Report) va Chan (Block). Pay la nhitng cong cu gilip ngudi dung
tu bao vé minh khi gip tai khoan c6 hanh vi quiy r6i, de doa, gia mao hodc giri ndi dung

khong phu hop.

Khi gip tai khoan dang ngd, hoc sinh khong can tranh cii hodc cb ty “diéu tra”
nguoi 6. Néu viéc luu bang ching khong lam ting nguy hiém, hiy chup man hinh
nhing ndi dung quan trong hodc ghi lai tén tai khoan, dudng lién két va thoi gian xay ra

su viéc. Sau do, co thé sir dung chirc nang Bao cdo va Chan.

Viéc Bao cao gitip nén tang biét rang tai khoan hodc ndi dung cé thé vi pham quy
tac cong dong. Chan gitp han ché nguoi d6 tiép tyc lién hé v6i em. Tuy nhién, véi cac
truong hop nghiém trong nhu de doa, tong tién, gia mao, phat tan thong tin riéng tu hodc
nghi ngd ¢6 hanh vi xAm hai tré em, chi bAm Béo c4o 1 chua du. Hoc sinh can néi ngay

voi nguoi 16n tin cay dé duoc ho tro.

Khoéng nén tiép tuc nhén tin chi dé “thu thap thém bang ching”, ciing khong nén

tu hen gip nguoi d6 dé xac minh danh tinh.

Ghi nhé: Luu bang chimg khi an toan — B4o c40 — Chan — N6i v6i ngudi 16n.

2.2.3. Cap nhat phan mém va nhén dién lira dao

Thiét bi an toan va thoi quen su dung can trong luon di cung nhau. Mgt chiéc dién
thoai da cai phan mém bao vé vin c6 thé gip rai ro néu ngudi dung mé tép khong rd
ngudn hodc duwa mat khau cho trang gia mao. Nguoc lai, ngudi dung rat can thin vin co
thé gap nguy hiém néu thiét bi da lau khong dugc cap nhat va con tdn tai 16 héng bao

mat.

Vi vdy, hoc sinh can thyc hién dong thoi hai viée: gitr thiét bi dugc cap nhat va

biét nhan dién nhitng yéu cau déang ngd.
a. Luén cdp nhdt hé diéu hanh va ieng dung

Céc ban cap nhat cua dién thoai, may tinh, trinh duyét hodc ing dung khong chi
mang dén giao dién va tinh ning m&i. Mot vai tro rat quan trong ciia ching 1a stra cac

16i bao mat c6 thé bi ngudi xau loi dung.
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Hoc sinh nén bat ché d6 cap nhat ty dong néu thiét bi cho phép. Khi h¢ diéu hanh
hodc trng dung thong bdo c6 ban cap nhat bao mat, khong nén tri hoan qua lau. Nhirng
tmg dung khong con st dung cling nén duoc g& bo dé giam nguy co tir phan mém cii
hodc khong con dugc ho tro.

Phan mém ddc hai c6 nhiéu dang. C6 loai ¢ danh cap mat khau, c6 loai theo ddi
hoat dong trén thiét bi, c6 loai khoa hodc 1am hdéng dit 1i¢u. Hoc sinh khong can ghi nhé
toan bo cac tén k¥ thuat nay. Quan trong hon 13 hinh thanh mét s thoéi quen: chi cai ing
dung tir ngudn dang tin cdy; khong tai cac ban “crack”, “mod”, phdn mém nhan qua
hodc vat pham mién phi tir trang la; khong mé tép khong rd ngudi giri; va thuong xuyén
cap nhat thiét bi.

Néu dién thoai hodc may tinh d6t nhién xuat hién tng dung la, hoat dong bt
thuong, ty mé quang cdo, ndbng may hodc ti€u thy dir li¢u nhiéu bat thuong, hoc sinh
nén noéi véi cha me hodc ngudi cé kién thirc ky thuat dé kiém tra thay vi tir cai thém

nhiéu rng dung “diét virus” tir ngudn khong ro.

Ghi nhé: Cap nhat déu din — chi cai tng dung dang tin — khong tai phan mém la dé nhan qua
hodc mé khoa tinh nang.

b. Nhin dién tin nhan, cudc goi liva ddo

Lira ddo gia mao, thudng duoc goi 1a phishing, 14 hinh thtc trong d6 nguoi xau gia
danh mot to chirc hodc ngudi déng tin dé khién ngudi dung bim vao duong lién két,

cung cap thong tin hodc chuyén tién.

Déi tuong gia mao c6 thé tu xung 1a gido vién, nha truong, ngan hang, nha mang,
co quan nha nudc, don vi t6 chire cude thi hodc tham chi 1a nguoi than. Noi dung thuong
tao ra hai loai cam xuc: qua lo s¢ hodc qua vui mung. Vi du: “Tai khoan cua em sép bi
khéa”, “Ho so thi dang c6 16i”, “Em vira nhan duoc hoc béng”, “Em tring phén thudong”,
“Ngudi than dang gip viéc khan cip”.

Sau d6, ngudi nhan thuong bi thic giuc phai hanh dong ngay: bAm vao lién két,
quét mi QR, tai tng dung, cung cip mat khau, mad OTP hodc chuyén tién.

C6 thé nhan dién mot théng diép dang ngd qua mot s6 dau hidu: tao cam gidc qua
gp gap; yéu cau giit bi mat; duong lién két c6 tén mién la hodc gan gidng tén that; yéu
ciu cung cap mat khau hodc OTP; yéu cau cai ung dung tir bén ngoai kho tng dung;

hodc thong tin khong xut hién trén kénh chinh thirc.
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Vi du minh hoa: tin nhin gia mao “Giai thwéng hoc sinh giéi”
M6t hoc sinh nhan duoc tin nhén:
“Chuic mimg em dat giai Hoc sinh giéi cAp Thanh phd. Bim vao dudng lién két dudi day
dé nhan phan thuéng trude 18 gid hém nay.”
Tin nhan khong dén tir tai khoan chinh thirc ctia truong. Khi mé trang lién két, hé thong
yéu cAu nhép tai khoan, mat khau va ma OTP dé “xac nhan nguoi nhan”.
Trong truong hop nay, hoc sinh khong nén tiép tuc thao tac. Hay kiém tra thong tin véi
gi4o vién chi nhiém hodc thong bao chinh thirc cta nha truong. Néu di nhap mat khau
hodc OTP, can ndi ngay véi cha me hodc nguoi 16n tin cdy, d6i mat khau va kiém tra tai
khoan.
M6t nguyén tic rit dé nhé la:

DUNG - KIEM TRA - XAC MINH
Dirng: Khong bam voi vao lién két, quét ma QR hodc lam theo yéu cau khan cip.
Kiém tra: Xem ngudi giri, dia chi trang web, ndi dung va yéu cau c6 bat thuong khong.
Xac minh: Lién hé lai v&i nha treong, ngan hang, ngudi than hodc don vi lién quan qua
kénh chinh thirc ma em da biét tir trude.
Dic biét, khong cung cap mat khau hoic ma OTP cho bat ky ai qua dién thoai, tin nhan

hodc mang xa hoi.

2.3. Trach nhiém phoi hop Gia dinh — Nha truwong — Hoc sinh

Str dung mang an toan khong phai la trach nhiém cua riéng hoc sinh. Mot hoc sinh
du d3 duoc trang bi nhidu k¥ ning van c6 thé gip tinh hudng vuot qua kha ning tu xur
Iy. Vi vy, can c6 su phdi hop giita hoc sinh, gia dinh, nha trudng, co quan quan Iy va
doanh nghiép cung cip dich vu mang. Theo Piéu 34 Nghi dinh 56/2017/ND-CP, co
quan quan 1y nha nude, t6 chirc hoat dong vi tré em, nha truong va gia dinh déu c6 trach
nhiém cu thé trong viéc truyén thong nang cao nhan thirc, phd bién k¥ ning cho ca tré
em lan nguoi cham séc. Bang dudi day phan chia trach nhi¢m thyc hanh cu thé theo
tirng chu thé, gitp viée trién khai tai liéu va infographic dat hiéu qua cao hon khi c6 su

phéi hop dong bo:

Bdng 2.5. Trdach nhiém ciia cdc chii thé
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Chu thé

Trach nhi¢ém chinh

Hoc sinh

Thuc hién cac nguyén tac sir dung mang an toan; bao v¢ tai khoan va
thong tin ¢4 nhan,; kiém tra trudce khi bém, tai hodc chia s¢; khong tham
gia bit nat, phat tan tin gia hodc ndi dung gay t6n thuong ngudi khac;
bao sém cho cha me, thay cd hoac nguoi 16n tin cdy khi gap tinh hudng
bat thudong; khong cb tu giai quyét nhirng su ¢d nghiém trong.

Gia dinh

Thuong xuyén trao d6i v6i con vé hoat dong trén mang theo cach phu
hop voi do tudi; cung con thlet 1ap quyén riéng tu, thoi gian st dung
thiét bi va nhiing nguyeén tic trong gia dinh; huong dan con nhén biét
lra dao, ndi dung xau va nguoi la trén mang; lang nghe khi con gap su
cd, tranh trach méng hodc cAm doan ngay; phbi hop véi nha truong khi
van dé lién quan dén ban hoc, nhom 16p hodc anh hudng dén viéc hoc
va tam ly cua hoc sinh.

Gido vién chu
nhiém

La mot trong nhirng dau mdi gan gui dé hoc sinh c6 thé phan 4nh sy cb;
thuong xuyén nhic lai cac nguyén tac str dung mang an toan trong sinh
hoat 16p; nim bit nhung van dé phat sinh trong nhoém 16p va quan h¢
gilta hoc sinh trén moi trudong mang; tiép nhan thong tin kin dao, khong
cong khai sy viée trudc tap thé; ph01 hop voi gia dinh, giao vién bd moén
va nha trudng; tiép tuc hoi tham, hd trg hoc sinh sau su ¢ khi can.

Giao vién Tin hoc

Trang bi va cho hoc sinh thyc hanh cac k¥ nang cu thé nhu tao va bao
vé tai khoan, mat khau va xéac thuc nhiéu 16p; cai dat quyén riéng tu;
nhan biét phishing, ma doc va website gia; st dung chic nang
Block/Report; kiém tra nguon thong tin; st dung Al va cac cong cu s
an toan. Nén sir dung tinh huéng, bai tap thyc hanh va infographic thay
vi chi giai thich 1y thuyét.

Giao vién
GDCD/Gido duc
kinh té va phap
luat

Giup hoc sinh hiéu quyén va trach nhiém khi tham gia méi trudng sd;

ton trong quyen riéng tu, danh du va dir liéu cta ngudi khac; nhan biét
hanh vi bat nat, gia mao, phat tan thong tin sai hodc ndi dung riéng tu;
hiéu trach nhiém ddi vé6i nodi dung minh dang, binh luén va chia s¢; hinh
thanh cach tmg xir c6 vin hoa va biét tim dén cac kénh hd trg phu hop.

Nha truong/Ban
giam hi¢u

Xay dung quy dinh sir dung Internet, thiét bi va Al phti hop; cong b rd
dau mdi tiép nhén phan anh; t6 chirc kénh phan anh kin dao, bao vé
danh tinh va quyén riéng tur cta hoc sinh; phdi hop gia dinh va co quan
c6 trach nhiém khi xay ra sy ¢b; to chuc tuyén truyén, tap huén va cép
nhat hoc liéu; theo di, hd trg hoc sinh sau nhitng sy ¢6 nghiém trong.

Hinh 2.3 dudi ddy mé ta vé trach nhiém phdi hop giira gia dinh, nha trudng va hoc

sinh theo cac cap hoc. O cap do tiéu hoc, hoc sinh con nho nén gia dinh va nha trudong

giir vai tro hudng dan, thiét lap gidi han va hd tro truc tiép nhiéu hon. O cép THCS, hoc

sinh bat dau sir dung mang doc 1ap hon, vi vay can vura tang cuong k¥ nang tu bao vé,

vura duy tri sy gidm sat va trao doi thuong xuyén gitra gia dinh v6i nha truong. Doi véi

cép THPT, hoc sinh can duoc trao quyén tu cha cao hon, biét tw danh gia rui ro, chiu

trach nhiém doi véi hanh vi trén mang va chu dong tim kiém su hd trg khi can; gia dinh

va nha truong chuyén dan tir “kiém soat” sang dong hanh, tu van va hd tro. Vi vay, trach
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nhiém cta ba bén can duge xac dinh theo tung cép hoc, phu hop véi do tudi, mirc do tu

chu va nhiing rui ro ma hoc sinh c6 thé gap trén moi trudng mang.

Ddng hanh, hudng dan va béo vé con

Cuing con tim hiéu va st dung
"@ @’ Internet, thiét bj s phl hgp
LB Vi lita tudi.

Thiét lap thai gian st dung thiét b
hgp 1y, can béng gitta hoc tap,
vui chai, nghi ngoi.

>
Huéng dan con nhén biét nhiing
nguy cd don gian (tin nhan la,
link la, ngi dung xau, ngudi la...).

Lang nghe, trd chuyén véi con
thudng xuyén, tao cam gidc an toan
dé con chia sé khi gap van dé trén mang.

Phéi hgp véi nha trudng khi Phét hién
hogic nhan dugc thdng tin vé rdii o,
su ¢d lién quan dén con.

TRACH NHIEM PHOI HOP
@ GIA DINH - NHA TRUONG - HOC SINH
DANH CHO HOC SINH TIEU HOC

Chi st dung Internet, (ing dung
theo hudng dan cla cha me, thay cé.

Khéng tu y bam vao cac duting link,
quét md QR hodc tai tng dung la.

Khong chia sé thong tin ca nhén
nhu ho tén, dia chi, s6 dién thoai,
hinh anh ctia ban than va gia dinh
cho ngui la.

Khéng néi chuyén, két ban hodc
gap gd ngudi la trén mang.

Khi gap diéu khién em lo lang, budn

hoac khdng hiéu, hay néi ngay véi
cha me, thay 6 hodc ngudi l6n
ma em tin cdy.

MANH DAN NOI RA

LUON @ BEN EM!

KHI CAN GIUP D! Q
THAY €O, CHA ME
=

GIA DINH - NHA TRUONG - HOC SINH CUNG CHUNG MOT MUC TIEU:
GIUP CAC EM SU DUNG INTERNET AN TOAN, LANH MANH VA PHAT TRIEN TOAN DIEN.

Cling dong hanh o
dé cac em sir dung Internet

.. antoan, lanh manh va bg ich!

\ P}

‘

Tao méi trudg an toan va hd trg hoc sinh

T6 chifc céc hoat dong gido duc,
tro chuyén, hudng dén ky nang
st dung Internet an toan phii hgp
véi lra tudi.

Gido vién chti nhiém thudng xuyén
quan t&m, nhac nhd, ldng nghe va hé trg
hoc sinh khi c6 van dé.

Xay dung quy dinh sir dung Internet,
thiét bi sd trong truting hoc.

Tao mai trudng hoc dudng an toan,
thén thién, phong ngita bat nat mang
va cac nguy co trén Internet.

Phdi hop chat ché vdi gia dinh
dé trao ddi théng tin va cling hé trg
hoc sinh khi cén thiét.

Hinh 2.3. Trdach nhiém giira gia dinh, nha truong va hoc sinh

2.4. Bang tux danh gia ky nang sir dung mang an toan

Cong cu tir kiém tra nhanh dudi day giap hoc sinh (c6 thé cung gido vién hodc cha
me) ra soat mirc dd thyc hanh cic nguyén tic da néu trong chuong, tir d6 xac dinh ndi

dung nao can duoc nhéc lai hodc thuc hanh thém:

Bdng 2.6. Bang danh gia ky nang sur dung mang an toan

N¢i dung tu danh gia Cé

A. Danh cho hoc sinh Tiéu hoc

Em chi str dung img dung, tro choi hoac tai khoan tryc myén khi duoc cha
me, thdy c6 hodc ngudi 16n tin cdy cho phép va hudéng din.

Em khong cung cép tén day du, dia chi nha, sb dién thoai, tén truong/16p
hodc hinh 4nh riéng tu cho nguoi la trén mang.

Em biét hoi cha me hoic thﬁy ¢6 trude khi bam vao duong lién Kkét la, tai tép
hodc cai ung dung moi.

Em khong nhin tin riéng hodc hen gip ngudi chi quen qua mang.

Em biét sir dung quy tic “Dirng — Nghi — Kiém tra” khi gip noi dung la
hodc dang ngo.

o | oo | o0
o | oo o0
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Em biét dung lai va néi v6i cha me, thay c6 hodc nguoi 16n tin cdy khi cé
ndi dung trén mang khién em s¢ hai, kho chiu hodc bi ép budc.

Em biét khong chia s¢ mat khau hodc ma xéc thyc cho nguoi khac.

Em biét khong ding hodc chuyén tiép hinh anh, video cta ban bé khi chua
dugc dong .

Em c6 thuc hién thoi gian st dung thiét bj theo quy dinh cua gia dinh va nha
truong.

Thiét b (dién thoai/may tinh) ctia em ludn dugc cap nhat phan mém méi
nhat.

B. Danh cho hgc sinh THCS/THPT

N I I O A
0 I I A A

Tai khoan Zalo/TikTok/Facebook ctia em dd & ché do riéng tu.

Em khong dang anh c6 tén truong, 16p hodc dia chi nha ro rang.

Em di dat mat khiu manh, khac nhau cho tung tai khoan.

Em d3 bat xac thuc 2 yéu td (2FA) cho tai khoan email/mang xa hoi chinh.

Em biét cach st dung nat Report/Block khi gap tai khoan déng ngo.

Em khong nhan tin riéng hodc hen gip ngudi chi quen qua mang.

Em 4p dung quy tic “Ding — Nghi — Kiém tra” trudc khi chia sé tin.

Em c6 theo ddi thoi gian sir dung mang xa hoi hang ngdy cua ban than.

Thiét bi (dién thoai/may tinh) cua em luén dugc cip nhat phz‘in mém m&i
nhéat.

O | o |0\ 0|0 ,|(Oo|0o|0)0O

oo oo o, o|jo,\0o|o|d

Em biét minh nén néi véi ai (cha me, thay c6) khi gip van dé trén mang. O

Goi y sir dung: néu hoc sinh danh ddu “Chwa” tir 3 muc trd 1én, gido vién/phu
huynh nén danh thoi gian on lai truc tiép cic muc tuong Gmg trong Chuong 2, thay vi

chi phat tai liéu va infographic dé hoc sinh tu doc.
2.5. Két luin chuong

Str dung Internet an toan khong chi phu thudc vao cac cong cu bao mat hay thiét
1ap k¥ thuat, ma quan trong hon 1a hinh thanh & hoc sinh nhén thuc dung, théi quen tbt
va kha ning ty bao vé trong ting tinh huéng cu thé. Nhitng nguyén tic dugc trinh bay
trong chuong nay cho thiy an toan trén moi trudng mang bat dau tir nhitng hanh dong
rat gin giii: suy nghi trudc khi dang va chia s¢, bao vé thong tin ca nhan, kiém ching
thong tin trude khi tin hodc hanh dong, ton trong ngudi khac, cha dong tim kiém sy hd

trg va duy tri viéc st dung Internet can bang, lanh manh, c6 muc dich.
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Bén canh nhan thirc, hoc sinh can chuyén cic nguyén tic thanh nhiing ky ning
thyc hanh thuong xuyén nhu str dung mat khau manh va riéng biét, bat xac thuc hai 16p,
bao vé ma OTP, cap nhat thiét bi, nhan dién dau hiéu lira do, than trong khi giao tiép
v6i nguoi chi quen qua mang, dong thoi biét st dung chirc ning Bao cdo va Chin khi
can thiét. Cac quy tac don gian nhu “Dung — Nghi — Kiém tra” hay “Dimng — Kiém tra —
Xéc minh” ¢6 thé tré thanh phan xa quan trong gitp hoc sinh tranh nhimng quyét dinh

voi vang trude thong tin, dudng lién két hodc yéu cau dang ngo.

Tuy nhién, trach nhi€ém bao dam an toan mang khong thé dat hoan toan 1én hoc
sinh. Gia dinh cin dong hanh va tao méi trudng dé cic em san sang chia sé; nha trudng
can thudng xuyén gido duc k¥ ning sd va c6 quy trinh hd tro khi xdy ra sy ¢d; cac co
quan quan 1y va nén tang truc tuyén can duy tri co ché bao vé, canh bao va tiép nhan
phan anh. Khi hoc sinh c6 kién thtrc, k§ nang va diém twa hd trg phi hop, Internet s& trd
thanh mot méi trudng hoc tap, giao tiép va sang tao tich cuc hon thay vi 13 ngudn phat

sinh nhitng rui ro kho kiém soat.
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CHUONG 3. CAC RUI RO PHO BIEN KHI THAM GIA
MOI TRUONG MANG

Chuong 3 giup cac em hiéu rd hon nhitng rai ro c6 thé gip, dau hiéu nhan biét va
hau qua c6 thé xay ra. Hiéu dung vé rui ro khong nham 1am hoc sinh lo s¢ khi sir dung
Internet, ma gitp cic em chi dong nhén biét tinh hudng bat thuong, biét ding lai ding

luc va lya chon cach xur Iy phu hop.

Dé nhan dién rui ro truc tuyén mot cach c6 hé thdng, cac nghién ciru qudc té thuong
stt dung khung 4C, gdm: rui ro vé ndi dung (Content) khi tré tiép xtic v6i ndi dung cd
kha ning gay hai; rai ro vé tiép xuc (Contact) khi tré bi ngudi khac tiép can véi muc
dich khong phu hop; rii ro vé hanh vi (Conduct) khi tré tham gia, ching kién hodc tro
thanh ngudi bi anh huéng béi hanh vi ¢6 hai trén mang; va rui ro vé hop dong, thuong
mai (Contract) nhu Itra ddo, khai thac dit li¢u hodc giao dich khong phu hop. Khung 4C
dugc Sonia Livingstone va Mariya Stoilova phat trién trong du an CO:RE — Children
Online: Research and Evidence [4].

Pé thuén tién cho hoc sinh theo ddi, chwong nay t6 chirc cic nguy co thudng gip
thanh ba nhom gén voi thuc té su dung Internet: rai ro k¥ thuat va phﬁn mém ddc hai;
rii ro xd hoi — tAm 1y; va rui ro stc khoe — phat trién. Cac nhém nay khong hoan toan

tach biét ma co thé xuat hién dong thoi trong mot tinh hudng.

Thong qua cac tinh hudng va minh hoa trong chuong, hoc sinh can hinh thanh mot
phan xa quan trong: Nhan biét ddu hiéu bét thuong: Dirng lai — Kiém tra — Tim sy hd
tro khi can.

3.1. Riti ro k§ thuit va phin mém ddc hai

Nhom rii ro nay lién quan truc tiép dén cong nghé va co thé gay thiét hai vé dir
lidu, tai khoan va tai chinh cho hoc sinh ciing nhu gia dinh. Ba dang rui ro phd bién gom
Itra d4do qua tin nhin, ma doc tir tro choi hodc ung dung va gia mao béng tri tué nhan
tao. DU st dung nhitng k¥ thuat khac nhau, cic thi doan nay thudng dong thoi khai thac

diém yé€u cua thiét bi va sy mat canh giac cua nguoi dung.

Céac doi tuong thuong gia mao mot cad nhan hoac td chirc dang tin cay, chfmg han
nhu nguoi than, nha truong hodc ngan hang. Sau do, ching tao ra tinh hudng khan cip
hodc gi6i han thoi gian dé thuc ép nan nhan hanh dong ngay ma chua kip kiém ching.
Vi vay, thay vi chi ghi nhé timg d4u hiéu riéng 1¢, hoc sinh can nhén ra dic diém chung
cua cac thu doan nay: gia mao danh tinh, tao ap luc, thuc ép hanh dong. Khi gdp tinh
huéng c6 nhitng ddu hiéu trén, hoc sinh can binh tinh, ding lai va xac minh théng tin
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qua mot kénh déng tin cdy trudc khi thuc hién bat ky yéu cdu ndo. Ba nhom rui ro dudi

day 1a nhitng tinh hudng hoc sinh c6 thé thudng gip.
3.1.1. Phishing va Smishing tinh vi

Phishing 1a hinh thtc gida mao email, website hoic dudng lién két dé danh cap
thong tin c& nhan, thong tin dang nhap hodc du nguoi dung thuc hién hanh dong c6 loi
cho keé Iira dao. Smishing 1a phishing duoc thuc hién qua SMS hoic tng dung nhén tin

nhu Zalo, Messenger.

Céc thu doan nay thudong khong tan cong truc tiép vao hé thong bao mat ma loi

dung tdm 1y ctia nguoi dung. Poi tuong lira ddo thuong:
- Mao danh ngudi hodc td chirc déng tin cdy nhu gido vién, nha trudng, ngan hang.
- Pua ra thong bao bat ngd hoic tao cam giac khan cap.

- Yéu cau nguodi nhan bam vao lién két, quét ma QR, dang nhap hoac cung cap

thong tin bdo mat.
Trong thoi gian thi cir va tuyén sinh, hoc sinh c6 thé nhan duoc théng bao gia nhu:
“P3 c6 diém thi, bAm vao diy dé xem ngay” hoic
“Ho so ctia ban c6 161, cAn cip nhat gap”.

Puong lién két c6 thé din dén mot website dugc thiét ké gan giong trang chinh
thirc nham 14y mat khau, ma OTP hoic thong tin ca nhan. Vi vay, co quan chitc ning
thudng khuyén céo hoc sinh va cha me chi tra ctru diém thi, két qua tuyén sinh qua hé
théng chinh thtrc ctia B Gido duc va Pao tao, S& Giao duc va Pao tao hoac nha truong
[51. [6]. [7].

Hinh 3.1 minh hoa mét kich ban gia mao két qua thi hoc ky qua cac kénh mang xa
hdi nhu Zalo/Facebook: mot tai khodn hoac trang thong tin mao danh nha truong gui
thong bao “Pa co6 két qua thi, hiy badm vao duong link dé xem diém”, sau d6 dan téi mot
website yéu cau dang nhap tai khoan hodc cung cap thong tin c4 nhan. Néu ngudi nhan
dang nhap hodc cung cap thong tin theo dudng link duoc giri dén thi théng tin c4 nhan
ctia ho sé& bi thu thap bat hop phap va c6 thé duoc sir dung dé 14y tai san, vi pham phap

luat hoac mao danh trong cac tinh huéng Itra d4o khac.
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Kich ban: gia mao “két qua thi hoc ky” qua Zalo/Facebook

(@ B N

12
NSLEN

Pang vao nhom

5 = Zalo/Facebook BBo ety
ao trang gid mao 2 u huyn e ken Ta t Ae R b
o gt gh‘ : phy huynh: i Yéu céu nhip Diliéu canhan | | Xich bin lia déo
giong Cong thong tin | | upy3 5 giém thi, Sueta, oee ho tén, béo danh, bi th tha tiép theo: goi dién
SG GD&PT quét ma xem ngay” bam vao link CCCD, 56 dién thoai i thu thap de doa, mao danh
cd quan chiic nang
\S £/ N8 8 ¥ & - _ 5/

0 Tong hgp tir canh bao clia Cong an nhiéu tinh, thanh phé mua thi 2026

Hinh 3.1. So d6 kich ban gid mao “két qua thi hoc ky” lan truyén qua Zalo/Facebook

Thu doan twong ty ciling xuét hién trong linh vuyc ngan hang, chang han thong bao
gia vé diém thuong sip hét han hoic tai khoan dang gip su cd. Du ndi dung khac nhau,

cac thong bao ltra ddo thuong cé chung mét cach thuc: mao danh, tao ap luc, thic giuc
hanh dong.

Khi nhan dugc théng bao dang ngd, hoc sinh can:

- Khong voi bam vao lién két, quét ma QR hodc tai tép dinh kém.
- Khong cung cAp mat khau, ma OTP va thong tin ca nhan.

- Tu truy cép website hodc tmg dung chinh thirc dé kiém tra.

- Lién h¢ vé1 gido vién, nha truong hodc ngudi 16n tin cdy qua so dién thoai da biét
trudc.

- B4o cdo va chén tai khoan gutri thong tin gid mao.

Ghi nhé: Mot thong bao cang thiic giuc “xem ngay”, “xir Iy ngay”, “sap hét han” hodc yéu

cau cung cip mat khau, ma OTP hay thong tin ca nhan thi cang can Dirng lai — Kiém tra
ngudn — Xac minh qua kénh chinh thc.

Hinh 3.2 minh hoa vi du tinh hudng c6 thé xay ra khi hoc sinh bi lira dao, tinh
huéng nay co thé danh cho bt ctt hoc sinh du & cép do nao. Tinh huéng cu thé nhu sau:

Tinh hudng: “Hé so di thi ciia em c6 16i. Bam vao déy va dang nhdp trong 10
phut.”
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- Tiéu hoc: Khong bam. Pua dién thoai cho cha me hodc thﬁy cO.
- THCS: Khong bam, khong nhap mat khau. Ty mé trang chinh thirc dé kiém tra.

- THPT: Kiém tra tén mién, nguoi gui va kénh chinh thirc. Luu bang chung va bao
cdo néu xac dinh la gia mao.

&) TiNH HUONG

-

Q, DAU HIEU NHAN BIET

@7_5 S Gi4o duc va Dao tao
“H sd du thi ct 5 15 < @9 Lsa0r65832
BA‘O S({ l-:’t I Cuad em Coh L Hom nay 10:24 Nguasi gl la, s dién thoai ca nhan.
am vao day va ding nhap . s A
trong 10 phat.” ) ¢ THONG BAO KH&N' . @ Butnglink khong phai
. Hb sq dy thi clia em CO |0»l~ Gi2 mao cg quan nha nudc trang web chinh thiic (tén mién la).
Bam vao dé}’ va‘daf\cgr:‘t:‘;? - Tao 4p lyc phai lam ngay
trong 10 phit dé xac 1Aa s, Danh cap tai khoan (“trong 10 phit”, “khan cdp”).
néu khong sé bi hily ket qua. ,
.//sgddt-hoso,com Lura dao chiém doat @ NGi dung de doa (s& bi hiy ket qua,
SEs ——y théng tin ¢ hhan 5 bj khda tai khoan..).

TIEU HOC ’
KHONG BAM - HOI NGUOI LON

THPT

KIEM CHUNG VA CHIU TRACH NHIEM

DUNG VA KIEM TRA

Kiém tra tén mién
0 sgddt.gov.vn
0 sgddt-hoso.com

Kiém tra nguai guii
va kénh chinh thic
a Luu béng ching
| (chup man hinh)

A Bao céo chothéy 68, nha tning

néu xéc dinh la gia mao.

Hay dua cho
cha me hodc
théy cd!

Trang web chinh thiic
ciia S§ GD&DT

https://sgddt.gov.vn B

0 Khéng bam vao dudng link la,

khéng nhap mét khau.

° Tu md trang web chinh thitc cla nha trudng
hoéc S¢ GD&DT dé kiém tra.

Khdng bam vao dung link la.
0 Dua dién thoai cho cha me ho3c thay cd

Q Héi gido vién chti nhiém, thdy c hodc

dé dugc ho trg. cha me khi con nghi ngd.

I 2 TIEU HOC THCS THPT

- HONG DIEP HOI NGUD! LON DUNGVAKIEMTRA  KIEM CHUNG VA CHIU TRACH NHIEM

Hinh 3.2. Minh hoa liva dao/phishing va cach déi phé
3.1.2. Malware tir game va @ng dung crack

M3 doc (malware) 12 phan mém dugc tao ra nham gay hai cho thiét bi hodc ngudi
dung, chéng han nhu danh cép thong tin, chiém quyén tai khoan, theo doi hoat dong, tu
hién thi quang co hodc diéu khién thiét bi trai phép.

Hoc sinh c6 thé vo tinh cai ma doc khi tai game, ing dung hodc tép tir nhitng ngudn
khong dang tin cdy. Nhitng ban game “mod”, “hack”, “cheat”, tng dung “crack” hodc
chuong trinh hita mé khoa tinh ning tra phi c6 thé da bi thay doi va cai thém phan mém
ddc hai. Dé hiéu o vé cac ché d6 “mod”, “hack”, “cheat”, cic em c6 thé tham khao
Béang 3.1 dudi day:
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Bang 3.1. Phan logi cac ché do trong khi cai dat tro choi

Thuit ngir Hiéu don giin Vi du Dicu cin luu y
Phién ban tro choi da | Mot ban mod Mod khong phai Iuc nao ciing
Game duogc chinh stra so voi | thay giao dién x4u. Mot s6 tro choi cho phép
mod ban gbc. CO thé thay hodc thém ban mod chinh thirc. Tuy nhién, ban
(modified | d6i hinh anh, nhan vat, | 46 méi. mod tai tir ngudn khong rd cd
game) ban d0, tinh ning hodc thé chira ma doc hodc yéu cau
cach choi. quyén truy cdp nguy hiém.
Trong ngit canh tro Can thiép dé c6 | C6 thé vi pham diéu khoan sir
choi, thuong chi viéc vat phém, tién a0 dung, dan dén khoa tai khoan;
can thiép trai phép vao | hodc kha nang cac cong cu dugce quang céo la
Game game hoé;c‘ téi kho?n daf}c biét kh(f)ﬁg “hNaCkA gamft” c1’~mg cf) th‘é. chﬁ:a}
hack de thay 601‘ kpt qua, ding quy dinh ma doc hodc danh cap tai khoan.
vuot qua gidi han hodc | ciia game.
c¢6 duoc 1oi thé khong
duogc nha phat hanh
cho phép.
Gian lan trong tro choi | Cong cu giup C6 thé 1am mét cong bang, vi
bang ma, cong cu hodc | nhin thay thong | pham quy dinh cua tro choi va
cach thic tao loi thé | tin ma ngudi khién tai khoan bj xir 1y.
Cheat khéng cépg béng SO choi binh thuong
v6i nguoi choi khac. khong thay hoac
tu dong thuc
hién mét s thao
tac.

Mot sb 161 moi thuong dugce dung dé thu hat hoc sinh 1a:

- Tang vat pham mién phi.

- Nhan tién 40 mién phi.

- Hack game.

- M& khoa toan bg tinh nang.

- Cay thué nhanh.

- Tai ban tra phi mién phi.

Ngoai ma doc, hoc sinh con c6 thé gip trang web gid yéu cau nhap tai khoan game,

ngudi la yéu cau cai img dung diéu khién thiét bi tir xa hodc quang cdo du thanh toan dé

nhén qua.

Déu higu cdn chii y: Hay can than khi:

- Ung dung khong c6 trén kho tmg dung chinh thirc.

- T¢ép dugc gtri qua nhoém chat, mang xa hoi hoac trang web la.
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- Ung dung yéu cau nhirng quyén khong lién quan dén chirc ning cua né.

- Mot trang web yéu cau nhap mat khau game dé nhan qua.

- Ngudi la yéu ciu cai thém phan mém dé “hd tro” hoic “cay thué”.

- Mot 16i moi htra cho vat pham hodc tinh nang c6 gi tri hoan toan mién phi.
Dé sir dung game va ieng dung an toan

- Chi tai tng dung tir kho ing dung hoac trang chinh thirc cua nha phat hanh.

- Khong cai tép khong rd ngudn gdc.

- Khong sir dung ban “crack”, “hack”, “cheat” hodc “mod” khong dang tin cay.
- Khong nhap mat khiu vao trang web hta ting qua hodc vat pham.

- Kiém tra quyén truy cap trudc khi cho phép tmg dung str dung anh, camera,

micro, danh ba hodac vi tri.
- Khdng cai tmg dung diéu khién tir xa theo yéu cu cta nguoi la trén mang.

- Khong tu y thanh toan trong game; v4i hoc sinh nho, can trao doi voi cha me
hodc nguoi 16n phu trach.

Néu sau khi cai mot ung dung ma dién thoai hodc may tinh hoat dong bat thuong,
xudt hién nhiéu quang cdo la, tai khoan c6 dang nhap khong ré ngudn gdc hodc ung

dung tu md, hiy ding str dung va bao cho ngudi 16n dé kiém tra.

Tinh huéng dién hinh vé rui ro nay co thé dugc minh hoa nhu sau: ban bé gui file

“nhan kim curong mién phi” va néi da thir thanh cong.
- Tiéu hoc: Khong tai img dung néu cha me/thay c6 chua cho phép.
- THCS: Khéng tai tép ngoai ngudn chinh thirc, khong cip quyén la.

- THPT: Ngoai cac budc trén, can hiéu rang crack/mod khong rd ngudn c6 thé gay

mat tai khoan, dit liéu va anh huong ca thiét bi diung chung cia gia dinh.

Piéu cin nhé: “Mién phi” khong c6 nghia 1a an toan. Mot mén qua trong game khong déng

dé doi 14y tai khoan, thong tin ca nhan hodc quyén kiém soat thiét bi.

3.1.3. Deepfake va Al lira dio

Deepfake 1a hinh anh, video hodc am thanh dugc tao ra hodc chinh sura bf?mg tri tué

nhan tao dé mo phong khudn mit, giong néi hay hanh dong cia mot ngudi co that.
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Deepfake co thé dugc str dung trong giai tri, gido duc nhung ciing c6 thé bi loi dung dé
gia mao, lira dao hodc gy ton hai cho nguoi khac.

Mot thu doan phé bién 13 chiém quyén hodc tao tai khoan mang xa hgi gia mao
ngudi quen, sau d6 nhan tin hoi vay tién hodc yéu cau chuyén tién gap. Dé ting do tin
cay, ké Itra dao co thé guri doan ghi am, video gid hodc thyc hién cudc goi ngén ¢0 hinh
anh va giong néi giéng ngudi bi mao danh. Chung thuong vién 1y do mang yéu, hinh
anh mo hodc am thanh chap chon dé che gidu dau hiéu bat thudng.

Kich ban: cudc goi deepfake gi

&)

giong ngudi than/ban than vay tién

@ a
“Em/Ban dang
gap viéc gap,
Ngudi than can vay tién
(deepfake) » ))) gap”
Thu thép anh, video, Dung video/gion Goi dién cho nan nhan Lam ngudi goi e Do
o g g g “’g e eSS e S it Chuyén tién Mat tién,
clip néi chuyén néi do dé tao bang so dién thoai nhan tin tudéng, L . &
trén mang xa hdi gia béng Al giéng cta ngudi ké ly do can vay tién theo yéu cau kh thu hoi
(deepfake) than/ban than “gap”
% Y Y e 7 e J & J N S/

o Téng hop tir cdnh bdo cia Céng an Ha Ngi, Dak Lk, Ca Mau (2025-2026)

Hinh 3.3. Kich ban cudc goi deepfake gid giong nguwoi than, ban bé dé vay tién gap

Hoc sinh cling c6 thé gap tinh huéng tuong tu: mot tai khoan cé té€n va anh dai dién
gidng ban cung 16p nhan tin muon tién, kém theo doan ghi 4m hodc video ngan. Tai
khoan that ciia ngudi ban co thé da bi chiém quyén hoac hinh anh, giong noi cta ban da

bi lam gia tir nhitng ndi dung duoc dang cong khai trén mang.
Mot s6 dau hiéu dang ngd gom:
- Cudc goi rat ngan, hinh anh mo hoic thudng xuyén bi gian doan.
- Hinh anh, khau hinh va giong néi khong hoan toan khép nhau.
- Khudén mat thiéu tu nhién hoic biéu cam thay doi bat thuong.
- Nguoi goi tranh tra 16i cdu héi riéng ma hai bén déu biét.
- Lién tyc thiic giuc chuyén tién, gitr bi mat hodc hanh dong ngay.

Tuy nhién, deepfake ngay cang kh6 nhan biét chi bang mét va tai. Vi vy, cach bao
vé dang tin cdy nhat khong phai 1 ¢ xac dinh video that hay gia, ma 1a xac minh bang
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mot kénh khéac. Khi nhan dugc yéu cau bat thuong, hoc sinh can dung lai, goi dén sb
dién thoai di biét truéc hodc hoi tryc tiép ngudi lién quan; khong chuyén tién va khong
cung cap mat khau, ma OTP hay thong tin ca nhan.

5 dau hiéu gitp nhan dién cudc goi/video deepfake

Khéng chi nhin bdng m3* - luén xac minh doc lap

2 B\ B\ G N B\ (& B\
Khau hinh & Chi tiét hinh anh Giong noi & Do tré & phan héi | | Xac minh danh tinh
chuyén dong cach noéi

ﬂ~” P
77||”|n |||a|||
il 1)
- A
Mai va 16 ni khéng Khudn mat, tay, Giong c6 thé rat giéng Hinh/tiéng tré, Thc giuc chuyén tién/
khép; cir dong khuén kinh/trang sttc hodc that, nhung ngir diéu, phan hdi khéng cung cap théng tin
mét/dau thiéu nén bi méo; anh séng, nhip néi hodc cach tu nhién hodc khong nhung khéng xac minh
tu nhién. béng dé bat thudng. dung tir khac thuong. theo kip tuong tac. dugc qua kénh da biét.

\3 7 NG R\ AR 7 & >

i o | Mot dau hiéu riéng Ié chua du két ludn deepfake.

Khi nghi ngo: - ENH DA BIET JEl XAC MINH. J

! FUELE DUNG Il GOI LAI QUA KENH DA BIET

Hinh 3.4. 5 ddu hiéu nhdn dién mét cudc goilvideo gia mao bang cong nghé deepfake

Al con c6 thé bi loi dung dé tao hinh anh gia mao nham ché giéu, xtc pham hoic
1am t6n hai danh du ctia nguoi khac. Trong mdi truong hoc duong, viéc dung anh cua
ban hoc dé tao va phat tdn ndi dung gia mao khong phai 1a hanh dong “dua cho vui”.
Hanh vi ndy c6 thé gay tén thuong nghiém trong cho nan nhan, vi pham quyén riéng tu,
danh du va nhan pham, dong thoi c6 thé bi xtr Iy theo quy dinh cta nha trudng va phap
luat [8].

bé phong tranh, hoc sinh can han ché cong khai qué nhiéu hinh anh, video va giong
no6i cd nhan; kiém soat nguodi c¢o thé xem ndi dung da dang; khong tao, chia sé hodc tiép
tuc phat tdn ndi dung gia mao nguoi khac.

Hay xem xét tinh hudng gia mao Al trong hinh 3.5 dé hiéu rd vé cac dau hi¢u lira
dao: “Mot cude goi c6 hinh anh va giong noi gidng ngudi than yéu cau chuyén tién gap.”
Véi timg cap d6 trudng hoc nén xir 1y tinh hudng nhu sau:

- Tiéu hoc: Khong lam theo; goi cha me hoac nguodi 16n & g?m.
- THCS: Ding cudc goi va lién hé lai nguoi d6 bang sb da biét.

- THPT: Xac minh qua mot kénh doc 1ap; khong dua duy nhit vao giong néi/hinh

anh; luu lai thong tin can thiét néu nghi ngd lira déo.
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Q DAU HIEU CO THE LA LUA DAO

& TINH HUONG

Mat cudc goi 6 hinh anh va
giong néi giéng ngudi than, , ¥

h® RO

R e S Hinh anh, giong néi Yéu cau chuyén tién gép,
yeu cau chuyen tién gap. pp— tién gép rét giong ngudi than khdng cho thdi gian suy nghi
on 2
dé déng vién phi,
ot ngay nhé!
" Puara ly do khan cdp Khéng lién lac dugc
-—" (vién phi, tai nan, ng...) qua sd quen thudc

TIEU HOC
KHONG LAM THEO - GOI NGUDI LGN

@ THPT

XAC MINH QUA KENH DOC LAP
Lién hé qua kénh khac
ﬁ (55 quen, gap truc tiép,
nhdn tin trudc d6)
@ Kiém tra thong tin
va hoan canh
Luu lai bing chiing
(chup man hinh, thdsi gian,
s dién thoai, néi dung)
& Béo cho cha me, thdy cd
hodc cd quan chic nang

néu nghi ngd Iifa dao.

0%

Lo v M

\' 3

Q Khéng lam theo yéu cau chuyén tién. 0 Dimg cugc goi ngay.

. e S ES 0 Lién hé lai ngui dé bang sd da biét
Q Goi cha me, thay c6 hodc nguti I6n (dién thoai quen thudc, khdng goi qua s la).

G gan dé dudc gidp da. ° Chi chuyén tién khi da xac nhan chic chan.

: - s . TIEU HoC " THCS THPT
-@ THONG DIEP CAN NHO HOI NGUGI LON DUNG VA KIEM TRA )@ KIEM CHUNG VA CHIU TRACH NHIEM

Hinh 3.5. Gid giong néi sir dung Al dé lira ddo

Goi lai
s8 quen thude

d

Ghi nhé: Khong voi tin chi vi nhin thdy khuon mat hoic nghe thay giong noi quen thudc. Khi
c6 yéu cau bat thuong, hiy dirng lai — kiém tra — xac minh qua kénh khac.

3.2. Rii ro xa hgi va tam ly

Khong phai moi nguy co trén Internet déu dén tir virus, phan mém doc hai hay lira
da0. Néu nhém rui ro ki thuat chu yéu gy thiét hai vé tai san, thi nhom rai ro xa hoi va
tam 1y tic dong truc tiép dén diéu khé phuc hoi hon nhiéu: cam giic an toan, 1ong tir
trong va sirc khoe tinh than cta hoc sinh. Hoc sinh con c6 thé gip nhiing tinh hudng lam
minh budn, lo ling, x4u ho, s¢ hii hodc cam thiy bj ¢6 1ap. Nhirng tinh hudng nay co
thé xdy ra trong nhom chat 16p, mang xa hoi, tro choi truc tuyén, dién dan hodc khi tro

chuyén véi nguoi la.

Mot 161 binh luédn 4c y, mot bire anh bi chia sé dé ché giéu, mot tin ddn trong nhom
16p hodc mot nguoi la lién tuc nhan tin gdy ap luc déu c6 thé anh huéng dén cam giac
an toan cua hoc sinh. Vi vay, khi mgt hoat dong trén mang khién cac em kho chiu, so
hi, bi ép budc hodc khong biét phai xir 1y thé nao, cic em khong nén cb chiu dung mot
minh.

Mot nguyén tic don gian c6 thé ghi nhé 1a: dimg twong tac — luu bang chimg — chan/bio

cdo — ndi voi nguodi dang tin cdy.
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3.2.1. Bit nat mang (Cyberbullying)

Bit nat mang 13 mot trong nhitng rti ro xa hoi dang quan tdm dbi véi tré em va
thanh thiéu nién khi str dung Internet. Hanh vi nay c6 thé xuat hién dudi nhiéu hinh thirc
nhu giri tin nhan xtc pham, ché giu nguoi khac trong nhom chat, dang hodc chia sé
hinh 4nh nham lam ngudi khac x4u h, tung tin sai sy that, mao danh tai khoan hodc cb

tinh ¢6 1ap mot ngudi khoi cong dong truc tuyén. Mot sd dang thuong gip:
Ché giéu va xiic pham:

Dung 101 no1, biét danh, binh luin hodc hinh anh dé lam nhuc hay ha thép nguoi
khac.

Cong kich tip thé:

Nhiéu ngudi cing binh luén, nhin tin hodc ché gidu mot hoc sinh trong nhom chat

hay trén mang xa hdi.
Lan truyén tin don:

Ping hoic chuyén tiép thong tin chua dugc kiém ching nham lam anh hudéng dén

danh du hodc mbi quan hé ctia mot nguoi.
Chia sé hinh anh hodc thong tin riéng tu:

Ping lai anh, doan chat hoic thong tin ¢4 nhan ciia nguoi khac khi chua duoc dong

y dé tréu choc hoac lam nguoi d6 xau ho.
Mao danh:

Dung tén, anh hodc tao tai khoan giéng nguoi khac dé dang nodi dung, nhan tin

hoic gay hiéu lam.
Co lap trén mang:

C4 tinh loai mot nguoi khoi nhém chat, nhom hoc tap hodc hoat dong truc tuyén

nham lam ngudi d6 cam thay bi xa lanh.
Chinh swa hodc tao ngi dung gida:

Str dung anh, video ho#ic Al dé tao ndi dung gia mao nham ché giéu hodc 1am ton

thuong ngudi khac.
Nhirng d4u hiéu hoc sinh cén cha y:

Khong phai hoc sinh ndo bi bat nat ciing ké ngay véi ngudi 1on. Mot s6 em co thé

s¢ bi trach, s¢ bi cam dung di¢n thoai hoac lo rang su vi¢c s€ tré nén nghiém trong hon.
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Hoc sinh nén tim sy giip do néu gap mot hodc nhiéu tinh hudng nhu:

- Thuong xuyén nhan tin nhan, binh ludn hodc hinh anh khién minh buén, s¢ hodc
kho chiu.

- Bi nhiéu nguoi cing ché gidu hoic cong kich.

- Anh, thong tin hodc doan tro chuyén riéng bi chia s¢ ma minh khong déng y.

- Co tai khoan gia mao tén hodc hinh anh ctia minh.

- Bi ¢6 tinh loai khoi nhém hodc bi 16i kéo ngudi khic cing tay chay.

- Bi de doa néu khong lam theo mot yéu cau nao do.

- Cam thy lo ling mdi khi c6 thong bao méi hodc khong mudn vao nhém 16p,
mang xa hoi hay tro choi minh tirng thich.

Ngudi 16n ciing nén chu ¥ khi hoc sinh dot nhién né tranh thiét bi, budn buc sau
khi 1én mang, khong mudn dén trudong, mat himg th voi ban bé hodc thuong xuyén lo
ling vé nhitng gi dang xay ra trong nhom tryc tuyén. Nhitng dau hiéu nay khong ty dong
c6 nghia 1a hoc sinh dang bi bat nat, nhung 13 1y do dé nguoi 16n quan tadm va trd chuyén
véi cac em.

Hoc sinh nén lam gi khi ching kién hoic 13 nan nhin cia bit nat mang

Néu em la ngwoi bi bit nat: Diéu dau tién 13 khong nén dap tra bang cach xuc
pham hoac de doa lai. Viéc tranh cai c6 thé khién su viéc tiép tuc lan rong.

Hoc sinh ¢6 thé thuc hién lan luot:

1. Dirng tuong tac: Khong tiép tuc tranh cdi véi tai khoan dang cong kich.

2. Luwu lgi théng tin cdn thiét: Co thé luu anh chup man hinh, tén tai khoan, thoi
gian va duong dan dé ngudi 16n hodc nha truong hiéu duge diéu di xay ra.

3. Chdn va bdo cdo: St dung chirc nang chin hodc bao cao ctia g dung néu phu
hop.

4. Noi voi nguwoi minh tin cdy: Hay cho cha me, gido vién chu nhiém, gido vién tu
van hodc mot nguoi lon tin cdy biét.

5. Khéng ti gidi quyét nhitng tinh huong nghiém trong: Néu c6 de doa, gia mao,
phat tan thong tin riéng tu hodc sy viéc tiép tuc kéo dai, hoc sinh can dé nguoi 16n va

nha trudng hd tro xir 1y.
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Néu em chieng kién ban bi bdt nat: Nguoi ding ngoai cling ¢ thé gitp ngan bat

nat lan rong.
Khong nén:
- Binh luan hua theo.
- Tha biéu twong ché giéu.
- Chup lai rdi giri sang nhom khac.
- Chia sé tiép hinh anh hozc ndi dung 1am ton thuong ban.
Nén:
- Hoi tham va dong vién ban.
- B4o cdo nd1 dung vi pham.
- Khuyén ban noi véi nguoi 16n.
- B4o cho gido vién hodc nguoi co6 trach nhiém néu su viée tiép tuc.

Mot lan chia sé lai nd1 dung ché gicu c6 thé khién sy vi¢c lan rong hon, ngay ca

khi nguoi chia sé nghi ring minh “chi guri cho vui”.

Néu em nhdn ra minh da tham gia bit nat ngwoi khdc: Hoc sinh d6i khi co thé
tham gia theo ddm dong ma chua nhan ra hau qua. Néu nhan ra hanh dong ctia minh d
1am nguoi khac ton thuong, hay dimng lai, x6a ndi dung minh di dang néu c6 thé, khong
tiép tuc chia sé va tim cach sira sai phi hop. Gido vién hodc cha me c6 thé gitp cac em
xtr 1y tinh hudng. Myc tiéu khong chi 1 tim nguoi dé trach phat, ma con giap hoc sinh

hiéu tac dong ctia hanh vi va biét cach giao tiép co trach nhiém hon trén mang.
3.2.2. Tin gia va thao tung thong tin

Tin gid 1a thong tin sai su that hodc gy hiéu 1am, dugc tao ra hay chia sé ma chua
duoc kiém chung. Déi véi hoce sinh, tin gia khong chi xuat hién trong cac bai viét hodc
tin nhan, ma con c6 thé duoc thé hién dudi dang video gay soc, tiéu dé kich thich to mo
hodc cac “thur thach” dugc gidi thi¢u nhu ndi dung giai tri, tir d6 khién nguoi xem voi

tin, chia s¢ hoac bat chudc trudc khi ki€ém tra mirc do an toan.

Thao tdng thdng tin 1a viéc sir dung ndi dung, hinh anh hodc cach dién dat nham
tac dong dén cam xtc va khién ngudi xem tin, chia sé hodc hanh dong theo mot hudng
nhat dinh. Mot s6 dang thao ting thong tin thudng gap nhu chi lya chon nhiing thong
tin c6 lgi; tach 11 néi, hinh dnh hoic video khoi bbi canh; phong dai mot chi tiét dé lam

sai léch mure do cua sy viéc. Noi dung con co6 the co tinh khoi goi so hai, tuc gian hodc
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thuong cam; tao cam gidc dugc nhi€u nguoi ung hg; 1ap lai mot quan diém nhiéu lan

hodc che giau muc dich quang cdo nham dan dat suy nghi va hanh dong ctia ngudi xem.

Tin gia va thao ting thong tin c6 lién quan nhung khong hoan toan gidng nhau.
Tin gid thuong chira nd1 dung khong dung su that. Trong khi do, nd1 dung thao ting co
thé sir dung mot phan sy that nhung cb tinh che giau thong tin quan trong, tach hinh dnh
hoic 101 n6i khoi bbi canh, phong dai mot chi tiét hay chi dua ra nhirng bang ching co
lgi cho két luan di dinh truée. Vi vay, mOt nd1 dung khong hoan toan bia dat van co thé

khién ngudi xem hiéu sai van dé.

Dbi v6i hoc sinh, tin gia va ndi dung thao ting c6 thé xuat hién dudi nhiéu hinh
thtrc nhu tin don trong nhom chat, bai viét g1d mao, hinh anh chinh stra, video cat ghép,
quang céo tra hinh hodc céc trao luu nguy hiém dwogc giéi thiéu nhu hoat dong giai tri.
UNICEF luu y rang thong tin sai 1éch ¢6 thé lan truyén nhanh va rong; tré em c6 thé tiép
nhan ching khong chi tr mang xa hdi ma con thong qua ban be, cha me, nguoi cham
sOcC va gido vién [9].

Khi gap mot thong tin gy soc hodc trao lvu dang lan truyén, hoc sinh can:

- Kiém tra tac gia, ngudn dang va thoi diém cong bd.

- P6i chiéu véi nguodn chinh thirc hodc it nhat mot ngudn dang tin cay khac.

- Khong lam theo nhitng hanh dong c6 nguy co gay hai.

- Khong chia sé nodi dung chi vi nhiéu nguoi dang quan tam.

- B4o cho cha me, gido vién hoac nén tang néu ndi dung co6 thé gady nguy hiém.

Ghi nhé: Hay 4p dung quy tic Dirng — Nghi — Kiém tra. Nhiéu luot xem khong c6 nghia
1a ding; nhiéu ngudi lam theo khong c6 nghia 13 an toan.

3.2.3. Du dé (Grooming) va ép budc trén mang (Sextortion)

Du dé (hay con goi la Grooming) 1a qua trinh mot ngudi c6 y dd xau timg budc
tiép can, tao long tin va kiém soat tré em nham thyc hién hanh vi xAm hai hodc boc 16t.
Qua trinh nay thuong kéo dai qua nhiéu 1an tro chuyén, bit diu bang nhimng 161 hoi tham,
quan tAm hoic ting qua twong nhu vo hai. D6i tuong co thé nhanh chéng to ra than thiét,
yéu cau gitr bi mat, chuyén sang tro chuyén riéng hoic str dung tng dung c6 tinh ning
tur x6a tin nhan. Diéu dang lwu ¥ khéng nim & ndi dung cu thé cua tirng tin nhin, ma &
mot khudn mau hanh vi 1ap lai: mac do than mat duogc déy nhanh bét thuong so voi thoi

gian quen biét, kém theo xu hudng ngay cang rd rét mudn tdch cudce tro chuyén ra khoi
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tAm quan sat ciia nguoi khac, chang han dé nghi chuyén tir nhom chat chung sang nhan
tin riéng, roi tir tng dung nhan tin quen thudc sang mot tng dung khac it ngudi trong
gia dinh biét dén hodc 6 tinh ning tu x6a tin nhan. Sau khi tao dugc long tin, ngudi niy
c6 thé yéu cau tré cung cap thong tin, hinh anh riéng tu hodc thuc hién nhirng hanh dong
khién tré cam théy khong thoai mai, hodc chuyén sang sextortion. Hinh 3.6 thé hién mo
hinh khai quat cac giai doan cua hanh vi Grooming trén Internet.

M6 hinh khai quat cac giai doan cua hanh vi grooming trén mang
(0 |[ © || e[ 0 §( o
We D W Og b B b &

Lam quen, Khen ngoi, quan tam, Dé nghi chuyén sang Yéu cau gilr bi mat, Goi y vuot qua,
thé hién su vugt mirc, xay dung néi chuyén riéng / tach khoi ngui de doa, tong tién
déng cam long tin ung dung khac than (néu da cé hinh anh)
| J \ J \_ J . J \. J

o So dé6 mang tinh khai quat mé hinh hanh vi, khéng mé ta mét vu viéc hay cuéc tro chuyén cu thé nao

Hinh 3.6. M6 hinh khdi quat cdc giai doan hanh vi grooming trén mang

Sextortion la tinh hudng mot nguoi sir dung hinh anh, video hodc thong tin riéng
tu dé de doa, ¢p budc nan nhan chuyén tién hodc tiép tuc lam theo yéu cau. Boi tuong
thuong de doa giri ndi dung do cho gia dinh, ban bé hodc dang 1én mang. Hanh vi nay
dugc goi 1a sexual extortion, thuong dugc biét dén voi tén sextortion. Cac em co thé
hiéu don gian: mot ngudi c6 hodc néi rang ho co ndi dung riéng tu ciia em va de doa s&
guri cho gia dinh, ban bé hoic ding 1én mang néu em khong 1am theo yéu cau cta ho.
Pay 1a hanh vi ép budc va gy hai, khong phai 16i ctia nguoi bi de doa. Hinh 3.7 mo ta

vé cac giai doan cua hanh vi Sextortion trén mang.
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Cac giai doan cua hanh vi Sextortion trén mang

(De doa, ép budc ndi dung riéng tu)

Thu thép
3 ndi dung riéng tv 4  Dedoa, &p buge 5

Pe doa sé gui, dang tai Budc hoc sinh cung cdp

Ngudi l trén mang Tr6 chuyén than mat, khen Luu gitr hinh anh, video ndi dung dé cho gia dinh, thém hinh anh, video, 1iép tyc
ch0 ddng nhén tin, k&t ban, nggi, goi y d& hoc sinh hodc ni dung riéng tu ban bé hodic [én mang, 116 chuyén theo  ho
tqo sy fin tudng. chia sé hinh anh, video cla hoc sinh. néu hoc sinh khong hodic chuyén tién,
hogc ndi dung riéng tu. lam theo yéu cdu. qua tdng, thé game...
A Néu ai d6 dung hodic de doa dung néi dung riéng tu dé ép em lam theo yéu cdu,
Diéu can nha: hdy ding lgi - khéng lam theo - néi ngay véi cha me, thdy cé hodic nguai 16n tin cay.

Hinh 3.7. Cdc giai doan ciia hanh vi Sextortion

Mot sb vu viée tai Viét Nam cho théy thanh thiéu nién da bi loi dung ndi dung
riéng tu dé gy sirc ép va chiém doat tién [10], [11], [12].

Nhitng dau hiéu nhan biét grooming va sextortion gom:

- Ngudi méi quen to ra than thiét qua nhanh hodc lién tuc ting qua.

- Yéu cau gilr bi mat vé mbi quan hé hodc ndi dung tro chuyén.

- Muén chuyén sang nhan tin riéng hay ting dung kho kiém soét.

- Xin thong tin, hinh anh riéng tu hoic dua ra yéu cau khién tré kho chiu.

-Pe doa, gay ap luc hodc yéu cau chuyén tién.

Tai Viét Nam, co quan cong an da nhiéu 14n canh bao vé cac hanh vi st dung hinh
anh hodc video riéng tu dé de doa, cudng ép nan nhan chuyén tién nhu mot sd tinh huéng
& Ha Noi, Pong Théap [12].

Néu gap tinh hudng nay, hoc sinh can luu :

- Khéng chup, luu trit va chuyén tiép hinh anh nhay cam cia tré em (ké ca cua
chinh minh);

- Dung lién lac, chan tai khoan;
- Khong tiép tuc 1am theo yéu cau va khong chuyén tién;

- Ghi lai thong tin tai khoadn, duong lién két, thoi gian xay ra sy viéc, cac tin nhén
de doa;

- B4o ngay cho cha me, gido vién, nguoi 16n tin cay hodc co quan cong an.

Ghi nho:
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- Nan nhén khéng c6 16i vi d4 bi lira hodc de doa va can duoc bao vé, hd tro kip thoi.

- Nguoi thye sy quan tdm s€ khong yéu cau em gilr bi mat vdi gia dinh, cung cap ndi dung
riéng tu hoac lam diéu khién em so¢ hai va khong thoai mai.

Nguyén tac khi nguoi [on tro chuyén voi hoc sinh gap su co trén mang: Khi hoc
sinh tim dén nh¢ gitp do, cha me, gido vién va nguoi chdm soc nén uu ti€n ladng nghe

va gitp cac em cam thay an toan trudc khi hoi chi tiét su viéc.
Nén néi theo hudéng:
- Cam on em da néi cho co/chi biét.
- Em ké tir tir, chiing ta s& cung tim cach xir 1y.
- Piéu quan trong bay gid 12 giup em an toan.
- Em c6 thé cho co/chu biét diéu gi 1am em lo nhat khong?
Nén tranh nhirng cau nhu:
- Tai sao em lai bdm vao d6?
- A1 bao em ndéi chuyén vdi nguoti la?
- “Biét thé sao con lam?”
- “Pua dién thoai day, tir gio cAm dung mang.”

Nhitng cau trach méc dé khién hoc sinh xau ho hodc s¢ hai va c6 thé lam cac em

khong muon tim dén nguoi 16n vao 1an sau.

Nguoi 16n nén thyc hién bon viée:
LANG NGHE — TRAN AN — CUNG KIEM TRA — CUNG XU LY

Khong nén ép hoc sinh ké di ké lai qua nhiéu lan trudc nhiéu ngudi. Khong tu ¥
chia sé cau chuyén, anh chup hosc thong tin ctia hoc sinh cho nguoi khong can biét. Vi
su viéc nghiém trong, can phéi hop gitra gia dinh, nha trudng va co quan c6 trach nhiém

nhung van c¢6 ging bao vé su riéng tu va cam giac an toan cua hoc sinh.
3.3. Riii ro stre khée va phat trién

Nhom rii ro cudi ciing khac biét v6i hai nhom trén & chd nd khong dén tir mot ddi
tugng xau cu thé, ma dén tir chinh cach cac nén tang cong nghé duoc thiét ké dé giir

chan nguoi dung cang lau cang tét, ciing nhu tir nhitng khoang trong trong hé thong
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kiém duyét noi dung ma khong mot nén tang nio, du dau tu cong nghé dén dau, co thé
1ip day hoan toan.

3.3.1. Nghién mang xa hoi va giam tap trung

Mang xa hoi c6 thé mang lai thong tin va két ndi hiru ich, nhung viéc sir dung qua
mirc hodc kho kiém soat co thé anh huéng dén stc khoe cua hoc sinh. Cac tinh nang
nhu cudn lién tyc, ty dong phat video, thong bao va dé xuét noi dung hép dan dé& khién
ngudi dung kéo dai thoi gian sir dung. Dau hiéu dang chu y 13 thuong xuyén dung lau
hon du dinh, cam théy khé dung, thirc khuya xem mang xa hdi hodc bé bé hoc tap va
cac hoat dong hing ngay.

Str dung mang xa hoi kéo dai, dic biét vao budi tdi, c6 thé lam giam thoi gian va
chat lwong gidc ngu, gdy mét moi, cing thang va anh huong dén tim trang. Viéc lién tuc
kiém tra thong bao hoac chuyén su chu y gifra bai hoc va dién thoai con lam gian doan
qua trinh suy nghi, khién hoc sinh khé tap trung, ghi nhé kém va mat nhiéu thoi gian
hon dé hoan thanh nhiém vu. Mét sd nghién ctru tai Viét Nam ciling ghi nhéan méi lién
hé giita viéc str dung mang xa hoi thiéu kiém soat véi rdi loan giac ngu, giam 10ong tu
trong, ting sy phan tdm va két qua hoc tap thap hon [13]. Cac két qua nay khong co
nghia mang xa hoi 1a nguyén nhan duy nhét gay ra moi van d¢, nhung cho thay hoc sinh

can str dung mang xa hoi mdt cach can bﬁng va c6 kiém soat.
Dé han ché rui ro, hoc sinh nén:
- Xac dinh o6 muc dich va thoi gian sir dung mang xa hoi.
- Tat nhitng thong bao khong can thiét trong thoi gian hoc.
- D¢ dién thoai xa ban hoc va chi kiém tra vao thoi diém da dinh.
- Khong st dung mang xa hoi trong bita an hoac ngay trudc gio ngu.
- Danh thoi gian cho van dong, giao tiép truc tiép va cac hoat dong ngoai troi.

- Trao d6i v6i cha me hodc gido vién néu cam thay kho tu kiém soat viéc su dung.

Ghi nh¢: Rui ro khong chi nam & viéc st dung bao 1au ma con ¢ viéc kho ki€m soat va dé

mang xa hdi anh huong dén strc khoe, hoc tap va cudc song hang ngay.

3.3.2. Tiép xiic ndi dung ddc hai khong phii hop

Néi dung khéng phir hop 13 ndi dung khong phi hop véi d6 tudi, kha ning nhan
thirc hodc hoan canh ctia hoc sinh. Ngi dung déc hai 1a ndi dung co thé gy s¢ hai, ton
thuong, hiéu sai hoac khuyén khich hanh vi nguy hiém. D6 ¢6 thé 1a hinh anh bao luc,
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10i 18 thu ghét, thong tin sai léch, quang cdo khong phu hop, trd choi nguy hiém hodc
ndi dung kich dong bat nat va phan biét d6i xr.

Hoc sinh c6 thé gap nhiing ndi dung nay khi tim kiém thong tin, xem video, choi
game hodc sir dung mang xa hoi. Trong nhiéu truong hop, cac em khong chii dong tim
kiém ma ndi dung van xuat hién qua quang céo, dudng lién két, ndi dung do ngudi khac
chia s¢ hodc hé thong dé xuat ty dong. Cac nén tang thuong sir dung cong nghé ty dong,
doi ngii kiém duyét va phan hdi ciia ngudi dung dé phat hién noi dung vi pham. Tuy
nhién, khong c6 hé thong kiém duyét nao hoan toan chinh xac. Mot s6 noi dung khong
phu hop van c6 thé lot qua, trong khi ndi dung an toan doi khi lai bi nhan dién nham.
Ngay ca cac nén tang danh cho tré em ciing khong thé bao dam moi video déu da duoc
nhan vién kiém tra trudc khi hién thi.

Su phat trién cua Al tao sinh 1am cho viéc kiém soat ndi dung tr¢ nén kho khan
hon. Al c6 thé tao ra sb lugng 16n hinh anh va video trong thoi gian ngin. Trong s6 d6
c6 nhitng ndi dung 13dp lai, sai 1éch, chét luong théip hodc duge thiét ké dé thu hut lugt

xem ma khong mang lai gia tri phu hop cho tré em.

Ddi voi tro choi dién tir ¢6 noi dung bao luc, mét ) nghién ctru ghi nhan méi lién
hé gitra viéc tiép xuc thuong xuyén voi tro choi bao lyc va mat s6 biéu hién hodc cam
xic mang tinh gdy han. Mic du khong thé két luan rang cir choi game c6 ndi dung bao
Iuc thi hoc sinh s& trd nén bao luc, gia dinh ciing can quan tim dong thoi dén phan loai
d06 tudi cuia trd choi, thoi gian choi, cach choi va nhitng thay d6i trong cam xtc, hoc tap
hoac sinh hoat ctia hoc sinh.

Dé han ché nguy co tiép xtic véi ndi dung doc hai hodc khong phu hop, hoc sinh
va gia dinh c6 thé st dung SafeSearch ciia Google, Restricted Mode cua YouTube va
cac ché do kiém soat ndi dung phi hop véi d6 tudi. Tuy nhién, cac cong cu nay chi co
tac dung hd trg, khong thé thay thé sy hudng dan va trao d6i thuong xuyén giita tré em
voi nguoi 16n.

Khi bat ngd gap nodi dung gay kho chiu, so hii hodc khong phit hop, hoc sinh nén:

- Ding xem va khong tiép tuc mo cac dudng lién két lién quan.

- Khong binh luén, tai xuéng hodc chia sé lai ngi dung.

- Str dung churc nang chan hodc bao cao néu biét cach thuc hién.

- N6i v6i cha me, gido vién hodc nguoi 16n tin cay dé dugc hd tro.

- Khong tu trach minh néu ndi dung xuat hi¢n ngoai y muon.
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dung khong phu hop, hdy dirng xem — khong chia sé — bao cao véi nguwoi 1om.

Ghi nhé: Cong cu loc ndi dung co thé hd trg nhung khong bao vé tuyét ddi. Khi gap noi

3.4. Phan tich tong hop: Ma trén riii ro

Sau khi phén tich chi tiét ting dang rai ro theo ba nhém, mét cau hoi thuc té ma

nha truong va phy huynh thuong dit ra 1a: néu ngudn luc tuyén truyén, giam sat co gidi

han, nén uu ti€én nhom rui ro nao trude? e tra 101 cau hdi nay mdt cach tryc quan, cac

rui ro duge danh gia mac do phé bién, nghiém trong, kha nang hoc sinh ty nhan biét va

kha nang phong tranh nhu bang dudi day:

Nhom rii ro

Rui ro ky
thuét va phan

mém doc hai

Riii ro xa hoi
va tam ly

Rii ro stre
khoe va phat

trién

Badng 3.2. Ma trdn phan tich cac rui ro

Loai rii ro

Phishing va
smishing

Ma ddc tir game va

ung dung crack

Deepfake va lura
dao bang Al

Bit nat truc tuyén

Tin gia va thao
ting thdng tin

Grooming va
sextortion

Nghién mang xa
hdi va giam tép
trung

Cao

Trung
binh

Trung
binh

Cao

Cao

Kho xéac

dinh

Cao
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Mire do
nghiém
trong

Cao

Cao

Cao

Cao

Trung binh

Rat cao

Trung binh

Kha nang
hgc sinh tw

nhan biét

Trung binh

Thap

Thap
Trung binh

Trung binh

Thap

Trung binh

Kha nang
phong
tranh

Cao

Cao

Trung binh

Trung binh

Trung binh

Trung binh

Cao




Tiép xuc v6i ndi
dung ddc hai, Cao Trung binh | Trung binh  Trung binh
khong phu hop

Tir ma trin trén, dé dang nhan thy bit nat truc tuyén, phishing va smishing 1a
nhirng rui ro vira pho bién, vira gdy hau qua nghiém trong, song hoc sinh lai khé nhan
biét. Do d6, nha trudng va phu huynh nén wu tién gido duc, nhic lai thudng xuyén va
luyén tap cach tmg phd qua céc tinh hudng cu thé. Grooming va sextortion tuy kho xac
dinh mtc do phé bién nhung c6 hau qua dac biét nghiém trong va kho phat hién. Vi vay,
nha trudng can wu tién xay dung kénh phan anh kin dao, huéng dan hoc sinh nhan biét
dau hiéu bat thuong va biét tim dén nguoi 16n tin cdy. Ma doc va deepfake tuy khong
qua pho bién song lai gay hau qua nghiém trong; dé phong tranh, nha trudng ¢ thé 1ong
ghép vao cac hoat dong hudng dan bao vé tai khoan, thiét bi va xac minh thong tin. Cac
ri ro phd bién nhung thudng tich lily dan nhu tin gia, ndi dung khong phu hop va st
dung mang xa hoi qué mirc nén dugc gido duc thuong xuyén trong mon hoc, sinh hoat

16p va hoat dong phéi hop véi gia dinh.

Viéc phan tich muc dd pho bién va nghiém trong cua cac nhém rai ro khong co
nghia l1a bé qua nhiing rii ro & nhdm sau, ma nham lya chon hinh thure trién khai phu
hop: rai ro nghiém trong can c6 quy trinh tng pho 10 rang; rai ro thuong gip can dugc

gido duc lién tuc dé hinh thanh thoi quen an toan.
3.5. Két luin chuong

Nhiing rai ro dugc trinh bay trong chwong nay c6 thé xuat hién tir nhirng tinh hudng
rat quen thugc: mot duong link thong bao két qua thi, mdt tép cai dat tro choi, mdt cudc
goi gia mao bang Al mot 101 ché giu trong nhom chat hay viéc mai st dung mang xa
hoi dén quén gio hoc va gio ngi. Piéu dang cht ¥ 13 rai ro trén mang khong phai lac
nao ciing d& nhan ra ngay tir dau. Chang thuong xuat hién khi ngudi dung dang to mo,

voi vang, lo ling hodc tin tudng vao mot thong tin twdng nhu quen thudc.

Vi vay, muc ti€u cua chuong nay khong phai lam hoc sinh lo s¢ khi st dung
Internet, ma gitp cic em nhan biét sém nguy co va biét cach tng pho phu hop. Cac
nguyén tic va k¥ ning & Chuong 2 chi thuc sy phat huy tac dung khi duoc thue hanh
thudng xuyén: kiém tra trudc khi bdm vao duong link, suy nghi trude khi chia sé, bao
vé thong tin c4 nhan, canh gidc v6i yéu cau bat thuong va biét dimg lai khi cam thiy
khong an toan.
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Hoc sinh ciing can nhé rang rui ro thudng gip chua chic 1a nguy hiém nhat, con
rui ro it gdp cling khong nén xem nhe. Quan trong hon viéc ghi nh¢ tén tung loai rui ro
14 hinh thanh phan xa: Nhén biét — Dirng lai — Kiém tra — Tim sy hd tro khi can.

Khi gip van dé vuot qua kha nang tu xur ly, hoc sinh khong nén ddi mat mot minh
ma can chu dong tim su hd trg tir cha me, théy c0 hodc nguoi 16n tin cay. Pay chinh 1a

nén tang dé moi hoc sinh str dung Internet an toan, chu dong va co6 trach nhiém.
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CHUONG 4. CAC BIEN PHAP PHONG TRANH, UNG PHO
KHI GAP SU CO TREN KHONG GIAN MANG

O Chuong 2, hoc sinh d3 duoc trang bi nhitng nguyén tic va k¥ ning dé sir dung
mang an toan. Chwong 3 gitip nhan biét cac rui ro thuong gip va hau qua co thé xay ra.
Tuy nhién, du d3 can than, chung ta van c6 thé gip su cd: bAm nham vao duong link gia
mao, dé 16 mat khau, mat tai khoén, bi lira chuyén tién, bi bit nat, gid mao hodc phat tan

thong tin ca nhan trén mang.

Khi sy ¢ xay ra, diéu quan trong 1a khong hoang loan, khong voi lam theo yéu
cAu ctia nguoi la va biét viée ndo can thuc hién trude. Xir Iy dung ngay tir dau c6 thé
gitip han ché thiét hai, bao vé tai khoan va thong tin ca nhan, dong thoi tao diéu kién dé

gia dinh, nha truong hodc co quan chirc nang hd tro kip thoi.

Vi vay, Chuong 4 tap trung vao hai ndi dung chinh. Myc 4.1 huéng dan nhiing
bién phap phong ngira can thyc hién thuong xuyén dé giam kha ning xay ra su ¢, tir
bao vé thiét bi va tai khoan dén sy dong hanh cta gia dinh va nha trudng. Muc 4.2 hudng
dan quy trinh xtr 1y khi sy ¢b d3 xay ra, giap hoc sinh dé nhd, biét can lam gi trude, 1am
gi tiép theo va tim su hd trog & dau.

Thong diép quan trong cua chuong 13: Phong ngira dé giam rii ro — Binh tinh

dé xir Iy ding — Tim sy hd tro khi can.

Luwu y quan trong vé cac kénh hd tro

Khi gap su co, hoc sinh khéng nén co gang tw gidi quyéet moi viéc mét minh. Trude hét,
hay ndi vai cha me, gido vién hodc nguoi 16n tin cay. Tuy tinh chat va mac d6 cta su viée,
gia dinh va nha truong c6 thé lién hé véi co quan chirc ning hoic cic kénh hd trg phu hop.

Cic s6 dién thoai va dia chi tiép nhan phan anh c6 thé dwoc didu chinh theo thoi gian.
Véi nguy co truc tiép lién quan dén an toan cia tré em, hoc sinh va gia dinh c6 thé lién hé
Téng dai qubc gia bao vé tré em 111. Khi co tinh hudng khan cép vé an ninh, trat tw, c6 thé
goi 113. Néu c6 dau hiéu Ira dao, chiém doat tai san hodc hanh vi pham t6i trén khong gian
mang, can nhanh chéng trinh bao co quan Cong an noi gan nhat. Bbi véi su ¢6 ki thuat vé
an ninh mang can hd tro ing ciru, ¢ thé tham khao Trung tdm Ung ciru khan cdp khong
gian mang Vié¢t Nam (VNCERT) tai vncert.vn. Khi can kiém tra thong tin chu thé cua mot
tén mién dang ngd, c6 thé st dung Cong tra clu thong tin tén mién tai
tracuutenmien.gov.vn.
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4.1. Cac bién phap phong tranh chu dfng

An toan trén mang khong thé chi dwa vao mot céng cu hay mot nguyén tic duy
nhat. Mot phan mém bao vé tét van chwa da néu ngudi dung dé dang cung cip mét khau
cho nguoi khac; nguogc lai, hoc sinh du da co k¥ nang van c6 thé gap rui ro néu thiét bi
khong dugc cap nhat hoac tai khoan khong duoc bao vé dung cach. Vi vay, cach phong
tranh hiéu qua 14 két hop nhiéu bién phap va hinh thanh thoéi quen an toan trong qua

trinh str dung Internet hang ngay.

Déi v6i hoc sinh, viée phong tranh rii ro cn ¢ sy phdi hop cia ba yéu t6: cong
cu kj thudt, sw dong hanh ciia gia dinh, kién thirc va kj ndng dugc trang bi tai nha
truong. Cac cong cu ky thuat giap bao vé thiét bi, tai khoan va han ché noi dung khong
pht hop; gia dinh huéng dan, trao d6i va hd trg khi cdc em gip tinh hudng kho xir; con
nha truong gitip hoc sinh hiéu rui ro, thyc hanh ky ning va hinh thanh cach tmg xtr ¢6

trach nhiém trén moi truong mang.

Ba yéu t6 ndy bd sung cho nhau va cung huéng téi mot muc tiéu: gitp hoc sinh
cht dong nhan biét nguy co, phong tranh tir sém va biét tim sy hd trg khi can thiét. Quan
trong hon, an toan mang khong nén chi dugc thyc hi¢n khi sy ¢ da x4y ra ma can tré
thanh thoi quen hing ngay, gidng nhu khoa cira khi ra khoi nha hay doi mii bao hiém
khi tham gia giao thong.

4.1.1. Cai @it cong cu bao mat thiét bi

Thiét bi nhu dién thoai, may tinh bang va may tinh thudong da duoc tich hop mot
s6 chirc ning bao mat. Vi vy, budc dau tién khong phai 13 cai that nhidu phan mém bao
vé, ma 1a kiém tra va sir dung dung cac tinh ning bao mat c¢6 san, thudng xuyén cap nhat

hé diéu hanh va ung dung, dong thoi chi cai phan mém tir nhitng ngudn dang tin cay.

Doi véi dién thoai va mdy tinh bang Android, hoc sinh nén kiém tra Google Play
Protect dang dugc bat. Pay 1a cong cu bao mat duoc tich hop trong h¢ sinh théai Android,
c6 kha nang kiém tra ung dung khi cai dat, quét dinh ky cac tmg dung di cai va canh
bao hodc xtr Iy nhitng ting dung c6 kha nang gy hai. Hoc sinh nén wu tién tai rng dung
tir Google Play hodc ngudn chinh thirc ciia nha phat trién va khong ty y cai cac tép APK

dugc gui qua tin nhan, mang xa hoi hodc website khong ré nguon goc.

Poi véi iPhone va iPad, hé diéu hanh d3 sir dung nhiéu co ché bao vé tich hop dé
kiém soat g dung va han ché mot ing dung can thiép trai phép vao dir liéu hoic g

dung khac. Vi vay, hoc sinh can uu tién cap nhat i0S/iPadOS, cai tng dung tur nguén

70



chinh thie, chll y cac canh bao ciia hé théng va kiém tra quyén truy cip ma Gmg dung

yéu cau.

Poi véi mady tinh sur dung Windows 10 hoac Windows 11, hoc sinh co thé sur dung
Windows Security, trong d6 c6 Microsoft Defender Antivirus, tuong ltra va cac churc
ning bao vé khac duoc tich hop san. Can kiém tra ché d6 bao vé thoi gian thuc dang

hoat dong va thuong xuyén cap nhat Windows d€ nhan cac ban va bao mat mai.

Trong mdt sd truong hop, gia dinh hodc nha trudng cé thé lya chon phan mém bao
mat bd sung néu can thém cac chirc ning nhu quét ma doc, canh bao website lira dao
hodc bao v¢ khi truy cap Internet. Khi Iyra chon, nén uu tién cong cu c6 nha phat trién
1d rang, con duoc cdp nhat, c6 mat trén kho tmg dung chinh thic va khong yéu ciu
nhing quyén truy cap khong can thiét. Mot s6 san pham bao mat phd bién hién nay c6
cac phién ban danh cho thiét bi ca nhan, ch'fmg han Bitdefender Mobile Security,
Malwarebytes Mobile Security hodc Avast One. Viéc néu tén cac san pham nay chi
nham minh hoa cac lya chon dang c6, khong phai khuyén nghi bat budc hodc quang ba

cho mot san pham cu thé.

Hoc sinh khong nén ty cai nhiéu phan mém bao mat cing lic chi vi cho rang “cang
nhiéu cang an toan”. Quan trong hon 13 duy tri nhitng thoi quen co ban: cap nhat thiét
bi, bat cac chiic ning bao vé c6 sin, chi tai ing dung tir ngudn dang tin ciy, kiém tra
quyén truy cap cua tng dung va hoi cha me, gido vién hodc ngudi c6 kién thic ky thuat
khi thiét bi xuat hién dau hiéu bat thuong.

Diéu can nhé: Cong cy bao mat chi 1a mot 16p bao vé. Thiét bi van co thé gip rui ro
néu nguoi dung ty cung cap mat khau, ma OTP, bdm vao lién két gia mao hodc cai tng
dung khong 1d ngudn gdc. Vi vdy, bao mat thiét bi phai di cung véi thoi quen sir dung
Internet an toan.

Lich cip nhat ty dong hang tuin — théi quen nhé, hiéu qua Ién

Nhu da phan tich & Chuong 3, phan 16n cac 16 héng bao mat nghiém trong — ké ca nhiing
16 hong timg bi khai thac dé cai phan mém gian diép — déu da c6 ban va trude khi bi loi
dung rong rai; van dé chi la ngudi ding c¢6 cap nhat kip thoi hay khong.

Gia dinh nén duy tri th6i quen kiém tra va cai dat cap nhat hé diéu hanh, trinh duyét, ing
dung antivirus vao mét khung gio cd dinh mdi tudn (vi du tdi Chu nhat), thay vi chi cap
nhat khi thiét bi d c6 du hiéu bat thuong. Hau hét thiét bi hién nay déu hd trg bat “Cap
nhat ty dong” trong phan Cai dit, gitip viéc nay dién ra ma khong can ghi nhé thu cong.
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Dé tién tra ciru nhanh, bang dudi day tong hop lai cac cong cu theo ting nén tang

thiét bi:

Bdng 4.1. Bang téng hop cdc cong cu hé tro theo hé diéu hanh

Android

10S (iPhone/iPad)

Diét ma doc /
bao mat thiét
bi

Avast Mobile Security; Viettel
Mobile Security (mién phi, uu
tién cho thué bao Viettel)

Khéng c6 “diét virus” truyén thong do kién
trdc sandbox; thay bang cap nhat iOS day
da + Lockdown Mode khi can

Kiém soat phu
huynh

Google Family Link (gi6i han
gi0, duyét app, bao cao hoat

dong, dinh vi)

Screen Time tich hop sdn (App Limits,
Downtime, Content &
Restrictions)

Privacy

Loc ndi dung
mang / WiFi
cong cong

VPN uy tin khi dung WiFi
cong cong; DNS loc ndi dung

gia dinh

VPN uy tin khi dung WiFi cong cong; ciu
hinh DNS loc ndi dung & cap hé théng

Sao luu dir

liéu

Google Drive / Google Photos
tu dong

1Cloud tu dong

4.1.2. Thiét 1ap kiém soat phu huynh thong minh

L6p phong vé thir hai khong nam & thiét bi ma nam & cach gia dinh dong hanh
cung con trong khong gian s6, va Google Family Link 13 cong cu mién phi, pho bién
nhat cho muc dich nay trén hé sinh thai Android. Vé ban chat, Family Link khong phai
mot phﬁn mém giam sat bi mat, ma 1a mot cong cu quan ly tai khoan Google cua tré
dudi sy cho phép va lién két truc tiép véi tai khoan ciia phu huynh, v6i bén nhom tinh
nang chinh dugc minh hoa trong Hinh 4.1:
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Bon nhém tinh nang chinh ctia Google Family Link

a B\ N /A B N\
GigGi han Quan ly Bdo cao Pinh vi &
thoi gian ung dung hoat dong khoa tur xa

Dét gio sir dung Phé duyét hoac Xem app con dung Xem vi tri thiét bi,
hang ngay, gi¢ chan app tai ti nhiéu nhat theo khéa man hinh
di ngt tu khoa Google Play tuan/thang tur xa khi can

S 7 & Y\ =/ J

Hinh 4.1. Bon nhém tinh nang chinh ciia Google Family Link

V& gi6i han thoi gian, phu huynh c6 thé dit mot khung gio st dung cu thé mdi
ngay (vi du 2 giod/ngay), cung voi “Gio di ngt” hoac “Thoi gian ngung hoat dong” —
khoang thoi gian ¢d dinh ma thiét bi s& ty dong khoa bat ké tré da ding hét gidi han
hang ngay hay chua. Vé quan 1y tng dung, moi luot tai tng dung méi tir Google Play
clia tai khoan tré déu can phu huynh phé duyét tir xa, giup ngin chin tir sém riii ro cai
dat tmg dung khong phu hop hodc chira ma doc da phan tich & Chuong 3. Vé bao cao
hoat dong, Family Link cung cap bao cao dinh ky theo tuan hoic thang, cho biét nhirng
g dung tré dung nhiéu nhét va tong thoi gian stir dung — day 1a co so dit liéu khach
quan dé m& dau cudc trd chuyén vai con thay vi chi dua vao cam nhan chi quan. Cubi
cung, tinh ning dinh vi va khéa tir xa cho phép phy huynh xem vi tri thiét bi Android
hoic khoa man hinh ngay 1ap tirc trong tinh huéng khan cap.

Két hop gidi han pht hop véi tro chuyén va dong hanh: Cong cu kiém soat cta
phu huynh chi thyc sy hitu ich khi dugc st dung cing véi sy trao d6i giita cha me va
con. Muc dich khong phai 1a theo ddoi moi hoat dong cua tré hay cAm hoan toan viéc st
dung Internet, ma 1a thiét 1ap nhiing gidi han phu hop véi do tudi, dong thoi gitp tré
hiéu vi sao nhing gii han d6 can thiét.

Vi vay, gia dinh nén két hop cong cu ky thuat véi sy dong hanh: c6 thé dat gidi
han vé thoi gian st dung, ing dung va ndi dung phi hop véi do tudi, nhung dong thoi
can giai thich cho tré Iy do cua nhiing quy tac d6 va duy tri thoéi quen tro chuyén thuong

xuyén. Quan trong nhat 13 tao duoc su tin tudng dé khi gap ndi dung x4u, bi bit nat, lra
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dao hodc mot tinh hudng khién minh lo lang, hoc sinh san sang noéi voi cha me thay vi
¢ gang tu giai quyét hodc che gidu su viéc. Hinh 4.2 dudi ddy 1a giai thich cac hinh

thirc gidm sat: giam sat han ché, giam sat chu dong, giam sat k¥ thuat va cach két hop

phu hop.

BANG GIAI THICH CAC CACH CHA ME DONG HANH KHI EM DUNG INTERNET

Thuat ngir trong tai liéu

Giai thich dé hiéu

Vi du gan giii

Giam sat han ché
(Restrictive mediation)

Giam sat cha dong
(Active mediation)

28,

Giam sat ky thuat
(Technical mediation)

[ Két hop cé cau tric

‘ Cach hiéu don gian

Pat gidi han va
quy téc

Cha me quy dinh nhitng viéc em
dugc lam, khéng nén lam hoac
thai gian dugc st dung Internet
dé gilip em tranh rui ro.

Chi duing dién thoai sau khi
hoc xong; khong tu tai

ng dung la; khong dung
may qua khuya.

Cung tré chuyén
va hudng dan

&

H6 trg bang
cong cu ky thuat

Két hop quy tic +
tro chuyén + cong cu

@

Cha me hoi han, gidi thich va
cung em xu ly diéu gap trén
mang thay vi chi cdm doan.

Cha me dung phan mém hoic
tinh ndng an toan dé giGi han
thai gian, ndi dung va bao vé
thiét bj.

Pay la cach can bang nhat:

¢ gidi han r6 rang, cé cong cu
hé trg va van thudng xuyén
trao ddi vai em.

Em nhén tin nhan la hodc
thay video dang sg; cha me

cung xem, giai thich va

huéng dan cach xu ly. E
Cai Family Link; bat loc noi

dung; dat thdi gian dung

Ung dung; khda cai dat la. a

Vira gidi han gio dung may,
vira néi chuyén héng tuan vé

diéu em gdp trén mang va
cling kiém tra cai dat
an toan. O

!' Ggi y: Gi6i han dé bao vé - Trd chuyén dé thau hiéu - Céng nghé dé hé trg.

Hinh 4.2. Cdc hinh thitc cha me dong hanh khi hoc sinh sir dung Internet

Giam sat khéng c6 nghia la theo ddi moi viéc hoc sinh lam trén mang. Muc tiéu la

gitip cac em sir dung Internet an toan hon va dan hinh thanh kha ning tu bao vé ban

than. Vi vay, cha me nén ndi rd cho con biét nhitng quy tac hodc cong cu nao dang duoc

st dung va vi sao can str dung.

O ti€u hoc, cha me va thay c6 can dong hanh nhiéu hon. Cac em nén dugc hudng

dan bang nhimg quy tic ngin, rd rang nhu: khong bim link la, khong noi chuyén voi

ngudi la, c6 diéu gi lo lang thi hoi nguoi 16n. Cong cu k§ thuat c6 thé duoc st dung dé

gidi han thoi gian va ndi dung phu hop véi tudi.

O THCS, hoc sinh d3 sir dung Internet doc lap hon. Cha me van can ¢6 nhiing gidi

han can thiét nhung nén giai thich 1y do va trao doi voi con, giip cac em biét nhan dién

Iira d40, bao vé tai khoan, xir Iy bt nat mang va ty kiém tra thong tin trude khi hanh

dong.
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O THPT, hoc sinh cin duoc ting dan quyén ty chi. Gia dinh nén chuyén trong taim
tir viée kiém soat sang trao doi, thdng nhat nguyén tic va hd trg khi can. Hoc sinh cin
biét tu quan ly thoi gian, bao vé dir 1iéu, danh gid rui ro va chiu trach nhi¢m vé nhitng
gi minh dang, binh luén hodc chia sé trén mang.

Hinh 4.3 minh hoa tryc quan cic cach cha me hd tro hoc sinh & cac cép hoc khi st

dung Internet.

4 CACH CHA ME DONG HANH
GIOP EM DUNG INTERNET AN TOAN

D hiéu - D& nhé - D& thuc hién

Cung tro chuyén
va hudng dan

Dat gidi han
va quy tac

cong cu ky thuat

Cha me thdng nhét nhitng Cha me léng nghe, gii thich || Cha me dung cai dat an toan C6 quy tic rd rang, c6 cong cu
diéu em nén 1am va khong va cung em xir ly khi gip hozc phin mém dé bao vé em. || hd trg va van thudng xuyén
nén lam khi 1én mang. chuyén trén mang. tro chuyén.

@ Gidi han
N théi gian

Loc ndidung |
Khing phis hop

Quy TAc
KHI LEN MANG

@ Nenlam

€ Khingnénlam

Vi du: Vira gi6i han gio dung
may, vira n6i chuyén voi em
mdi tudn.

Vi du: Khong téi tng dung \ Vi du: Ciing xem tin nhén la Vi du: Bit loc ndi dung,
la, khéng dung méy qua khuya. va tim céch xir 1y an toan. gi6i han thoi gian, diing Family Link.

pANH CHO 1) Tiéu hoc: THCS: THPT:
A /1 Théy la, hoi ngay Dimg - nghii - kiém tra Tu chii hon nhung
CAC BA“ “oc SINH 7 nguoi lon. trudce khi 1am theo. dimg ngai tim ho trg.

@ Cha me ddng hanh khong phai dé kiém soat moi liic, ma dé giip em an toan hon méi ngay. @9
Hinh 4.3. Bén cdch cha me hé tro hoc sinh sir dung Internet an toan

Vi du minh hoa cach m& dau cudc tro chuyén dua trén bao céo hoat dong cua
Family Link (khong phai kich ban ¢ dinh, chi mang tinh goi ¥): thay vi m& dau bang
“Sao con dung dién thoai nhiéu thé, me thdy hét trong bao céo r6i” — d& khién tré phong
tht — 6 thé thir “Me thiy tudn nay con xem TikTok nhiéu hon tuan trude do, co ndi
dung gi hay ma con muén chia sé¢ v6i me khong?”. Cach dit vin dé tht hai giit dung
tinh than giam sat chi dong: dung dit liéu khach quan tir cong cu k¥ thuat lam diém khai

dau cho ddi thoai, thay vi lam bing chimg dé phan xét.
4.1.3. Giao duc ky niing sb tai trudong hoc

Bén canh cac cong cu k¥ thuat va sy dong hanh cua gia dinh, nha truong 1a moi

truong quan trong dé gitp hoc sinh hinh thanh kién thire, k§ nang va thoi quen st dung
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Internet an toan. Thay vi chi to chitc mot vai budi tuyén truyén riéng 1é, hoat dong gido
duc an toan mang nén dugc thuc hién thuong xuyén, tao co hoi dé hoc sinh vira hoc,
vira thuc hanh va chia sé kién thitrc v6i ban bé. Nha trudng c6 thé trién khai ba hinh thirc
don gian: Cdu lac b An toan mang; Cudc thi Hoc sinh voi An ninh mang; Poster va
Infographic.

Cau lac bo An toan mang co thé tdp hop mot nhom hoc sinh quan tam hoac hoc
sinh nong cbt, duoc gido vién huéng dan va sinh hoat dinh ky. Cac em khong chi tim
hiéu sdu hon vé mat khau, Itra ddo, tin gia, bit nat mang hay bao vé thong tin ca nhan
ma con c6 thé chia sé lai nhitng kién thirc d6 véi ban bé bang ngdn ngir gan giii. Pay 1a
cach tiép can peer education, hoc sinh hd tro va chia sé kién thirc v&i hoc sinh. Mot téng
quan hé théng céng b trén BMC Public Health nim 2022, phan tich 73 nghién ctru vé
gido duc ddng trang lra trong truong hoc ¢ nhom 11-18 tudi, cho thdy mé hinh nay co
tiém nang cai thién kién thirc ciia nguoi hoc, mic du hiéu qua thay d6i hanh vi con phy

thudc vao ndi dung va cach to chirc [14].

Cudc thi “Hoc sinh v6i An ninh mang” gitp bién kién thtic an toan mang thanh
hoat dong 6n tap va thi dua nhe nhang. Nha truong co thé tham khéo cudc thi truc tuyén
“Hoc sinh vo1 An ninh mang 2026 dugc Bd Cong an va B9 Gido duc va Dao tao bao
trg, do Hiép hoi An ninh mang qudc gia chi tri, phbi hop v6i Cuc An ninh mang va
phong, chdng toi pham st dung cong nghé cao (A05), Bo Cong an; Cuc Khoa hoc, Cong
nghé va Thong tin, B6 Gido duc va Pao tao cing cac don vi déng hanh t6 chirc. Cude
thi hudng t6i cung cap kién thuc, k¥ ning st dung Internet an toan va giup hoc sinh

nhén dién, phong tranh nguy co trén moi truong mang [15].

Poster va infographic dat tai 16p hoc, thu vién, hanh lang hodc khu vuc sinh hoat
chung gitip cac thong diép an toan mang xuat hién thudng xuyén trong méi trudng hoc
duong. Nha truong c6 thé sir dung chinh cac infographic trong tai liéu nay, chang han
12 nguyén tac an toan & Chuong 2 hodc cic nhém rii ro & Chuong 3. Noi dung nén
ngan, tryc quan va tap trung vao nhirng hanh dong hoc sinh c6 thé thyc hién ngay. Hinh
4.4 minh hoa vé ba hinh thirc trién khai gido duc k¥ ning tai truong hoc.

76



Ba hinh thic trién khai gido duc ki ning so tai trudng hoc

c—
Cudc thi Poster/Infographic
Hoc sinh véi An ninh mang tai hanh lang trudng hoc
Sinh hoat dinh ky, hoc sinh Do Hiép hdi An ninh mang quéc gia Tryc quan héa 12 nguyén tic vang,
nong cét tuyén truyén lai phéi hgp véi Bd Céng an cap nhét theo tiing cha dé
cho cac I6p. va Bo GPDT t6 chic. moi thang.

CUQC THI
HOC SINH VG1 AN NINH MANG

QL o

NGUYENTAC ©

o3
W 3 AN
e

Hinh 4.4. Ba tru c¢t gido duc kp nang 0 tai truong hoc

4.1.4. Xay dung co ché tiép nhan va xir Iy phan anh trong nha truong

Ba hoat dong & muc 4.1.3 tap trung vao viéc nang cao nhan thirc, nhung nhan thirc
t6t chi phat huy tic dung day da khi di kém mot co ché tiép nhan, xir Iy o rang — néu
khong, hoc sinh du duoc trang bi du kién thirc van c6 thé khong biét phan 4nh véi ai,

hodc phan anh xong nhung khong dugc xtr ly kip thoi.

Dang chu y, bao lyc hoc dudng ngay nay khong chi dién ra tryc tiép trong trudong
hoc ma con co thé tiép tuc hoac lan rong trén moi truong mang. Mot s6 vu viéc da xuét
hién tinh trang hoc sinh quay lai hinh anh, video bao luc 1ol phat tan trén mang xa hoi,
lam cho su viéc tiép tuc dugc chia sé, binh luan va c6 thé gay thém ton thuong cho nguoi
bi hai [16]. Vi vay, phong ngtra bao lyc hoc dudng can gan voi gido duc k¥ ning giao
tiép, giai quyét mau thudn, chia sé thong tin va ung xir cé trach nhiém trén moi truong
mang, dong thoi gitip hoc sinh biét tim kiém su hd trg khi gap hodc chimg kién hanh vi
bét nat. Day cling 1a van dé vé viéc tdng cuong chan chinh, xu 1y, ngan chan, déy lui bao
luc hoc dudng trong cac co s¢ gido duc dugc Bo GD&DPT néu trong Cong vin sb
3147/BGDDT-HSSV duogc B Gido duc va DBao tao ban hanh ngay 29/5/2026.

Theo huéng dan phong, chdng bao luc hoc duong hién nay, mé hinh xtr 1y céap
truong nén van hanh qua nhiéu 16p phdi hop thay vi don hét trach nhiém 1én mot ca nhan
gido vién: trién khai hom thu gop y dién tir hodc kénh lién lac bao mat dé hoc sinh dé
dang phan anh ma khong s¢ bi 16 danh tinh; phat huy vai tro cua gido vién chu nhiém,
lyc lugng Doan — Bdi va td tu van tAm 1y hoc duong dé ndm bat mau thuin ngay tu khi
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moi phat sinh, ké ca khi mau thuin d6 khoi ngudn trén mang xa hoi chi khong phai
trong 16p hoc; va quan trong khong kém, thiét 1ap kénh lién lac thuong xuyén véi cong
an dia ban dé khi can, nha trudng c6 thé phdi hop xtr Iy nhanh thay vi mdi bén tu xoay
x6. Hinh 4.5 mo ta hudng dan vé quy trinh tiép nhan va xtr Iy phan anh su ¢ ¢ cip

truong hoc.

Quy trinh ti€p nhan va xtr ly phan anh su ¢6 & cap trudng hoc

R 2

e =)

G
Hoc sinh phét hién Phan anh qua TS tu van tam ly & Trudng hop nghiém XUr ly theo huéng HO trg tam ly
hoac la nan nhan GVCN hoéc Ban giam hiéu trong: phéi hgp gido duc, phuc hoi, nan nhan, theo déi
clia su viéc hom thu gop y xac minh, danh gia cong an dia ban khéng dinh chi sau sy viéc
dién tir clia ban dau +gia dinh tuyén dai véi
trudng dudi 16 tudi
. J Y e+

Téng hop tir huéng dan phong, chéng bao luc hoc dudng clia B6 Gido duc va Pao tao,
y kién chuyén gia gido duc

©

Hinh 4.5. Quy trinh tiép nhdn va xir Iy phan dnh sw cé trén khong gian mang

Mot van dé ciing can dugc quan tam khi xtr 1y bat nat hodc hanh vi khong phu hop
trén mang 1a: nha trudng can 1am gi voi hoc sinh gdy ra hanh vi d6? Bao vé va hd tro
hoc sinh bi anh huong ludn 1a vu ti€n, nhung déng thoi, hoc sinh c6 hanh vi sai cling
can dugc gitp nhan ra hau qua, chiu trach nhiém pht hop va biét cach stra chita. Cach
tiép can nay phi hop voi quy dinh hién hanh cta Bo Gido duc va Pao tao. Theo Thong
tu s6 19/2025/TT-BGDDT, viéce ky luat hoc sinh phai bao dam tinh gido duc, nhan van
va vi su tién bo cua hoc sinh; déng thoi phai ton trong, khach quan, khong dinh kién va
phu hop véi dic diém tam sinh 1y cta timg em. Cac bién phap ky luat hién hanh ciing
tap trung vao viéc giup hoc sinh nhan thirc hanh vi va khac phuc hau qua: déi véi hoc
sinh tiéu hoc 14 nhic nhd, yéu cdu xin 13i; d6i v6i hoc sinh & cac cap hoc tiép theo 1a

nhac nhd, phé binh hodc yéu cau viét ban tu ki€ém diém.

Diéu d6 khong c6 nghia 1a bé qua hoic xem nhe hanh vi sai. Hoc sinh gay ra su
viéc van can chiu trach nhiém phu hop, xin 16i va khic phuc hau qua; dong thoi nha
truong phai bao dam an toan, quyén loi va sy hd trg can thiét cho hoc sinh bj anh huong.
Muc tiéu cudi cung khong chi 1a “xir Iy mot vi pham”, ma con gitip hoc sinh hiéu minh

d3 sai & d4u, stra chita didu di gy ra va khong 1ap lai hanh vi do.
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Mot su ¢b trén mang khong phai liic nao ciing két thiic khi ni dung da dugc gd bo
hodc tai khoan vi pham da bi chan. Hoc sinh c6 thé van lo léng vé viéc ndi dung bi chia
sé lai, so gdp nguoi lién quan & truong, ngai tham gia nhom 16p hodc khong mudn tiép
tuc st dung mot nén tang. Vi vay, co ché hd tro ctia nha truong can bao gém ca tiép
nhan phan anh, xtr 1y sy viéc va theo doi hoc sinh sau sy cd.

béi véi nhitng tinh huéng nhay cam nhu bét nat mang, bi de doa, bi nguoi la tiép
can voi muc dich khong phu hop hoac bi loi dung thong tin riéng tu, nha truong can dic
biét cht y dén bao mat danh tinh va quyén riéng tu ctia hoc sinh. Thong tin vé su viéc
chi nén dugc chia sé cho nhirg nguoi thue sy can tham gia hd tro va xir Iy. Khong cong
khai tén hoc sinh, ndi dung phan anh, hinh anh hodc thong tin riéng tu trong 16p hoc,
nhém phy huynh hogc nhirng kénh khong can thiét. Hinh 4.6 duéi ¢y minh hoa vé cach
thirc xur 1y sau su ¢b khi sy viéc da giai quyét xong.

XU LY XONG SU CO CHUA PHAI LAKET THUC

M8t su c6 trén mang khéng phai lic nao ciing két thic khi ni dung da dugc g& bd _ Vivéy, nha trugng can
hoac tai khoan vi pham da bj chan. Hoc sinh cé thé van cadm thay lo l&ng, s¢ gap ngudi lién quan, ho trg hoc sinh ca ba giai doan:
ngai tham gia nhém l&p ho#c khéng mudn tiép tuc str dung mdt nén tang. ° Tiép nhén phan anh

Q Xir ly su viéc

Em vén budn, Em s gap lai Hiingaithona o " .
Pl g @ - i be g M ngal tham gia 0 Theo ddi hoc sinh sau su ¢é
lo lang du ndi dung @ ngudi lién quan hom 6p... ’ y
dé duge g bo... :‘ dtrubng... ;'®" e m; ot
tiép tuc str dun
l néﬁ tgng d... y
B \ ® =~
CO CHE HO TRG CUA NHA TRUONG BAO MAT DANH TiNH
VA QUYEN RIENG TU

Tiép nhan e Xirly Theo ddi

phan anh sur viéc hoc sinh sau sy c§ @ Chichia sé thong tin cho nhing ngui
’ ‘ thutc sy can tham gia h trg va xir ly.
s S £ - Sithz pE Khong cdng khai tén hoc sinh, néi dung Théng tin clia em
Ling nghe, ghi nhén Xéc minh, phdi hop Hdi tham, ho trg ° e e e o
thong tin mdt cich véi gia dinh, nén téng vétam 1y va hoc tap, phén &nh, hinh anh hodc thdng tin riéng tur ) d!.lur(:vg:{ kin %
kin do va ton trong. va céc bén lién quan phong nglfa sy viéc trong lde hoc, r:hom Phu hyynh hogc vachichiasé¢
tily theo mifc 9. téi dién. nhiing kénh khdng can thiét. nhimg ngui

Bao ddm hoc sinh dugc léng nghe, ton trong cdn thiét

va an toan trong sudt qué trinh hd trg.

HUGNG DAN PHU HOP vOI TUNG CAP HOC

TIEU Hoc (_THes

N&u em cam théy budn, sg hai hoac Em c6 thé phan anh qua gido vién
khéng thodi méi khi sir dung Internet, ch nhi¢m, gido vién tu van, hom thu
hay néi ngay véi thdy cd, cha me
hodc ngudi l6n ma em tin cdy.

Em c6 thé phén énh tryc tiép hodc qua
kénh truc tuyén clia nha trugng.

° Nha truding bdo mét danh tinh va tan trong
quyén riéng tu clia em.

g6p y hoac kénh tryc tuyén ctia trudng.

I @ Thong tin clia em s& duge giit kin
R A % theo quy dinh. “ =
Nha trutng luén ldng nghe va gidp em ; " Sau sy ¢6, & tiép tuc dugc hé tro vé
£y PSP @ Saukhi xirly, nha trudng sé tiép tuc e B SRV TV

jitr an toan. 3m 1y, hoe t4 : s g
ooty hai thim va hé trg em néu can. :Zmzn octipa caChbaPhep B nate
v Em khdng can tv gidi quy&t mot minh! s v Hay manh dan néi ra, nha trudng ludn & bén em! An toan va su riéng tu ctia em ludn duoc ton trong.

Hinh 4.6. Hurdng dan xir Iy sau sw c6 cho ting cdp do trieong hoc

Ba nguyén tic khi nha treong xay dung co ché xir Iy

Bao mat danh tinh nguoi phan anh: hoc sinh s& chi dam 1én tiéng néu tin rang viéc phan
anh khong khién minh tr thanh muc tiéu tiép theo cua sy tra diia.
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Phén dinh r6 mtrc d6 nghiém trong dé lua chon hudng xir 1y phtt hop: khong phai moi mau
thuan trén mang déu can dén cong an, nhung ciing khong nén xem nhe nhirng dau hiéu c6
thé leo thang thanh xdm hai hoic de doa nghiém trong nhu di phan tich & Chuong 3.
Khong khép lai vu viéc ngay sau khi xir 1y ky luat: ca nan nhan 13n hoc sinh vi pham déu
can duoc theo ddi, hd tro tim 1y trong thoi gian sau d6 — nodi dung nay s& duoc phan tich
ky hon ¢ budc 7 cua quy trinh (rng pho tai muc 4.2.3.

Hon nita, tir nhitng viéc xay dyng, tiép nhan va xu 1y phan anh, nha trudng ciing
nén xay dung mot s6 kénh phan anh kin d4o va an toan dé giup hoc sinh vira nhan thirc
duogc viée lam, hanh vi ciia minh va ciing c¢6 thé phan anh trung thuc va tu nguyén. Duéi
day 1a mot s6 goi ¥ vé cac kénh phan anh va cc yéu t bao mat cho cac tinh hudng nhay

cam.
a. Kénh phdn anh trong truong

Nha truong nén cong bd it nhat mot kénh dé hoc sinh ¢6 thé phan anh su cd mét

cach riéng tu va dé tiép can. Tuy diéu kién cta timg trudng, c6 thé sir dung:
- Gi14o vién chu nhiém hodc gido vién ma hoc sinh tin cdy;
- Phong/to tu van tim 1y hoc dudng;
- Hom thu gop v dét & vi tri phu hop;
- Biéu mau hoac hop thu dién tir danh riéng cho phan anh vé an toan hoc sinh;

- Céan bd phu trach cong tac hoc sinh, Poan — D01 hodc by phan dugc nha truong
giao nhiém vu.

Hoc sinh can dugc biét rd c6 thé phan anh véi ai, bang cach nao va thong tin cta
minh s€ dugc bao vé ra sao. Kénh phan anh nén duoc gidi thi¢u tur dau nam hoc va nhéc
lai trong sinh hoat 16p, hoat dong gido duc k¥ ning sé hodc cic chuong trinh tuyén
truyén vé str dung mang an toan.

b. Nguyén tic bio mdt cho cdc tinh huéng nhay cim

Bao vé quyén riéng tu ctia hoc sinh khi xtr 1y su ¢b. Véi cac su ¢b lién quan dén
bét nat, de doa, grooming hodc thong tin riéng tu, nha trudng can:

- Khong yéu cau hoc sinh ké lai su viéc trude tap thé. Viée trao ddi nén dién ra &
khong gian pht hop, v6i s6 nguoi tham gia it nhét can thiét.

- Khéng chuyén tiép bang chirng mét cach khéng can thiét. Anh chup, doan tro
chuyén hoic thong tin riéng tu chi dugc sir dung phuc vu viéc xac minh va hd tro.
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- Khéng cong khai danh tinh ngwoi phdan dnh. Gido vién va can bd xtt Iy cn tranh

dé thong tin lan sang nhoém 16p, ban bé hodc nhém phy huynh néu khong can thiét.

- Khéng dimg 161 néi khién hoc sinh cam thdy bi trach mée. Khi hoc sinh chi dong
tim dén nha truong, phan Gmg dau tién nén 1a lang nghe, bio dam an toan va clng tim
huéng giai quyét.

C6 thé dung nhiing cau nhu:

“Cdam on em dd néi véi cé/thdy.”

“Em c6 thé ké tir tiv, chiing ta sé cung tim cdch xir Iy.”

“Piéu gi lam em lo nhat liic nay?”

Tranh nhitng cau nhu: “Sao em lai lam thé?”, “Ai bdo em noi chuyén véi nguoi
1a?”, “Biét nguy hi€m sao van lam?”. Nhiing cach hoéi nay co6 thé khién hoc sinh e ngai

va khong mudn tiép tuc tim kiém sy hd tro.
4.2. Quy trinh wng phé khan cép khi gip sw c6

Du da thuc hién céc bién phap phong tranh, su b trén mang van co thé xay ra:
bam nham vao dudng link gia mao, dé 16 mat khau, mat tai khoan, bi lira dao, bat nat,
de doa hodc phat tan thong tin ca nhan. Khi d6, binh tinh va xir Iy dung ngay tir dau co
thé gitip han ché thiét hai va ngin sy viéc tré nén nghiém trong hon. Diéu quan trong 1a
hoc sinh khong nén voi vang lam theo yéu cau cua nguoi la, tu tim cach giai quyét bé“mg
moi gia hodc che giéu su viéc vi lo s¢ bi trach phat. Thay vao do, hay dung lai, xac dinh
diéu gi dang xay ra va thuc hién tirng budce phu hop. Néu tinh hudng vuot qua kha ning
tu xu ly, can chu dong nobi1 voi cha me, thﬁy c6 hodc nguoi 16n tin cay dé duoc hd tro

cang sém cang tot.

Quy trinh 7 budc duge minh hoa trong Hinh 4.7 dudi ddy duoc tong hop va hé
thdng hoa tir cac khuyén cdo nhat quan ctia co quan chirc ning, chia thanh ba giai doan
dé dé ghi nhé ngay ca trong tinh hudng hoang loan.
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Quy trinh 7 buéc ting phé khi gap su ¢o trén khong gian mang

(%) GIAIDOAN 1 — PHAN UNG NGAY LAP TUC (Buéc 1-3)

Q 1. Ngét két ndi — 2. Chup lai toan bd 3. Chan tai khoan xu.
o o~ WiFi/mang ngay |sp e = bang chiing (chat, link, | = e KHONG tra |&i, KHONG
@ 0 1ap tic S s6 tai khoan) chuyén tién

«¢) GIAI DOAN 2 — BAO CAO VA PHOI HQP (Budc 4-5)

. & 4. Bdo ngay cho cha me * 5. Trinh bao qua kénh chinh thiic:
. g  hoicngudilén tin cay 111/113/156 / vncert.vn

(@) GIAI DOAN 3 — PHUC HOI VA PHONG NGUA (Budc 6-7)

3 1\
6. Khéi phuc dit liéu, ‘ 7. Trao déi véi tu van
déi toan bo mat khau, * ‘ tam ly hoc dudng, rit
béo cdo nén tang kinh nghiém phong ngira
(.

Hinh 4.7. Quy trinh 7 buéc iimg phé khi gdp sw co trén khéng gian mang
4.2.1. Buéc 1-3: Phan ung ngay lap tire

Ba budc dau tién can duge thuc hién trong vai phut dau ngay khi phat hién su cd
— du d6 12 nhan ra minh vira bam vao mot duong link gia mao, phat hién tai khoan dang
bi mot ké la nhén tin de doa, hay nghi ngd thiét bj da dinh ma doc sau khi cai mot ung
dung la. Budce dau tién, ngét két ndi WiFi hodc dir lidu di dong ngay lap trc, c6 muc
dich chin dung kha ning ma doc (néu co) tiép tuc truyén dit liéu ra ngoai hodc tai thém
cac thanh phan doc hai khac vé may — day 1a phan xa twong ty nguyén tic “cach ly”
trong xir Iy su ¢d an toan thong tin & quy mé 16n, chi khéc 13 ap dung & quy mo maot thiét
bi ca nhan.

Budc thir hai, chup lai toan bd bang chung trude khi thyc hién bét ky hanh dong
nao khac — anh chup man hinh cudc tro chuyén, duong link dang ngo, thong tin tai khoan
ctia ddi tuong, thoi gian xay ra sy viéc. Pay 13 budc rat dé bi bo qua vi tam Iy mudn x6a
ngay ndi dung gay kho chiu hodc dang so, nhung lai 1 bang chirmg quan trong nhat néu
sau nay can trinh bao co quan chirc ning hodc nha trudng can thiép; viéc luu bang ching
truée khi chan tai khoan 1a diéu kién tién quyét dé mot vy viéc bt nat hay lira dao co
thé dugc xir Iy dén noi dén chén. Mot luu ¥ rat quan trong 13 KHONG chuyp, sao luu,
hay chuyén tiép nhiing hinh anh nhay cam cua hoc sinh ra bén ngoai hoic cho nguoi
khéc. Budc thi ba, chin (block) tai khoan cé hanh vi x4u va tuyét déi khong phan hoi,
khong chuyén tién dudi bat ky hinh thirc ndo — nhac lai dung nguyén tac cét 16i da phan
tich xuyén suét Chuong 3 khi dé cap dén phishing, deepfake va sextortion: mot khi da

82



chuyén tién hoic phan hoi, khong co gi bao dam ddi twong s& dimng lai, trong khi im ling

va chan tai khoan gén nhu ludn 1a lya chon an toan hon twong tac thém véi doi tuong.

Vi sao thir tw 3 buéc nay quan trong

Mot sai lam phé bién 1a thuc hién nguoc tho ty — vi du hoang loan x6a ngay cudc tro
chuyén hodc chan tai khoan trudce khi kip chup lai béng chung, khién viéc trinh bao sau
nay thiéu cin cr dé co quan chtrc ning xu 1y.

Ghi nhé don gian theo thir ty “Ngit — Luu — Chan”: ngit két ndi dé cach ly nguy co ky
thuat, luu bang chimg trude khi moi dau vét bién mat, roi méi chin twong tac voi dbi tugng.

4.2.2. Buéc 4-5: Bao ciao va phdi hop

Sau khi d4 kiém soat dugc tinh hudng trudc mat, hai bude tiép theo chuyén trong
tam tir “tu x{r 1y”” sang “tim kiém sy hd trg dung noi” — day ciing 1a budc ma hoc sinh
dé bo qua nhat vi tam 1y xau ho hodc so bi traich mang. Budc thit tu, bao ngay cho cha
me hodc mdt ngudi 16n thuc su tin cdy (cod thé 1a gido vién chu nhiém néu chua sin sang
no6i voi gia dinh), cang sém cang tot, khong cho dén khi “chic chan nghiém trong” méi
1én tiéng; phan 16n thiét hai nghiém trong trong cic vu sextortion hay Ira dao dén tir

viéc nan nhan tri hoan qua lau trudc khi tim kiém sy gitp do.

Budc thir ndm, trinh bao qua dung kénh chinh thirc tiy theo tinh chat sy viéc. Véi
cac van dé lién quan tryuc tiép dén an toan cia tré em — bi de doa, bat nat, c6 dau hiéu bi
du dd, xam hai — Tong dai dién thoai qudc gia bao vé tré em (111) 12 kénh nén dugc wu
tién hang dau: day la dich vu cong mién phi, hoat dong 24/24 gio tit ca cac ngay trong
tuan ké ca 1&, Tét, do Cuc Ba me va Tré em, BO Y té quan 1y, c6 doi ngii tu van vién
chuyén trach va co thé tiép nhan qua nhiéu kénh khac nhau (goi dién, Zalo 111, tng
dung App 111, website tongdail 11.vn) chir khong chi qua dién thoai. Vi tinh huéng c6
dau hiéu nguy hiém vé an ninh, trat tu can can thiép khéan cép, s6 113 1a dau mdi chung
trén toan qudc. Vi cac vu viée lién quan dén lira ddo qua tin nhin, cudc goi vién théng,
dau s6 156 (goi hodc nhin tin) va 5656 (nhan tin) do Cuc An ninh mang, B6 Cong an
van hanh 13 kénh tiép nhan chinh thirc trén toan quéc [17]. Ngoai ra, cong thong tin
vncert.vn cua Trung tim Ung ciru khan cip khong gian mang Viét Nam (VNCERT)
thudc Cuc An ninh mang, B Cong an ciing 1a mdt dau mdi truc tuyén hitu ich dé phan
anh cac su cb, website gid mao. Vi nhitng vu viéc ¢o dAu hiéu hinh su 1o rang (ltra dao
chiém doat tai san, de doa téng tién), gia dinh nén dén truc tiép hodc lién hé cong an noi
cu tra dé duogc huéng dan thi tuc trinh bao chinh thirc. Hinh 4.8 minh hoa vé céac kénh

hd trg khi gip su ¢b trén khong gian mang.
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Cac kénh trinh bao va ho trg khi gdp su ¢6 trén khong gian mang
(Cép nhat theo cd quan, ddgvi hién hanh tir nam 2025)

N\ £ & N\
«» @D\
nl
2 z a a1 , FAN 2 , y .
Téng dai quéc gia Céng an Trinh béo lira d3o, Trung tam Ung citu lfljan cap Cong tra cliu théng tin
bao vé tré em (khén cép) t6i pham céng nghé cao khong gian mang'Vlet Nam tén mién qudc gia (VNNIC)
truc thudc Cuc An ninh mang - .
@ Hb trg, tu van, tiép nhan ® Goi ngay khi cé tinh ® Trinh béo khi phat hién B¥Clagen Tacutenmiegoyv
théng tin vé céc vén dé hudng khén cip vé hanh vi ltfa ddo, chiém Website: vncert.vn Hoéc nhén tin t6i 156
lién quan dén tré em an ninh, trat tu, an toan doat tai san, thu thap ra . @ V6i ci phap:
e : el i SR Dién thoai: 0692 205 188 L A
trén mai trudng mang. tinh mang, tai san. tréi phép thong tin ca nhan (hoat dong 24/7/365) TCTM [tén mién hoiic link]
@ Mién phi, hoat déng ® Hoat dong 24/7 hoac cac hanh vi vi pham atdong vi dy: TCTM example.com
24/7. S ' phép luat khac trén mang. @ Email: contact@vncert.vn
¢ W’ ® Cong an cap xa/tinh ® Hb trgkythuat, tiép nhan, xirly | [ @ Kiém tra thong tin chiithé
e Z. ~ m/ gan nhit. su ¢8 an ninh mang. tén mién, website dang ngd.
‘ @ Cung cép canh bdo, hudng dan @ Ho trg ngudi diing nhan biét,
L )L [la=—u] ) L bao dam an toan thong tin. JAL phong tranh cac website gia mzo. )

Tuy theo tinh chat su viéc, hdy lua chon kénh phu hop. Khi la hoc sinh, can théng bao ngay cho cha me,
thay cb hodc ngudi [6n tin cy trudc khi lién hé cac kénh trén.

Hinh 4.8. Cdc kénh trinh bdo chinh thirc khi gip sw c¢é trén khéng gian mang

Song song véi viéc trinh bao co quan chirc ning, dimg quén bao cdo truc tiép voi
chinh nén tang noi xay ra sy viéc — Zalo, TikTok, Facebook déu cé chirc ning Report
tich hop san cho phép nén tang xir Iy nhanh viéc g& noi dung hoic khéa tai khoan vi
pham, doc 1ap véi quy trinh phap 1y ¢6 thé mat nhiéu thoi gian hon. Véi TikTok cu thé,
ngoai chirc ning report ngay trén video/tai khoan, nén ting con duy tri mot Trung tAm
an toan (Safety Center) truc tuyén bang tiéng Viét, cung cap hudng dan chi tiét cach bao
cdo tung loai ndi dung — tir bét nat, hanh vi lam dung cho dén tai khoan chua du tudi st

dung nén tang.
4.2.3. Buéc 6-7: Phuc hdi va phong ngira lau dai

Hai budc cudi cung thudong bi xem nhe vi tam 1y muon “khép lai cang nhanh cang
tot” sau khi van dé truéc mat da tam on, nhung lai quyét dinh liéu su c6 c6 tai dién hay

dé lai di chimg lau dai hay khong.

Budc 6. Khoi phuc an toan. Sau khi su ¢b trudc mat da dugc kiém soat, can khoi
phuc lai trang thai an toan cho tai khoan, thiét bi va thong tin ctia hoc sinh. Tuy tinh
hudng, viéc nay co thé gdbm thay d6i mat khau, kiém tra tai khoan, diéu chinh quyén
riéng tu, bao céo nodi dung vi pham hoic phdi hgp voi nén tang va co quan c6 trach
nhiém.

Vi su ¢b lién quan dén quan h¢ xa hdi nhu bat nat, gia mao hoac de doa, “khoi

phuc” khong chi 14 xir 1y tai khoan. Nha truong can xem xét hoc sinh c6 con phai tiép
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xuc véi ngudi gay ra sy viée trong lop, trong nhém chat hodc trong cac hoat dong hoc

tap hay khong dé c6 bién phap hd trg phu hop.

Budc 7. Theo ddi va hd trg sau su cd. Nha truong khong nén mac dinh sy viéc da
két thic chi vi noi dung da dugc g0, tai khoan da bi khoa hoac hoc sinh vi pham da dugc
xu ly.

Gido vién chu nhiém, bg phan tu van hodc nguoi dugce giao hd tro nén chu dong
hoi tham hoc sinh trong thoi gian sau su ¢d. Viée theo ddi khong can tao cam giac “giam
s4t”, ma nham gitip nha truong nhan biét lidu su viéc co tiép tuc hay khong va hoc sinh

¢6 can thém sy hd tro hay khong.
C6 thé trao d6i v6i hoc sinh bang nhiing cau héi don gian:
- Gan day su viéc c6 tiép tuc xay ra khong?
- Em ¢6 con nhan dugc tin nhin hodc ndi dung lam em lo ling khong?
- Khi dén trudong hodc tham gia nhom 16p, em c6 cam thiy an toan khong?
- Hién tai em c6 can thay c6 hodc nha trudng hd tro thém diéu gi khong?

Véi su c6 nghiém trong hodc kéo dai, nha trudng nén phdi hop véi gia dinh va bo
phan tu van tdm 1y hoc duong; khi vuot qua kha ning xir Iy ctia nha trudng, can két ndi

voi co quan hodc dich vu ho tro phu hop.

Sw phéi hop giira gia dinh va nha trwong trong budée 6-7

Gia dinh nén chu dong thong bao cho gido vién chu nhiém khi con 1a nan nhan ctia mot sy
cb nghiém trong lién quan dén ban hoc hoic anh hudng dén tam 1y khi dén truong, thay vi
chi xtr 1y trong pham vi gia dinh — vi nha trudng c6 thé can can thiép thém ¢ khia canh
quan hé ban be, ky luat hoc duong ma gia dinh khong thé tu giai quyét.

Nguoc lai, nha trudong khi phat hi¢n déu hiéu hoc sinh gap su cd trén mang cling nén lién
hé gia dinh som, theo dung tinh than phéi hop trach nhiém da néu trong khung phap 1y &
Chuong 1 (Piéu 34 Nghi dinh 56/2017/ND-CP), thay vi chi xtr 1y ndi bo trong pham vi 16p
hoc.

4.2.4. Minh hoa: ap dung quy trinh 7 buéc vao mét tinh hudng cu thé

(Tinh huéng minh hoa, xdy dwng duwa trén kich ban liva ddo gia mao “két quda thi
hoc ky” qua Zalo) dé thay 1d quy trinh 7 budc van hanh nhu thé nao trong thuc té thay
vi chi dimg lai & Iy thuyét, hiy hinh dung lai chinh x4c tinh hudng nhu sau: mot tai

khoan Zalo Official Account mao danh truong hoc gui thong bao “Két qua thi hoc ky
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da c6, phu huynh bam vao duong link dé xem diém”, va mét phu huynh, vi nén nong,
da bam vao link va nhap mot s6 thong tin cd nhan cua con trude khi kip nhan ra dau hi¢u

bat thudng.

Giai doan 1 (Bwdc 1-3): ngay khi nhan ra trang web vira truy cdp cé giao dién
hoi khac la so véi cong thong tin quen thudc ctia truong — co thé 1a logo hoi mo, duong
dan (URL) khong dang tén mién cua truong — phu huynh nén lap tirc tit WiFi hoac dir
lidu di dong trén thiét bi vira ding dé truy cap (Budc 1), dé néu ddy thuc sy 1a mét trang
chtra ma doc, két ndi bi cat s& han ché nguy co dit liéu tiép tuc bi truyén di. Ngay sau
d6, chup lai anh man hinh toan b tin nhan gdc trén Zalo, dudng link di bim vao va cac
thong tin d4 15 nhap (Budc 2) — day s& 1a bang chimg quan trong néu can trinh bao. Cudi
cung, chin ngay tai khoan Zalo OA gia mao dé (Budc 3); néu trang web c6 yéu ciu
thanh todn mot khoan phi nho dé “xac nhan”, tuyét d6i khong thuc hién giao dich du s6

tién dugc yé€u cau nho dén dau.

Giai doan 2 (Buéc 4-5): phu huynh nén trao doi ngay véi ngudi con lai trong gia
dinh hodc goi dién hoi truc tiép gido vién chui nhiém qua s6 dién thoai da luu tir trude —
khong phai s6 trong tin nhan gia mao — dé xac nhan nha truong c6 thyuc sy gii thong
bao dang nay hay khong (Budc 4). Sau khi xac nhan day 1a dau hiéu Ira dao, phu huynh
can luu lai tin nhan, dia chi website va cac thong tin lién quan, bao cdo tai khoan gia
mao dén dau sb 156/5656 cua Cuc An ninh mang, Bo Cong an, d@)ng tho1i trinh bao co
quan Cong an noi gan nhat néu c6 dau hiéu chiém doat tai san hodc thu thap trai phép
thong tin c4 nhan. Co6 thé st dung Cong tra ciu théng tin tén mién tai
tracuutenmien.gov.vn cia Bo Khoa hoc va Cong nghé dé kiém tra thong tin tén mién.
Néu nghi ngo thiét bi hodc hé thong gip su ¢b an ninh mang, c6 thé tham khao kénh hd
trg cua VNCERT tai vncert.vn (Budc 5).

Giai doan 3 (Buéc 6-7): néu nghi ngo thiét bi da bi cai ma doc, nén sao luu cac
dir li¢u quan trong (anh, danh ba) sang Google Drive hodc iCloud, sau d6 co thé can
nhéc khoi phuc cai dat géc thiét bi néu phén mém bao mat xac nhan c6 ma doc, rdi cai
dat lai ttr ban sao luu sach; déng thoi ddi mat khau cua tai khoan Zalo va bat ky tai khoan
nao khac dung chung mat khau (Budc 6). Cudi cung, gia dinh nén danh mot budi tro
chuyén ngin v6i con — khong phai dé trach moéc ma dé cung rat kinh nghiém: “Lan sau
néu thay tin nhan bao diém thi, minh s& ludn goi hoi lai cd gido trudc khi bam vao link
nhé” — bién trai nghiém khong mong muén ndy thanh mét lan thuc hanh cu thé cho

nguyén tic “Dimg — Nghi — Kiém tra” di hoc & Chuong 2 (Budc 7).

86



Vi duy trén cho thdy mot diac diém quan trong ctia quy trinh 7 budc: phan 16n thoi
gian va cong strc khong nam & cac thao tac ky thuat phirc tap, ma nim ¢ viée giit dung
thr ty hanh dong va khong bd sot budc nao — dac biét 1a hai budce dé bi bod qua nhat
trong tdm 1y hoang loan thuc té: chup bang ching trudc khi chan (Budc 2-3), va rit
kinh nghiém sau khi moi thtr d 6n dinh (Budc 7).

4.2.5. Bai hoc kinh nghiém sau khi giai quyét sw ¢6

Sau khi tu vin va xtr 1y su cd, can lam gi? Viéc hd trg hoc sinh khong nén két thac
ngay khi su cb trén mang da duoc xtr Iy. Sau tu van, gido vién, nha trudng va gia dinh
nén cung hoc sinh nhin lai sy viéc mot cach binh tinh, xac dinh diéu gi da xay ra, dau
hiéu nao c6 thé nhan biét sém hon va cach xtr Iy nao di gitip bao dam an toan. Tur do,
hoc sinh rat ra bai hoc kinh nghiém phu hop vé6i 1ra tudi, ching han biét ding lai truéce
khi bAm vao lién két la, kiém tra nguoi gui, bado v€ thong tin ¢4 nhan, chin va bdo céo
khi bi 1am phién, hodc tim ngudi 16n hd trg sém hon. Dong thdi, can kiém tra xem hoc
sinh ¢6 con lo léng, so hai, né tranh ban bé, nhém 16p hoac nén tang tirng xay ra sy )
hay khong dé tiép tuc hd tro khi can. Vi nhitng truong hop nhay cam, nha trudng can
giit kin thong tin, ton trong quyén riéng tu va tranh nhac lai su viéc trude tap thé. Muc
tiéu cubi cung khong chi 1a “giai quyét xong mot sy ¢6”, ma 1a giup hoc sinh hiéu diéu
d3 xay ra, ldy lai cam gidc an toan va biét cach ty bao vé tét hon trong nhimng lan st
dung Internet sau nay. Hinh 4.9 sau minh hoa vé nhitng viéc can lam sau khi tu van va
giai quyét sy cb.

SAU KHI TU VAN, CAN LAM Gi? st e d

” 2 . = " - giai quyé'g, héy cling
Khong chi dirng lai & viéc xt ly su ¢, hoc sinh can dugc ho trg ti€p tuc dé nhin lai dé rit ra bai

cam thay an toan, rat kinh nghiém va sir dung mang tét hon. :‘g‘a ;’é{:\_ﬂhény tranh
Kiém tra lai O S = Diéu chinh théi quen o = - e A %
VA diiti o e todn e Nhin lai va rut kinh nghiém st dmgmeng Tiép tuc dugc ho trg Két ludn va cam két

¥ Q E

.Y ), (B \ . @ Téng két nhitng viéc da lam.
@ Dam bio tai khoan, thiét bi © biéu gi da xdy ra? Thiét 13p quyén riéng tu. @ Nha trudng, gia dinh tiép tuc © Ghi nhd bii hoc kinh nghiém.
Tthdiig A an e ! © Visaoxdyra? @ Can trong hon khi chia sé hoi tham, lang nghe. @ cam ké’l: str dung mang an toan,
e o i > éng til & am Iy khi ca 6 trach nhiém.
@ Kiém tra xem syt viéc c6 T théng tin. @ H6 trg tam ly khi can. COJ & N —
con tiép dién khang. © i g8 am it gieu g1 © sirdung mang ding muc dich @ Donghanhdéemtytintrslai @ Néu cn, thoa thuan ké hoach
@ Em cén thay ddi diéu gi? va lanh manh hon. hoc tap va sinh hoat. theo ddi trong thdsi gian tiép theo.
&
,(" /
h 4
) meuwoc ol res [ prmn
Gilip cic em hiéu chuyén da xay ra va biét cich an toan hon. Gitip cAc em phan tich nguyén nhén va tu diéu chinh hanh vi. Gilip cAcem ty da’zh gid, xdy dung k¥ nang va c6 trach nhiém hon
trong méi truding s6.
N6i lai bing |&i don gidn chuyén da xdy ra Q Cung xem lai nguyén nhén: em da lam gi, G o & e a A e % o
dé cac em hidu. (1] diéu gi khién sy viéc xdy ra? Q@ il ) g M i ttg e Al e
Nhéc lai nhiing viéc nén 13m va khéng nén lam o o Rt kinh nghiém vé céch chia sé théng tin, - o Z z
o khi st dung mang. két ban, tham gia nhom va st dyng ting dung. 9 ::‘tl;'é"n"‘ C";a'g;’;] b dung ké hoach st dyng mang
@ @  Cing cha me, thiy cd diit ra mdt 3 quy thc Thiét lap lai quyén riéng tu, kiém tra tai khodn D@ NGl 15 e ducc hb 6t iy vl hoc
@@® s dung thiét bi va Internet. e va diéu chinh théi quen sif dung mang. o (7)) trz:g(:‘:l:‘él I;i:n g:u sy Ca-o PUBMiys v boc dung
Quan tam, ddng vién d& cac em khdng con lo lang, o @ @ Tiép tuc dugc thiy cb, gia dinh quan tam, o Cam két tuin thi quy thc ing xir trén mang va cht dé
O sg hai. @@® h6i tham trong thasi gian sau sy 3. @ hé trg ban bé khi gagkhé khgn_ k) o

Bai hoc quan trong: Khi co diéu gi khién em budn, §
lo ling hogic khdng hiéu, hdly néi ngay véi ngudilén
ma em tin cay. Em khéng phai tu giai quyét mot minh.

Bai hoc quan trong: Hay suy nghi ky trudc khi

dang, chia sé hodc lam theo hudng dén clia ngudi khic
trén mang. Mét quyét dinh céin thin hom nay s gidp em
tréanh dugc nhiéu i ro sau nay.

Bai hoc quan trong: Em |a ngui chiu trach nhiém
vdi nhiing gi minh dang, chia sé va lam trén mang.
Hay stf dung Internet dé hoc tap, két ndi vaphat trién
ban than mét cach an toan, van minh.

Hinh 4.9. Bai hoc kinh nghiém sau khi t vin gidi quyét sw cé

87



4.3. Két luan chwong

An toan trén méi trudng mang khong chi 13 biét cach phong tranh rii ro, ma con
13 biét phai lam gi khi su ¢6 thuc sy xay ra. Cac bién phap k¥ thuat, sy dong hanh cia
gia dinh va gido duc k¥ ning tai nha truong déu co vai trd quan trong va can hd tro 1an
nhau. Céng cu c¢6 thé giup giam nguy co, nhung chinh kién thirc, k§ ning va thoi quen

an toan maoi giap hoc sinh chu dong bao vé minh trong qua trinh sir dung Internet.

Quy trinh 7 budc & muc 4.2 vi thé khong nén dugc hiéu 1a mot danh sach phai ghi
nhé may méc. Diéu quan trong hon 1a hinh thanh cach img phé dung khi gip sy cd: binh
tinh, dirng hanh dong c6 nguy co, bao vé tai khoan va thong tin ca nhan, luu lai bang
ching khi can, bao cho nguoi tin cdy va tim kiém sy hd trg phi hop. X 1y sém va ding

cach c6 thé gitip han ché thi¢t hai va ngén sy viéc tré nén nghiém trong hon.

Pong thoi, xdy dung méi trudng mang an toan khong phai trach nhiém cia riéng
hoc sinh. Gia dinh can déng hanh, nha truong can huéng dan va hd trg, con hoc sinh
can chu dong thyc hanh nhimng k¥ ning da duogc trang bi. Khi ba bén cing phdi hop,
nhimg nguyén tic ¢ Chuong 2, kién thirc vé rai ro & Chuong 3 va k¥ ning tmg pho &
Chuong 4 s& trd thanh mot hé théng thong nhat: biét dé phong tranh — nhéan ra dé canh
giac — binh tinh dé xtr Iy — cha dong tim sy hd tro khi can.

Muc tiéu cudi ciing khong phai 13 tranh xa Internet, ma 13 gitp mdi hoc sinh st
dung cong ngh¢ an toan, tu tin, c6 trach nhiém va biét tu bao vé minh trong moi truong

A

SO.

88



CHUONG 5. MOT SO KY NANG KHAI THAC MANG
AN TOAN, HIEU QUA PHUC VU HQC TAP

O cac chuong trude, hoc sinh di duge tim hiéu nhitng nguyén tic sir dung mang
an toan, cach nhan biét rui ro, phong tranh va tng phé khi gip su c¢b. Tuy nhién, an toan
khong phai 13 muyc tiéu duy nhat khi st dung Internet. Méi trudng s6 con mé ra nhiéu
co hdi dé hoc sinh tim kiém kién thure, tu hoc, trao d6i véi ban be, sang tao ndi dung va

tiép can nhitng cong cu hd tro hoc tip ngay cang phong phi.

Vi vay, bén canh vi¢c biét tu bao vé minh, hoc sinh cling can biét khai thac Internet
mot cach hidu qua va c6 trach nhiém. Mot két qua tim kiém xuat hién dau tién chua chic
da chinh xac; mét cau tra 101 do Al tao ra chua chic da dang tin cdy; va viéc co rat nhiéu
tai liéu trong tay ciing chua chic gitip hoc t6t néu khong biét lwa chon, kiém ching va
sir dung thong tin ding cach. Trong méi truong s6, diéu quan trong khong chi 1a “tim
dugc thong tin”, ma con 13 “biét thong tin nao dang tin va st dung thong tin d6 nhu thé

2

nao”.

Chuong 5 vi thé tap trung vao hai nhom k¥ ning thiét thyc. Muyc 5.1 huéng dan
hoc sinh tim kiém, danh gia, lya chon va trich dan thong tin phuc vu hoc tap. Muc 5.2
huéng dan cach hoc tap, hop tac trén méi trudng sb va sir dung cac cong cu Al mot cach
phu hop, dong thoi biét quan 1y thoi gian dé cong nghé thyuc sy hd tro thay vi 1am gian
doan viéc hoc. Ngoai ra chuong nay ciing huéng dan cach sir dung k¥ thuat soan thao
cau lénh khi str dung Al va tich hop 8 k¥ ning trong mot tuan hoc va 1am viéc hiéu qua
trong phan 5.3 va 5.4.

Thong qua nhirng k¥ ning nay, hoc sinh timg budc chuyén tir “sir dung Internet an
toan” sang “sir dung Internet an toan, thong minh va hiéu qua”, biét tim kiém tri thic,
biét kiém chimg, biét sir dung cong cu sb dung muc dich va chi dong chiu trach nhiém

v6i1 cach minh st dung cong nghé.
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O

NHOM 5.1 - TIM KIEM & NGHIEN CUU

8 KY NANG KHAI THAC MANG AN TOAN,
<3+ HIEU QUA PHUC VU HOC TAP -

-
L=

o3

Nguén hoc thuat
dang tin cay
*
Uu tién cac nguén hoc thuét,

chinh théng nhu: Google Scholar,
thu vién sé, trang .edu, .gov, .org

o ( keyword B

D I €D

Boolean Search
& loc két qua

Sir dung toan tir Boolean (AND, OR,
NOT), dat dau ngodc, trich dan dé tim
kiém chinh xac va loc két qua phu hop.

© ..
APA
MLA

Trich dan chuan
APA/MLA
L 2

Trich dan dung chuan APA/MLA
dé tén trong ban quyén va

tang tinh hoc thuat cho bai viét.

o
=

Panh gia nguén tin
(CRAAP)

Danh gia ngudn tin theo 5 tiéu chi
CRAAP: Currency, Relevance,
Authority, Accuracy, Purpose.

va nha xuat ban uy tin.

NHOM 5.2 - HOP TAC & CONG CU Al -

*a3a 37 [*iie

Lam viéc nhém Al hoc tap Pao dic hoc thuat
ma héa an toan c6 kiém soat thai dai Al
Trung thuc, khéng dao van, khéng

gian lan hoc thuat. Ghi rd viéc sir dung
Al va tén trong quyén tac gia.

Quan ly thai gian |
hoc online |
o . |
Str dung Al dé hé trg hoc tap:
tém tat, giai thich, ggi y y tuéng...
nhung ludn kiém ching théng tin
va khéng phu thudc hoan toan.

.
Sir dung cong cu cdng tac an toan
(Google Drive, Docs, SharePoint,...)
va thiét lap quyén truy cap phu hop,
bao vé thong tin & tai liéu.

Lap k& hoach, uu tién nhiém vu,
| str dung Pomodoro, han ché xao nhang |
dé nang cao hiéu suat hoc tap. |

£2A GHI NHG: Khaithac Internet thong minh - chon ding nguén - duing ding céng cu - hop tac trach nhiém
Q sé gilip ban hoc tap an toan, hiéu qua va phat trién bén viing trong thdi dai s6.

Hinh 5.1. Tong quan 8 ky ning khai thic mang an toan, hiéu qud phuc vu hoc tap
5.1. K§ niing tim kiém, danh gia va sir dung thong tin

Internet giup hoc sinh co thé tim kiém thong tin cho mot bai tap, mot cau hoi hay
mot chu d& minh quan tAm chi trong vai gidy. Tuy nhién, ¢ nhiéu thong tin khong co
nghia 13 tit ca déu dung va dang tin cay. Cuing mot cau hoi, cong cu tim kiém c6 thé tra
vé hang nghin két qua tir co quan nha nudc, trudng dai hoc, bao chi, sach dién tir, dién
dan, mang xa hdi, video ¢4 nhan hoac ndi dung do Al tao ra. Néu chi chon két qua Xuét
hién dau tién hodc bai viét c6 nhiéu luot xem, hoc sinh rat dé s dung phai thong tin

thiéu chinh x4c, 15 thoi hodc khong phu hop véi muc dich hoc tép.

Vi vy, k¥ nang tim kiém trén Internet khong don gian 14 “gd tir khoa roi chon mot
két qua”. Hoc sinh can biét minh dang tim thong tin gi, nén tim & dau, str dung tir khoa
nhu thé nao va quan trong hon 13 biét kiém tra thong tin tim dugc trude khi sir dung.
Khi gap mdt bai viét, hinh anh, video hay cau tra 161 do Al cung cép, cac em nén hinh
thanh thoi quen dit cdu hoi: Ai cung cap thong tin nay? Théng tin duoc cong bd khi
nao? Co6 bang chimg hoidc ngudn din hay khong? C6 thé kiém tra lai & ngudn khac
khong?

Noi dung trong phan nay tap trung vao bdn k¥ ning gitp hoc sinh timg budc thuc

hién qué trinh d6. Trudce hét 1a Nhdn dién va lira chon nguon théng tin déang tin cdy.
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Tiép theo 1a Stk dung tir khéa va cdc ky thudt tim kiém ndng cao dé tim dtung thong tin
can thiét thay vi mat thoi gian gitra qua nhiéu két qua. Sau khi tim dwoc tai lidu, hoc sinh
can Panh gia d6 tin cdy ctia ngudn bang nhitng tiéu chi rd rang, thay vi chi dua vao cam
giac hodc s6 lugt xem. Cudi cung 1a Ghi ngudn va trich dan dung cach, thé hién sy ton
trong d6i v6i ngudi tao ra thong tin va gitp nguoi doc ¢ thé kiém tra lai ngudn di st

dung.

Bon k¥ niang nay tao thanh mot qua trinh don gian nhung rat quan trong:

TiM PUNG — KIEM TRA — LUA CHON — SU DUNG VA GHI NGUON

Khi hinh thanh duoc thoéi quen nay, hoc sinh khong chi tim kiém thong tin nhanh
hon ma con ting budce biét ty hoc, kiém ching thong tin va str dung tri thirc trén Internet
mot cach co trach nhiém.

5.1.1. Nhin dién va lra chon ngudn thong tin dang tin ciy

Internet gitip hoc sinh tim dugc rat nhidu thong tin chi trong thoi gian ngan. Tuy
nhién, khong phai thong tin ndo xuét hién trén mang ciing dung. Mot bai viét cé nhiéu
luot xem, mot video duoc chia sé nhiéu 1an hodc mot cau tra 101 xuét hién dau tién trén
cong cu tim kiém van c6 thé sai, da cii hodc khong pht hop v6i ndi dung dang hoc.

Vi vay, trude khi st dung mot thong tin, hoc sinh nén danh it phut dé kiém tra
ngudn. C6 thé bit dau bang bon cau hoi don gian:

a. Ai cung cdp théng tin?

Hay xem bai viét, video hodc tai liéu do ai tao ra. Nhitng ngudn nhu co quan nha
nudc, nha truong, gido vién, sach gido khoa, truong dai hoc, vién nghién ciru hodc t0
chtrc c6 uy tin thuong dang tin cady hon nhitng bai dang khong ghi 1o tac gia.

b. Thong tin dwoc dang khi nao?

Mot s6 thong tin c6 thé ding trude day nhung khong con phu hop & thoi diém hién
tai, dac biét la thong tin vé phap luat, cong ngh¢, stc khoe, tuyén sinh hodac cac su kién
dang dién ra. Vi vy, can cht ¥ ngay ding hodc ngdy cip nhét.

C. Thong tin co6 can cur khong?

Ngudn dang tin cdy thuong cho biét thong tin dwoc ldy tir ddu, co sd lidu, tai licu
tham khao hoidc din dén ngudn gdc dé nguoi doc kiém tra lai. Néu mot bai viét chi khiang
dinh “nghe n6i”, “nhiéu ngudi cho rang” hoic dua ra con s nhung khong néi ngudn &

dau, hoc sinh can than trong.
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d. C6 thé kiém tra lai 6 nguén khdc khéng?

Khi thong tin quan trong hodc con nghi ngo, khong nén chi dya vao mot ngudn.
Hay dbi chiéu véi sach gido khoa, tai liéu cua gido vién, trang thong tin chinh thic hodc
mot ngudn dang tin cdy khac. Néu van chua chic chin, nén hoi gido vién hoic ngudi
16n.

e. Nén wu tién nguon nao?

Khi hoc tap, hoc sinh co thé wu tién theo thu tu don gian sau:

- Sach giao khoa, tai li€u cua gido vién va nha truong

- Co quan nha nudc, truong dai hoc, td chuc chuyén mon

- Bo chi va nén tang gido duc c6 ngudn rd rang

- Céc trang tong hop, dién dan va mang xa hoi

Piéu nay khong c6 nghia moi thong tin trén mang xi hoi hodc dién dan déu sai.
Tuy nhién, nhitng nguén nay thudng do ca nhan ding tai va co thé chua dugc kiém tra,
vi vay can d6i chiéu trudc khi sir dung.

f. Phit hop véi tirng cip hoc

Véi hoc sinh tiéu hoc, khi chua biét mot trang web hodc thong tin c6 dang tin hay
khong, cac em nén vu tién tai lidu do thay c6, nha trudng hodc cha me hudng din. Khdng
nén ty y 1am theo nhitng ndi dung la chi vi thdy nhiéu ngudi chia sé.

Véi hoc sinh THCS, ngoai viéc xem ai 1a ngudi cung cap thong tin, cic em nén chi
y thoi gian ding, nguon dan va kiém tra lai & it nhat mot nguon khéac khi théng tin quan
trong hoic c6 vé bat thuong.

Véi hoc sinh THPT, dac biét khi lam bai thuyét trinh, du an hodc nghién ciru, can
kiém tra k¥ tac gia, co quan xuat ban, thoi gian cong bd, sb liéu va tai liéu tham khao.
V61 thong tin hoc thuat, nén uu tién bai bao khoa hoc, sach, bao cao cua co quan chuyén
mon hodc tai liu tr trudong dai hoc va vién nghién ciu.

Bang 5.1 minh hoa vé céc loai ngudn va muc do tin ciy cling nhu cach sir dung

phu hop cho hoc sinh.

Mot nguyén tic don gidn ¢ thé ap dung khi lwa chon ngudn la:
U tién ngudn 16 tac gia — rd don vi xudt ban — c6 thoi gian cong bd — o6 bang ching

hodc tai liéu tham khao — c6 thé kiém tra lai & ngudn khac.
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Khi chua chic chin mot thong tin ¢6 dang tin hay khong, cach an toan nhat 1a d6i chiéu it

nhat véi mot nguon c6 uy tin khac hodc hoi gido vién trude khi stir dung.

Bdng 5.1. Bang dit liéu nguén va mirc dé tin cdy

Loai ngudn Mire dg tin cay Cach sir dung phu hop
Thu vién s6 / hoc liéu dién | Rét cao Uu tién tham khao dau tién vi bam sat
tur cua truong chuong trinh dang hoc
hocmai.vn, Cao Hoc bai méi, on tap, luyén dé co 10i giai

Viettel Study, chi tiét, da qua bién soan chuyén mon

VioEdu.vn,
violympic.vn,
olm.vn,

ioe.vn

5.1.2. Sir dung tir khéa va cac k¥ thuit tim kiém nang cao

Khi can tim thong tin trén Internet, cach dat tir khoa hoac cau héi c6 anh huong rat
16n dén két qua nhan dugc. Néu tim qué chung chung, hoc sinh cé thé nhan duoc rat
nhiéu két qua khong can thiét. Nguoc lai, néu xac dinh rd diéu minh mudn biét va sir

dung nhiing tir quan trong, vi¢c tim kiém s€ nhanh va chinh xac hon.

Mot cach don gian 1a thyc hién theo bon budc:

XAC PINH CAN TIM — CHON TU KHOA — PIEU CHINH KET QUA —
KIEM TRA NGUON

a. Bit dau bing nhitng tir quan trong

Trude khi tim kiém, hoc sinh nén nghi xem minh thuc sy can thong tin gi va chon

nhiing tir thé hién rd nhat néi dung do.
Vi dy, thay vi tim:
“Em muon biét vé 6 nhiéem moi truong.”

¢6 thé tim cu thé hon:
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“Nguyén nhan 6 nhiém khéng khi”

hoac
“6 nhiém khong khi Viét Nam hoc sinh”.

Néu két qua chua phu hop, c6 thé thém hodc thay ddi tir khoa. Chang han, thém

tén mon hoc, 16p, dia diém, nam hoac loai tai li¢u can tim.

bicu quan trong 1a khong can gé mot cau that dai. Hay bat dau bang nhiing tur
chinh, xem két qua ro1 di€u chinh dan. D61 véi hoce sinh tiéu hoc, cha me hoac thay co
nén hd tro tryc tiép, va trao doi vdi cac em hoc sinh dé xem cac em suy nghi, sau d6 hoi

va ciing tim dugc tir khda ma cac em mong mudn.
b. Thu hep két qua khi can

Véi hoc sinh 16n hon, dic biét 1a THCS va THPT, mot s6 cach tim don gidn c6 thé
gitip giam bét két qua khdng lién quan.

- Pat mot cum tir trong ddu ngodc kép "..." khi mudn tim ding cum tir do.

Vi du: "an toan trén mang".

- Dung site: khi muén tim thong tin trong mot trang hodc mot nhém trang nhat
dinh.

Vi du: "an toan mang" site:gov.vn dé uu tién két qua tir cac trang co quan nha nudc.

- Dung filetype:pdf khi can tim tai liéu dang PDF. Vi dy: "an toan mang cho hoc
sinh" filetype:pdf.

Hoc sinh khong can nhd nhiéu ct phap. Chi nén sir dung nhiing cach nay khi chiing
thuc su giup viée tim kiém dé hon.

C. Tim kiém véi sw hé tro ciia AI
Ngoai cong cu tim kiém thong thuong, hoc sinh co thé sur dung Al dé hd tro tim
thong tin. Khi hoi Al nén noi rd minh can gi thay vi dat cau hoi qua chung chung.

Vi du:

“Hay gidi thich ba nguyén nhéan chinh gy é nhiém khéng khi cho hoc sinh I6p 6

)

va goi y nguon dé em kiém tra lai.’
Hoac:

“Em can tim tdi liéu vé bién doi khi hdu d@é lam bai thuyét trinh 16p 10. Hay goi ¥

b

cdc tu khoa va nhirng loai nguon dang tin cdy nén tim.’
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Al dic biét hitu ich khi hoc sinh chura biét nén bat dau tim bang tir khoa nao, muén

thu hep mdt chu dé hodc mudn duoc go1 ¥ nhitng khia canh can tim hiéu thém.

Tuy nhién, Al khong thay thé viéc tim va kiém tra nguén. Néu Al dua ra mgt con
s0, su kién, trich dan hoic duong dan, hoc sinh can mé nguon goc va kiém tra trudce khi

st dung. Khong nén ghi vao bai chi vi Al tra 161 nghe c6 vé hop ly.
d. Cdch tim kiém phit hop véi tirng cip hoc

V61 hoc sinh ti€u hoc, nén bat dau bang nhitng tr khéa ngdn, rd rang va uu tién
cac trang, tai liéu do gido vién hodc cha me hudng dan. Khi st dung Al dé€ tim hoac giai

thich thong tin, nén c6 sy huéng dan ciia ngudi 16n.
Vi du:
“vong doi cua buom”
“cach tiét kiém nuéec cho hoc sinh”.

Véi hoc sinh THCS, c6 thé két hop nhiéu tir khoa dé 1am rd diéu can tim va budc
dau stir dung dau ngodc kép hodc gidi han nguon. Cac em ciing c6 thé nho Al goi ¥ tir

khoa, giai thich khai niém hodc dé xuit ngudn dé tiép tuc tim hiéu.
Vi du:
“tac hai rac thai nhwa’ hoc sinh
hoac hoi Al:
“Goiy cho em 5 tir khoa dé tim tai liéu vé tac hai cuia rdc thai nhua.”

Véi hoc sinh THPT, khi lam bai thuyét trinh, du an hoac nghién ctru, co thé str
dung thém céc cach tim nhu site:, filetype: hodc cong cu tim kiém tai liéu hoc thuat. Al
¢6 thé hd trg tao tir khoa, so sanh cac hudng tim kiém, tom tit noi dung ban dau hoic

g0i ¥ ngudn, nhung hoc sinh van phai doc va kiém tra tai liéu gdc trude khi trich dan.
e. Piéu can nhé
Tim kiém t6t khong phai 1a tim that nhidu, ma 1a tim dang thong tin minh can.
Hay nho:
HOI RO — TIM PUNG — DPIEU CHINH — KIEM TRA

Két qua xuat hién dau tién chua chac 1a két qua tot nhat. Cau tra 1oi ciia Al ciing
chua chic ding. Trudc khi sir dung thong tin cho bai hoc, hiy xem ngudn va kiém tra

lai.
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Diéu quan trong can nhd 1a tim kiém t6t khong phai 1a go that nhidu tir, ma 1a biét
minh can tim gi va diéu chinh tir khoa dé timg budc tién gan dén ngudn phu hop nhat.
Sau khi tim duoc tai liéu, hoc sinh van can ap dung cac k¥ ning danh gia ngudén & muc
tiép theo trudc khi tin tuong va sir dung thong tin. Hinh 5.2 minh hoa cac phép tim kiém

co ban gitip tim kiém chinh xac hon.

: Bon toan tir Boolean co ban
giup tim kiém chinh xac hon

™\

" anD B GE | EE

b || 6—
\ ; 99
,/
Thu hep két qua — M& réng két qua — Loai trir két qua — Tim chinh xac —
CA HAI tir khéa MOT TRONG HAI KHONG chifa tif khéa cum ti phai xuat hién
phai xuat hién tir khoa xuat hién phia sau nguyén ven, ding thu tu

[Q an toan mang AND hoc sinh] (-\\ bét nat mang OR cyberbullying (Q an toan mang NOT game l [Q "12 nguyén tac vang" ]
[
1 ‘ ’,
Két qua: Chi nhimng trang ' K&t qua: Nhiing trang c6 Két qua: Nhing trang c6 [ Két qua: Cac trang co
c6 CA “an toan mang” A@‘ “bét nat mang” HOAC “an toan mang” nhung ‘ cum tif “12 nguyén tic vang”

VA “hoc sinh”. “cyberbullying” hodc ca hai. KHONG c6 “game”. ddng nguyén van.

Ghi nhd: K&t hgp céac toan tir Boolean sé gitip ban tim kiém hiéu qua hon, tiét kiém thdi gian
va nhan dugc két qua phu hgp, chinh xac véi nhu cau.

Hinh 5.2. Bén todn tir Boolean co ban va cdch ap dung vao tim kiém hoc thudt

Vi du minh hoa: khi mdt hoc sinh mudn tim tai liéu hoc thuat vé an toan mang
danh riéng cho ddi trgng hoc sinh, nhung khong mudn két qua bi 1an véi cac bai viét vé
an toan trong game truc tuyén (mét chii dé khac dung chung nhiéu tir khéa), cau truy
van "an toan mang" AND "hoc sinh" NOT "game" s& gitip Google uu tién cac trang co
dong thoi hai cum tir dau (nho dau ngodc kép giit nguyén cum tir thay vi tach roi timg
chir) va loai bét cac trang c6 nhac dén tir "game". Can luu y mot chi tiét k¥ thuat quan
trong: trén Google hién nay, toan tir NOT thuong dugc thé hién bang dau trir dimg lién
trude tir khoa (vi du -game) thay vi g chit NOT, va toan tir AND thudng khong can go
ra vi Google mic dinh yéu cau tit ca tir khoa déu xuét hién. Piéu thuc su tao ra khac
biét 16n nhat trong tim kiém hang ngay chinh 1a cap dau ngoic kép dé giit nguyén cum

tir va dau trir dé loai trir — hai cong cu don gian nhung thudng bi bo qua.
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Bén canh cac toan td co  ban, trang Advanced  Search
(google.com/advanced_search) cung cdp mot giao dién vdi cac truong nhap lidu tach
riéng, gitp nguodi dung khong can nhé ¢t phap ma van tan dung dugc sitc manh tim
kiém nang cao: gioi han theo mot trang web hodc tén mién cu thé (vi du chi tim trong
cac trang c¢6 duoi .edu.vn — thuong 1a cac co so gido duc), gidi han theo dinh dang tép
(vi du chi tim t€p PDF, thuong la tai li¢u chinh thirc hon so v&i mét bai dang blog), hoac
giéi han theo khoang thoi gian bai viét dugc dang — rat hiru ich khi can tai liéu “méi
nhat” thay vi mot bai viét da 156i thoi nhiéu nim nhung van xép hang cao vi nhiéu luot

truy cép cil.

B9 bon toan tir tim kiém co ban nén nhé

AND: dung khi muén két qua chira dong thoi cac tir khéa da cho. Vi du: an toan mang
AND hoc sinh gitp tap trung vao cic trang c6 ndi dung lién quan dén ca “an toan mang”
va “hoc sinh”. Trén Google, AND thuong c6 thé duoc lugc bo vi cong cu tim kiém mac
dinh két hop cac tir khoa.

OR: dung khi muén tim mot trong hai hoac nhiéu tir khoa tuong duong. Vi du: bét nat
mang OR cyberbullying gitp mo rong két qua véi ca thuat ngir tiéng Viét va tiéng Anh.
NOT hodc ddau trir (-): ding dé loai bo két qua chira tir khoa khong mong mudn. Trén
Google, nén ding dau trir ding lién trudce tir khoa, vi du: "an toan mang" -game.

Ddu ngodc kep "...": dung dé tim chinh x4c mot cum tr theo dang thtr ty. Vi du: "Bo Quy
tac ing x1r vé bao vé tré em trén moi truong mang" giup thu hep két qua vao dung cum tir

can tim.

Ngoai bon toan tir co ban di gidi thidu, mot sb toan tir khac tuy it duoc biét dén
hon nhung rat hitu ich cho viéc tim tai liéu hoc thuat cu thé duoc minh hoa trong Bang
5.2

Bdng 5.2. Biang mé réng cdc todn tir tim kiém ndng cao khéc

Toan tir Cu phap vi du Cong dung

R dé thi tha hoéa hoc | Chi tra vé két qua 1a tép PDF — thuong 13 tai liéu chinh
YPE 1 filetype:pdf i, 5 (T, i (o T 18) B Bl

site- vat ly 12 | Gi6i han tim kiém trong pham vi mgt website hoac mot
' site:violet.vn loai tén mién (vi du site:edu.vn)
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Toan tir Cu phap vi du Cong dung

intit intitle:"an toan | Chi tra vé cac trang c6 cum tir xudt hién ngay trong tiéu
Intitie: 2 z 2 z 2
mang" dé bai viét — dau hiéu bai viét tap trung dung chu dé

12 nguyén tic * an | Dung nhu mot “chd trong” khi khong nhé chinh xac mot

toan mang tur trong cum tur can tim.

Vi du minh hoa quy trinh tim kiém két hop nhiéu todn tir: gia st mdt hoc sinh can
tim dé thi thtr tot nghiép THPT mon Hoa hoc nam gan nhét, dang tép PDF dé c6 thé tai
vé luyén offline, déng thoi mudn loai bo céc trang rao ban tai li¢u c6 phi. Mot cau truy
van két hop co thé 1a: "dé thi thir tot nghiép THPT" Hoa hoc 2026 filetype:pdf -bén -
phi. Cach xay dung cdu truy van nay cho thay tu duy ¢t 16i cia tim kiém nang cao: bat
dau tir cum tir chinh xac nhit (ding ngodc kép), thém bd loc dinh dang (filetype:), rdi
loai trir cac nhiéu da biét trude (dau trir) — thay vi gd mot cau hoi dai bang ngdn ngir tu

nhién va hy vong cong cu tim kiém ty hiéu dang y dinh.
5.1.3. Panh gia d§ tin ciy ciia ngudn

Trich dan ngudn khong don thuan 1a mot yéu cau hinh thirc dé “cho dep” bai viét,
ma 12 nguyén tic ¢t 11 ctia liém chinh hoc thuat: cho phép nguoi doc truy nguoc lai
ngudn gbc ciia mot thong tin hay 1ap luan, dong thoi phan dinh rd dau 1a ¥ tuong cia
ngudi viét va dau 1a ¥ tuong duoc ké thira tir ngudi khac. Hai chuan trich din phd bién
nhit ma hoc sinh THPT c6 thé gip 14 APA (American Psychological Association),
thuong dung trong cdc mon khoa hoc xa hoi, tdm 1y hoc, gido duc, va MLA (Modern
Language Association), thuong dung trong cac mon ngdn ngit, van hoc. Vé céu trac,
khac biét co ban d& nhan thay nhat 14 cach trich dan trong ngodc don ngay trong bai viét:
APA uu tién dinh dang (Tén tac gid, nam xuét ban) — nhan manh tinh thoi sy cua ngu@)n,
trong khi MLA vu tién dinh dang (Tén tac gia, sb trang) — nhan manh vi tri chinh xac

ctia thong tin duoc trich dan trong toan vin.

boi v6i mot trang web — loai nguén phé bién nhat ma hoc sinh st dung khi tg hoc
qua mang — thong tin t6i thiéu can ghi lai dé trich din day du, bat ké theo chuin nao,
bao goém: tén tac gia hodc tén td chirc chiu trach nhiém ndi dung, tiéu dé bai viét, tén
trang web, ngy dang hoic ngdy cip nhat gan nhat, va duong dan URL day du; véi cac
trang khéng ghi rd ngay ding, nén bd sung thém ngay ma ban than nguoi viét truy cap

trang d6 (“ngdy truy cip”), vi ndi dung trén Internet c6 thé thay ddi hoic bi g& bo theo
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thoi gian ma mot tai liéu in khong gip phai van dé nay. Bang 5.3 minh hoa vé cac yéu
t6 trong chuan APA va MLA.

Bdng 5.3. Cdc yéu té ciia chudn APA va chudn MLA

Chuin APA (ban 7)

Chuan MLA (ban 9)

Trich  dan

ngoac don

trong

(Tén tac gid, nam) — vi du
(Nguyén, 2026)

(Tén tac gia sb trang) — vi du
(Nguyén 25)

Thit tu trong danh
muc tham khao

Tac gia. (Nam). Tiéu dé. Tén
trang web. URL

Tac gid. “Tiéu de.” Tén trang

web, ngay dang, URL

Trong tim  nhén

manh

Tinh thot sy cua ngudn (nam xuat

ban dat ngay sau tén tac gid)

Vi tri cia thong tin trong toan

van (sb trang, néu co)

Mon hoc thuong su
dung

Khoa hoc xa hdi, tdm 1y hoc, gido

duc

Ngon ngir, van hoc

(S

Quy trinh thu théap va trich dan
tai lieu tu dong vaéi Zotero

0

Duyét web,

Bam biéu tugng Zotero

tim tai liéu trén trinh duyét dé luu thong tin tac gia,
hoc thuat nam...
S ®- L] L]

S

(3]

Zotero tu dong lay

(2]

Truy cap céc trang web

hoc thuat, thu vién s,

co s& dir liéu dé tim
tai liéu phu hgp.

PubMed, Scopus, IEEE Xplore...).
\

LS
S - MEO: Uu tién cac nguén
dang tin cay (Google Scholar,

\

Khi thay tai liéu phis hop,
nhan vao biéu tugng Zotero
Connector trén trinh duyét

dé luu tai liéu vé thu vién
cua ban.

@

v

Zotero ty déng trich xuat

cac théng tin: tac gia, nam

xudt ban, tiéu dé, nguon...
va luu trir ¢é t8 chirc.

Lo

MEO: C6 thé chinh stra
thém théng tin néu
cdn thiét.

MEO: Zotero ty dong
nhén dién va luu day da
théng tin tai lidu.

4

B

@ LOI ICH: Tiét kiém thai gian - Chinh xéac - Khoa hoc - D& sir dung - Déng bé trén nhiéu thiét bi. Q 1

(4]

Chen trich dan vao
Google Docs béng
plugin

Tu dong sinh danh muc
tai liéu tham khao

Zotero tu dong tao danh
muc tai liéu tham khao theo
dung dinh dang (APA, IEEE,

Vancouver, MLA...).

Zotero Plugin dé chén trich
dan vao van ban chi véi

Mé& Google Docs, sir dung
vai ct nhap chudt.

MEO: Chon ding
kiéu trich dan trong
Zotero dé xudt chinh xac.

MEO: Pam bao da cai
Zotero Connector va
Zotero for Word/Docs.

1

Hinh 5.3. Quy trinh thu thdp va trich dan tai liéu t ddng bang Zotero
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Viéc ghi nhé thi1 cong toan bd thong tin néi trén cho hang chuc ngudn tai liéu trong
mot bai nghién ciru dai 1a khong thyc té, va ddy chinh 1a lac Zotero phéat huy gia tri.
Zotero 12 phan mém quan 1y tai liéu tham khao mién phi va ma nguén mo, hoat dong
dudi dang tién ich m& rong trinh duyét: khi dang xem mot trang tai li¢u, bai bao hay
sach dién ttr, chi can bAm vao biéu tuong Zotero trén thanh cong cu, phén mém sé tu
dong nhan dién va luu lai cac trudng thong tin can thiét (tac gia, tiéu dé, nam, ngudn)
vao thu vién cd nhan ma khong can nhap tay. Khi viét bai trén Microsoft Word,
LibreOffice hodc Google Docs, mot tién ich bd sung ctia Zotero cho phép chén truc tiép
trich din trong ngodc don vao dung vi tri con tré, ddng thoi ty dong sinh ra danh muc
tai liéu tham khao hoan chinh & cudi bai — va quan trong hon, néu ngudi viét doi tir
chuan APA sang MLA (hodc nguoc lai) sau khi d3 viét xong, Zotero c6 thé dinh dang
lai toan bo trich dan chi bang mot thao tac chon chuan mdi, thay vi phai sira tay ting vi
tri. Hinh 5.3 minh hoa quy trinh thu thap va trich din tai liéu tu dong bang Zotero.

Bén canh trich dan dung chuén, viéc tu kiém tra bai viét caa minh trude khi nop
cling 1a mot budc nén co, dac biét khi bai viét co st dung nhiéu doan dién giai lai tur tai
liéu tham khao. Grammarly 1a cong cu hd tro viét dugc nhiéu hoc sinh, sinh vién sir
dung, nhung can luu ¥ mot diém quan trong dé tranh hiéu nham: géi mién phi cia
Grammarly chi bao gdm kiém tra ngit phéap, chinh ta, diu cau va mot s6 goi ¥ vé vin
phong co ban — tinh ning kiém tra dao van (plagiarism checker), von can so khép noi
dung v&i hang ty trang web dé phat hién doan trung ldp, hién chi c6 trong goi tra phi
(Grammarly Pro). Pay 1a mot diéu chinh can thiét so voi mot sé tai liéu tuyén truyén

van gi6i thiéu tinh niing nay nhu mot phan cia ban mién phi.

Vay hoc sinh nén tw kiém tra dao van bang cach nao khi khong c6 cong cu tra phi?
o J 1 . 0 S S S .

Céach hiéu qua va mién phi nhét van la phuong phép tha cong nhung dang tin cdy: sau khi
dién giai lai mot doan tai lidu tham khao, gap ngudn gdc lai va ty viét lai hoan toan bang
10i ctia minh thay vi chinh sira vai tir trong ciu gbc — dy ciing 14 k¥ nang liém chinh hoc
thuat thuc chat hon nhiéu so véi viée chi chay qua mot cong cu do trang 1ap.

Nhiéu truong dai hoc tai Viét Nam c6 cap quyén truy cap Turnitin — cong cu kiém tra dao
van chuyén dung cho méi truong hoc thuat — cho sinh vién cua truong; hoc sinh THPT c6
dy dinh hoc 1én cao c¢6 thé tim hiéu thém qua thu vién truong dai hoc ¢ dia phuong néu

can kiém tra mot bai viét quan trong.

Du dung c6ng cu ndo, ciing nén nhd nguyén tic: ban than cong cu do dao van khong phai
“gidy thong hanh” tuyét ddi — mot doan vin c6 thé vuot qua cong cu do tring lap vé mat
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cau chit nhung van vi pham liém chinh hoc thuat néu ¥ tudng cdt 16i dugc 1dy tir nguoi
khac ma khdng ghi cong.

5.1.4. Ghi ngudn va trich din ding cich

Tim duoc thong tin chua c6 nghia 1a thong tin 46 da du dang tin dé st dung. Trén
Internet, mot trang web duoc thiét ké chuyén nghiép, mot video c6 nhiéu luot xem hay
mot bai viét duoc chia sé rong rai van co thé chira thong tin thiéu chinh xac, 16i thoi
hodc chi phan 4nh quan diém ctia ngudi tao ndi dung. Vi vy, hoc sinh can biét kiém tra

ngudn trude khi tin va sir dung, thay vi danh gia chi dya vao hinh thtrc hodc cam giac.

Mot cong cu don gian cé thé hd tro viéc nay la CRAAP Test, dugc tha thu Sarah
Blakeslee tai Meriam Library, California State University, Chico phat trién va cong bd
tir nam 2004 [18]. CRAAP gdém nam tiéu chi: Currency (Tinh cdp nhat), Relevance
(Mirc d6 lién quan), Authority (Thdm quyén ciia nguon), Accuracy (P9 chinh xac) va
Purpose (Muc dich) [19].

Khi ap dung, hoc sinh co thé 1an lugt dit ndm cau hoi: Thong tin dugc cong bd
hodc cdp nhat khi nao? Noi dung c6 thuc sy phu hop voi diéu minh dang tim khong? Ai
la tac gid hodc td chtrc chiu trach nhiém vé thong tin? N§1 dung co béng chung, tai licu
tham khao va c6 thé kiém tra lai & ngudn khac khong? Cubi cung, thong tin duoc tao ra
nhim cung cép kién thtrc, quang cdo, thuyét phuc hay tic dong dén suy nghi ctia ngudi
doc?

CRAAP khéng nhim dua ra mot két ludn may moéc ring mot ngudn 1a “tot” hay
“xau”. Gia tri cla nguén con phu thudc vao ndi dung va muc dich st dung. Chflng han,
mot tai lidu duoc xuat ban nhiu nam trudce cé thé khong phu hop dé tim hiéu quy dinh
phap luat hién hanh nhung van rat c6 gia trj khi nghién ciru lich str. Vi vay, nam tiéu chi
trén nén dugc xem nhu nhiing cau hoi giup hoc sinh suy nghi k§ hon trude khi stir dung
thdng tin [19].

C6 thé ghi nhd CRAAP bang nam cau hoi ngan: Mdi khong? — Pung viéc khong?
— Ai n6i? — C6 bang ching khong? — Noi dé 1am gi? Pay ciing chinh 1a cach cu thé hoa

thoi quen “Dirng — Nghi — Kiém tra” khi hoc tip va tiép nhan thong tin trén Internet.
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~n 20
L
. Khung CRAAP: 5 cau hoi 0
L4 ~ ” ° 7 ~ ° ~ 2 ~ ~ .
« dé danh gia do tin cay cua mot nguon tin
0000
) N
Currency Relevance Authority Accuracy Purpose
(Tinh cap nhat) (Murc dd lién quan) (Tham quyén) (D6 chinh xac) (Muc dich)
/ o ’
o @ O 1
Théng tin dugc C6 phu hgp véi Ai la tac gia? T AT Théng tin nhdm cung cap
dang/ cap nhat cha dé va muc dich C6 chuyén mén, Kid ar;agu In" khd e7 kién thirc hay quang céo,
khi nao? tim kigm? uy tin khéng? S CNENG AL KNGS dan dét quan diém?
l:{(ién VCéc ngu:;\ Chon ngudn théng tin Xem xét tac gia, Uu tién nguén c6 trich Nhén biét myc dich dé
théng tin [“C“ s t phit hgp véi nhu cau 6 chitc hoéc don vi din rd rang, théng tin danh gia sy khach quan
L ve d}!@c i Dot va ngir canh cuia ban. dirng sau théng tin. c6 thé kiém chimg. clia théng tin.
thudng xuyén.
4 J b J

mot cach théng minh, hiéu qua va an toan.

@ GHI NHG: Ap dung 5 tiéu chi CRAAP gilip ban lua chon, danh gia va st dung thong tin

Hinh 5.4. Khung CRAAP: nam tiéu chi danh gid dg tin cdy ciia mot nguon thong tin

5.2. Hop tac hoc tap an toan va cong cu Al

Hoc tap trong moi truong sd khong chi 13 tir tim kiém va doc tai liéu. Hoc sinh
ngay nay con thuong xuyén trao d6i bai voi ban be, cing chinh stra tai liéu, chia sé tép,
lam bai tap nhém tryc tuyén va str dung cac cong cu tri tu€ nhan tao (Al) dé gidi thich
kién thir, g01y y tuong hodc hd tro qua trinh hoc tap. Néu duoc st dung ding cach,

nhirng cong cu nay c6 thé gitup viéc hoc trd nén thuén tién, chu dong va sang tao hon.

Tuy nhién, sy thuan tién cling di kem nhirng diéu can luu y. Khi lam viéc nhoém
trye tuyén, mot duong link chia sé khong duoc thiét 1ap dang c6 thé khién tai liéu bi
ngudi ngoai truy cp, théng tin ca nhan dwa vao tép chung c6 thé duoc nhiéu ngudi nhin
thiy hon du kién. Khi st dung Al cau tra 10i duoc trinh bay rat rd rang va thuyét phuc
van c6 thé chtra thong tin chua chinh xéc, thiéu ngudn hoic khong phu hop véi yéu cau
ctia bai hoc. Néu chi sao chép cdu tra 1oi ma khong kiém tra va ty suy nghi, Al co thé
khién viéc hoc tré thanh “lam ho” thay vi “hd tro hoc”.

Vi vdy, muc tiéu cta phin nay khong phai 1a han ché hoc sinh sir dung cac cong
cu s6 hay AI, ma giup cic em sir dung ching dung muyc dich va van 1am chu qué trinh
hoc tap cua minh. Khi lam viéc nhom, hoc sinh can biét chia sé tai liéu ding nguoi, bao

vé thong tin ca nhan va ton trong dong gdp cta cac thanh vién. Khi sir dung Al can biét
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dat cau hoi phu hop, kiém tra lai thong tin, khéng cung cap dir liu riéng tu va trung

thuc vé viéc sir dung Al khi bai hoc hodc gido vién yéu cau.

M@t nguyén tic don gian cé thé ghi nhé xuyén sudt phin nay la:

Cung hoc nhung van bao vé thong tin — Ding Al dé hd tro tu duy, khong thay thé tu duy.

5.2.1. Lam viéc nhém an toan trén nén tang so

Khi ciing 1am bai tip nhém, xay dung bai thuyét trinh hoic chia sé tai liéu hoc tap,
hoc sinh khong chi cin quan tdm dén ndi dung dugc chia sé ma con cin chu ¥ ai duoc
phép truy cap va ho dugc phép lam gi vai tai liéu d6. Mot tai liéu hoc tap néu dugc chia
sé qua rong hodc cap quyén chinh sira khong can thiét co thé bi xem, thay ddi, x6a hoic
tiép tuc chuyén cho ngudi khiac ngoai du kién. Hoc sinh nén uu tién sir dung nén tang
do nha truong cung cip hodc hudng dan sir dung. Chang han, mét s6 trudng sir dung
Microsoft Teams va Microsoft 365 Education dé to chirc 16p hoc, trao d6i nhém va chia
sé tai liéu. Tép duoc chia sé trong mdi trudng nay co thé dugc quan 1y théng qua
OneDrive hoac SharePoint cua tai khoan truong hoc. Tuy theo chinh sach cua nha

truong, mdt sO churc nang chia sé cd theé dugc gidi han bdi ngudi quan tri hé thong.

Khi chia s¢ mot t€p hodc thu muc, hoc sinh can lya chon ding nguodi va diung
quyén truy cdp. Néu nguoi nhan chi can doc tai liéu, nén cip quyén chi xem thay vi
quyén chinh stra. Néu cung lam mét bai tip hodc bai thuyét trinh, chi nhitng thanh vién
thue su tham gia méi can quyén chinh stra. Vi OneDrive danh cho tai khoan trudng
hoc, nguoi dung c6 thé chia sé tai liéu cho nhitng nguoi cu thé va thiét 1ap cac muc
quyén nhu xem hodc chinh sira; quyén truy cap ciing c6 thé duoc thay d6i hodc thu hoi
sau do.

Hoc sinh ciing can than trong v&i duong lién két chia sé¢. Khong nén dang cong
khai duong lién két cta tai liéu nhom 1én mang xa hoi hodc giri vao nhirg nhom khong
lién quan. Néu nén tang cho phép lwa chon, nén wu tién hinh thirc chi nhitng ngudi duoc
chi dinh méi c6 thé truy cap thay vi dé bat ky ai c6 dudng lién két déu c6 thé mé tai lidu.
Véi tai khoan do truong quan 1y, mot sd tuy chon chia sé ra bén ngoai con ¢ thé duoc
nha truong han ché dé bao vé dir liéu. Sau khi bai tip hodc du an két thic, hoc sinh nén
kiém tra lai danh sach nhimg ngudi dang c6 quyén truy cap. Nhirg nguoi khong con
can st dung tai liéu nén duoc g& quyén; cic dudng lién két khong con can thiét ciing
nén duogc vo hi€u hoa. Pay la cach han ché tinh trang mot tai liéu van tiép tuc duogc truy

cap sau khi muc dich chia sé ban dau da két thuc.
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Mot tinh nang khac thudng bi bo qua nhung rat hiru ich cho viéc chia sé tai liéu
nhém 1a dudng dan chia sé ¢ thoi han (expiring link), ¢ sin trén ca OneDrive lan
Google Drive: thay vi tao mot duong link chia sé ton tai vinh vién — nghia 1a bat ky ai
c6 duge duong link d6, ké ca sau nay khi du an da két thiic, van ¢ thé truy cap — nguoi
dung co thé dat mot ngay hét han cu thé cho quyén truy cap, tu dong vo hiéu hoa duong
link sau thoi diém d6. Pay 1a mot vi du cu thé clia nguyén tic “thong tin khong nén ton
tai 1au hon murc can thiét” ma hoc sinh nén ap dung cho chinh dir liéu hoc tap cia minh,

chtr khong chi cho thong tin ca nhan nhu da phan tich & Chuong 2.

Vi sao nén tranh giri bai tap, tai liéu nhém qua Messenger c4a nhian

Céc ung dung chat c4 nhan nhu Messenger, Zalo khong dugc thiét ké cho muc dich quan
1y tai lidu hoc tap: tép tin d& bi thét lac trong dong chdy tin nhan, khong c¢6 phién ban lich
sir khi can khoi phyc ban chinh sira trudc, va quan trong nhat — khong c6 co ché phan quyén

truy cap ro rang nhu cac nén tang hoc tip chuyén dung.

Néu tai khoan Messenger hoic Zalo ctia mot thanh vién trong nhém bi chiém quyén theo
dung co ché da phan tich & Chuong 3, toan b tép tin timg giri qua khung chat d6 — c6 thé
bao gom ca bai lam, d& cuong 6n tap ciia ca nhom — ciing ¢6 nguy co bi 1 theo, trong khi
mot nén tang nhu Teams v6i 2FA s€ kho bi xam nhédp hon nhiéu.

Véi céac truong khong st dung hé sinh thai Microsoft, Google Workspace for
Education (bao gém Google Docs, Sheets, Slides, Drive, Meet) 1a lya chon thay thé phé
bién véi logic bao mat tuong tu: tai khoan truong hoc dugce quan Iy tap trung boi quan
tri vién (thuong 1a bo phan cong nghé thong tin cia truong), hd tro xac thuc 2 16p, va
Google Drive ciing ¢ tinh ning chia sé tép voi quyén han chi tiét (chi xem, chi binh
luan, dugc chinh stra) cung kha ning thu hdi quyén truy cap bat ky lic ndo — vé ban chat
13 mot hinh thirc “duong link ¢6 thoi han” linh hoat hon, vi khong can dit ngay hét han
¢ dinh ma quan tri vién tai liéu c6 thé chi dong tit quyén truy cip ngay khi thiy can
thiét, vi du sau khi du 4n nhém d hoan thanh va chim diém xong. Viéc truong hoc su
dung hé sinh thai nao (Microsoft hay Google) thuong khong quan trong bang viéc hoc
sinh ¢ tan dung dung cac tinh ning bao mat san co ctia hé sinh thai d6 hay khong — mot
sai 1am phd bién 1a hoc sinh c6 tai khoan truong hoc day du tinh ning bao mat nhung
van quen tay chuyén sang trao ddi bai v& qua kénh c4 nhan kém an toan hon vi théi
quen.
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5.2.2. Sir dung AI hoc tap c6 kiém soat

Tri tué nhan tao dang tré thanh mot céng cu hd tro hoc tap ngay cang phd bién.
Hoc sinh c6 thé sir dung Al dé giai thich mot khai niém kho, goi y cach tim kiém thong
tin, luyén tap ngoai ngtt, xay dung dan y, tom tat tai liéu, tao cau hoi 6n tap hoac hd tro
thuc hién mot sd san phém hoc tap. Tuy nhién, sir dung dugc cong cu Al khong déng
nghia v&i viée da c6 ning luc Al Piéu quan trong hon 13 hoc sinh biét khi ndo nén sir
dung, str dung dé 1am gi, kiém tra két qua nhu thé ndo va chiu trach nhiém ra sao d6i
v6i san pham cudi cung.

Céch tiép can nay phu hop v6i Khung ning luc sé cho ngudi hoc ban hanh theo
Thong tu 02/2025/TT-BGDDT. Khung gdm 6 mién ning luc v6i 24 ning lyc thanh
phan, trong d6 viéc khai thac va danh gia thong tin, giao tiép — hop tac, bao vé dit liéu
c4 nhan, giai quyét van dé va tung dung Al c6 quan hé tryc tiép véi viée hoc tip bang
cong nghé sd. Cong vin 3456/BGDDT-GDPT tiép tuc cu thé hoa mién Ung dung tri tué
nhan tao thanh ba nang luc: hiéu biét vé Al sir dung Al va danh gia Al. Yéu cau dugc
nang dan theo cac nhom 16p 1-3, 4-5, 6-7, 8-9 va 10-12.

Quyét dinh 2422/QD-BGDDT nam 2026 tiép tuc dat viéc sir dung Al trong mot
pham vi rong hon gdm bén mach ndi dung: tu duy 1y con nguoi 1am trung tim, dao dirc
Al cac ky thuat va tmg dung Al, thiét ké hé théng AI. Khung nhin manh rang cong cu
chi 1a phuong tién ho tro hoat dong hoc tip; ning luc Al khong chi 1a kha ning viét cau
1énh hay thao tac voi mot rng dung cu thé. Muc d6 tu chu, kha nang kiém chirng, trach

nhiém va chat lugng quyét dinh ctia hoc sinh phai tang dan theo cép hoc.

Cong vin 5588/BGDPT-GDPT huéng din trién khai Khung gido duc Al tir nim
hoc 20262027 con yéu cdu co sd gido duc lya chon va ra soat cong cu Al theo d6 tudi
hoc sinh, myc tiéu gido duc va diéu khoan str dung; dong thoi phai quan tim dén bao vé
dir liéu ca nhan, so hiru tri tué¢ va an toan thong tin. Pac biét, nha truong khong nén bat

budc hoc sinh phai st dung tai khoan ca nhan hodc nhitng cong cu chua dugc ra soat.

Al nén duoc sir dung dé hd tro qué trinh hoc, khong phai dé thay hoc sinh suy nghi
hoic 1am thay toan b nhiém vu. Mot cau tra 101 duge Al trinh bay troi chdy van c6 thé
sai, thiéu thong tin, sir dung ngudn khong ton tai hodc khong phu hop véi yéu cau cia
bai hoc. Vi vy, hoc sinh can xem két qua cia Al 1a mot goi y can duoc kiém tra, khong
phai dap 4n mic nhién dung. Yéu cau kiém ching két qua AI xuat hién xuyén sudt ca
Khung ning lyc sé va Khung gido duc Al cia Bo GD&DT. Bang 5.4 dé cap t6i viée sir
dung AI phu hop vdi timg cép hoc.

Bdng 5.4. Bang hudng dan sir dung Al phit hop véi tirng cdap hoc
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Cap Cach sir dung phu K¥ ning can hinh | Nhirng diéu can dic biét luu
hoc hop thanh y
- Lam quen v6i Al qua | - Biét Al do con - Khong phu thudc vao Al
hoat dong c6 hudng nguoi tao ra - Khong tu y tao tai khoan
dan. - Biét Al c6 thé tra 16i | hodc nhap thong tin c4 nhan
Tidu - Nh@n biét Al trong Sqi; buodc ‘déu k‘i‘ém tra | - Khi gap ndi dung la, kho '
hoe doi song ’ két qua bang di€u da | hi€u hodc khong phu hop phai
: - Str dung mot s6 cong | hoc hodc nguon gido | hdi nguoi 16n.
cu hoc tip don gian do | vién cung cip
giao vién hoac nha - Biét bao vé thong tin
trrong lya chon. ca nhan.
Dung AI dé giai thich | - Biét dat yéu cau phu | - Khéng sao chép nguyén cau
kién thirc, goiy y hop, so sanh két qua | tra 101 dé nop
tudng, tao cau hoi v6i nhidu ngudn, nhan | - Khong dé Al thay thé tu duy;
THCS luyén tap, hd tro tim biét thong tin s_a}i hodc | kiém tra nguén trudce khi str
kiém va xtr ly théng thién l¢ch; - Hiéu dung
tin, thuc hién san quyén riéng tu, ban - Khai béo viéc dung Al khi
pham hodc dy an nhod. | quyén va trach nhiém | duoc yéu cau.
khi dung Al.
Str dung Al c6 muc - Biét xay dyung va - Tuén thu quy dinh cua tung
tiéu trong hoc tap, diéu chinh prompt mon hoc; khong st dung Al dé
nghién ctru, phan tich | - Phan tich d9 tin cdy, | gian lan
dir liéu, sang tao san gi6i han va thién Iéch | - Ton trong dir li€u, ban quyén
TH PT A [y A A A A A \ A A
pham, giai quyet van - Boi chiéu nguon va quyén riéng tu
dé va budc dau thiét ké | - Panh gia rui ro, tinh | - Chiu trdch nhi¢m vé san
hodc danh gia giai minh bach, dao dtrc pham cudi cung.
phép Al. va tac dong cua Al.

Tir cac yéu cau trén, c6 thé hudng dan hoc sinh bang mot quy trinh thye hanh thong

nhat gdm 6 budc, minh hoa ¢ Hinh 5.5:

Xdc dinh nhiém vu: Trude khi ma Al hoc sinh can biét minh mudn AT hd tro viéc
gi: giai thich kién thirc, tim y tudng, luyén tap, tim ngudn hay kiém tra san pham. Khong

nén md Al va hdi mot cach ngau nhién khi chua xac dinh muc ti€u.

Lua chon cong cu: Uu tién cong cu duge nha truong hodic gido vién hudng dan,
phu hop voi d6 tudi va muc ti€u hoc tap. Khong tu ¥ cung cap tai khoan, dit liéu hoac

cap quyén truy cap khong can thiét cho mot ing dung chua duge kiém tra.

Pt yéu cau: Cau hoi giri cho Al nén néi rd nhiém vy, bdi canh, dbi tuong va yéu
cau dau ra. Hoc sinh c6 thé yéu cau Al giai thich, dua vi du hodc goi y cach thuc hién,
nhung nén tranh yéu cau AI “lam toan bo bai dé nop”.

Kiém chitng: Khong sir dung ngay cau tra 10i dau tién. Hoc sinh can so sanh vai
sach gido khoa, tai liéu gido vién cung cap, ngudn chinh thirc hodc nhirng ngudn doc lap
dang tin cay khéc. Véi s6 liéu, su kién va trich dan, can tim lai nguén géc trudce khi dua

vao san pham.
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Hoan thién bang tw duy ciia ban thdn: Hoc sinh lya chon noi dung phu hop, sira

sai, t chirc lai thong tin, bd sung suy nghi va tao ra san phdm ctia chinh minh. Al hd trg

qué trinh nhung nguoi hoc van phai hiéu va giai thich dugc diéu minh viét hodc trinh

bay.

Khai bdo khi can: Khi quy dinh ciia gido vién hodc nha truong yéu cau, hoc sinh

néu 10 cong cu Al da dung, muc dich str dung, ph?ln AI hd tro va cadch minh di kiém tra,

chinh sira két qua.

Quy trinh 6 buéc sir dung Al trong hoc tap

An toan - Hiéu qua - C6 trach nhiém
o

—0_
nhiém vu cong cu (dat cau hoi) két qua
RS

©

NGi r6 nhiém vy,

O

G Trang chinh thirc

Biét ré Al hé trg viéc gi: Uu tién cong cu do bdi canh va déu ra b sung suy nghi dé
giai thich kién thrc, gido vién hodc nha mong muon. i‘ :‘j Tai liéu gio vién tao san pham ctia minh.
tim y tudng, luyén tap, trudng hudng dan, C6 thé yéu cau Al = 4 Al hé trg qua trinh,
tim nguén hoic kiém phu hop dé tudi va giai thich, cho vi du Nguén déc ap nhung em phai hiéu
tra san pham. muc tiéu hoc tép. hodc ggi y cach lam; déng tin cay va trinh bay dugc.
; - o khong yéu cau Al ;
N = = 6ng tu cap tai n, 1am toan bé bai. S i
Knong héingdu nhén | 5 ju hodc quyén | avarmpemreren Kheng ding ngay caurd | @) Vit g
khi chua c6 myc tiéu. truy cap khong can 10 dau tién. Kiém tra s6 clia minh.
e “Hay gidi thich bién déi liéu, su kién va trich dan Thém vi du hodc ¥ kién
thiét
) khi hau cho hoc sinh THCS, trudc khi dua vao canhan.
néu 3 vi du va goi y san pham. Trinh bay theo yéu cau
nguén tin cay.” ' \3 clia bai hoc.

N\

L{ HOAN THIEN L4 KHAIBAO
bang tu duy ctia minh khi can

m Sach gido khoa

(5 -y

Chon loc, stra sai,

.S

Khi gido vién hodc nha trutng
yéu cau, hdy néu rd:

;}i\_ Cong cu Al da diing.
@ Muc dich sir dung.

B rrananst.

Céch em da kiém tra,
chinh stra.

Khai bao thé hién sy trung
thuc va trach nhiém
ctia ngudi hoc.

o Luuy: @ Alacingauhdhoctip khongphiingutitamthay. | () Knongehiasédiigucanhn, driéunhaycam. | (@) Luonkidmurava doichidunguénthongtin | €% Tuinthilquy dnhclagidoviénvanhétruing.

Hinh 5.5. Quy trinh 6 budc su dung Al trong hoc tap

Hinh 5.6 minh hoa cac cong cu phd bién hd trg hoc tap c6 kiém soat dya trén nhitng

cong cu Al uy tin va c6 trach nhiém.
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Ba c6ng cu Al hoc tap phé bién:
déi tuong va dic diém chinh

o o
( B :
G © 5
Gemini Education VioEdu ChatGPT Edu /
Google Workspace for Education FPT IS - Viét Nam for Teachers
~ °- ) Ope.nAI gl

Nén téing hoc t3p ting dyng Al (9] I_'l Chiry&u trién khai & bac
vta‘dl.rlleu 16n, ho trg ca nhan héa 2o dai hoc va cho gido vién;
viéc hoc. as

Bao vé dif liéu doanh nghiép,
quan trj béi nha trudng /a ch :
chua pho bién cho HS pho thong

-------------------------- Diic diém chinh N Diic didm chinh

@ Tich hop sau véi Google Workspace @ Noi dung bam Chuong trinh GDPT hién hanh. @ Hodtrogido vién thiét ké bai giang, rubrics,
(Gmail, Docs, Drive, Meet, Classroom...). ° Ung dung Al va dif liéu hoc tap dé phan tich slide, va tai liéu chuyén mén.
@ Béo mat va quyén riéng tu theo chuan két qua, nhan dién diém manh - diém yéu. @ Phan tich, tom tt, viét va chinh stta van ban
Google danh cho gido duc. ° Goi y 16 trinh luyén tap phu hop véi nang luc chuyén sau.
@ H6 trg gido vién tao ndi dung, tai liéu, tiing hoc sinh. @ Tich hgp véi hé sinh thai céng cu ca OpenAl
dé kiém tra va phan hoi nhanh. @ Ho trg cac mon nhu Toan, Tiéng Viét, Tiéng Anh va céc (ing dung bén thif ba.
@ Quin tri tap trung, kiém soat va béo céo o e U L R @ Hiuich cho nghién iy, pht trién chuong trinh
sl dung cho t6 chrc. . e . - dao tao va hé trg hanh chinh.
- s o e ° La nén tang Viét Nam; tiing nhan Bang khen X el
o Phi hop v6i moi cap hoc va md hinh clia Bd trueng B Gido duc va Dao tao vi déng gop @ Phi hop cho gido vién, gidng vién va [ ot
trudng hoc s6. hé trg day hoc tryc tuyén; nhiéu san chai VioEdu $ nha quan ly gido duc. . @
 hienduoccic S3GDOT phihop/chicao trénka .’;
Goi y; Lya chon cdng cu phu hgp véi muc tiéu, dé tudi va quy dinh clia nha trudng; .?(
: luén kiém chiing thdng tin do Al cung cap. -

Hinh 5.6. Ba céng cu Al hoc tdp phé bién hién nay

Gemini for Education la cong cu Al cuia Google danh cho méi truong gido duc.
Cong cu nay c6 thé hd trg hoc sinh tim ¥ tudng, giai thich kién thuc, tom tit ndi dung
va hd tro hoc tap trong hé sinh thai Google. Khi str dung, hoc sinh van can kiém tra lai

thong tin va tuan theo huéng dan cia gido vién, nha trudng.

VioEdu 1a nén tang hoc tip truc tuyén ctia Viét Nam, Gmg dung Al va dit liéu hoc
tap dé hd trg hoc sinh luyén tap theo nang luc. H¢ théng 6 thé phan tich két qua hoc
tap, nhan biét noi dung hoc sinh con yéu va goi y bai tap phu hop. VioEdu phu hop véi
hoc sinh pho thong, dic biét & bac tiéu hoc va THCS.

ChatGPT la cong cu Al ¢6 thé tro chuyén va hd tro nhiéu hoat dong hoc tap nhu
giai thich bai, goi ¥ y tuong, tao cau héi on tap, tom tat va chinh sira van ban. Vi hoc
sinh pho thong, ChatGPT nén dugc ding nhu mot cong cu hd trg tu duy, khong dung
dé 1am thay toan bo bai tap. Cac em can kiém tra lai thong tin trudce khi st dung va bao
vé€ dir liéu ca nhan.

Moi cong cu co thé manh riéng, hoc sinh nén lya chon theo muc tiéu hoc tap, do
tudi va huéng dan cua gido vién hodc nha trudong. Bat ké str dung cong cu Al ndo, mot
nguyén tac khong thé thuong luwong 1a ludn tu kiém tra lai thong tin Al cung cép trudc

khi str dung, dic biét vdi cac sb liéu, trich dan, su kién cy thé. Nguyén nhan k¥ thuat
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nam & chinh cach cac mo hinh ngén ngir 16n (large language model) hoat dong: mo hinh
dugc huan luyén dé tao ra chudi van ban cé xac suat xuat hién hop 1y vé mat ngdn ngir,
chtr khong c6 mot co ché noi tai dé “biét” diéu minh vira viét ra c6 dung su that hay
khong — hién tugng nay duoc gidi chuyén mon goi la “do giac” (hallucination): Al c6
thé trinh bay mot thong tin sai, hoan toan bia dat (mot s6 liéu khong tdn tai, mot trich
dan khong ai tirng noi) v&i giong diéu tu tin y hét nhu khi trinh bay mot thong tin chinh
xéc, khién ngudi ding khé phan biét néu khong chu dong d6i chiéu lai. Pay 1a 1y do vi
sao, du cac cong cu nhu Gemini for Education hay ChatGPT c6 nhiéu 16p kiém soat an
toan vé noi dung doc hai, khong mgt cong cu Al nao — ké ca nhiing cong cu co tich hop
tinh ning duyét web dé hién thi nguon tham khao — c6 thé thay thé hoan toan budc tu

kiém tra thu cong cua nguoi dung.

Vi du minh hoa co ché “do gidc” (tinh huong gia dinh dé minh hoa, khéng phdi
mot cau tra loi Al cu thé da ghi nhdn): mot hoc sinh hoi Al vé nam thanh 1ap cua mot
td churc gido duc, va Al tra 161 mét ndm cu thé kém theo mot chi tiét bd sung nghe rat
hop 1y (vi du tén nguoi sang 1ap). Néu hoc sinh khong ddi chiéu lai, thong tin sai ndy co
thé dugc dua théng vao bai tiéu luan va xuat hién nhu mét “sy that” trong bai nop —
trong khi trén thuc té, mé hinh Al chi dang tao ra mdt cau tra 10i nghe c6 vé ding dya
trén cadc mau hinh dit liéu da hoc, khong tra ctru lai mot ngu@)n x4c thuc ndo tai thoi diém
tra 10i (trir khi cong cu c6 bat rd tinh ning duyét web va trich ddn ngudn cu thé kém
theo). Pay chinh 1a 1y do phan 16n gido vién dai hoc hién nay, khi cho phép sinh vién
dung AI hd trg nghién ctru, déu yéu cau ddi chiéu lai moi s liéu, trich din voi ngudn

gbc trude khi dua vao bai viét chinh thiec.

Ba cau héi nén ty dat ra truwéce khi dung thong tin tir Al

Thong tin nay c6 dugce kiém chimg qua dbi chiéu véi mot ngudn doc 1ap khac (SGK,
Hocmai, Google Scholar) hay chi dya vao mét minh cau tra 161 cua AI?

Néu day la mot s6 liéu hodc trich dan cu thé, minh c6 thé tim théy chinh nguén géc cua no
khong, hay Al chi dua ra mot con sé nghe ¢6 vé hop 1y?

Minh c6 dang ding AI dé hiéu sdu hon mét van dé, hay dang ding AI dé né tranh viéc tur
tu duy? — cau hoi nay s€ dugc phan tich k§ hon & muc tiép theo vé dao duc hoc thuat.

5.2.3. DPao dirc hoc thuit va tinh trung thwe khi sir dung Al

Ranh gidi giira “ding Al dé hd tro hoc tap” va “dung AI dé lam thay bai tip” khong
phai luc ndo ciing rd rang, va diy 1a mot cha dé ma nhiéu trudng hoc trén thé gidi, bao

gdm ca cac truong di trién khai ChatGPT Edu hay Gemini for Education, van dang
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trong qua trinh xay dung quy dinh cu thé. Mot cach phan dinh twong d6i hiru ich 1a xem
xét vai tro ciia Al trong timg cong doan 1am bai: str dung Al dé giai thich lai mot khai
niém chua hiéu, goi y dan y trude khi tu viét, hodc kiém tra lai 16i ngit phap sau khi da
hoan thanh bai viét cua chinh minh, thuong dugce xem la ho tro hoc tap chinh dang —
tuong tu viéc hoéi ban be, tra tu dién, hay nho giao vién giai thich thém. Nguoc lai, viéc
yéu cau Al viét toan bo bai luan roi ndp nhu san phém cua chinh minh, hoac dung Al
giai toan bo dé kiém tra roi chép lai nguyén vin, thudc vé hanh vi vi pham liém chinh
hoc thuat — vé ban chat khong khac gi viéc chép bai tir dién dan giai bai, chi khac & cong
cu dugc st dung.

Mot khia canh thudng bi bo sot 13 yéu cau cong khai minh bach viéc sir dung Al
nhiéu truong dai hoc va ngay cang nhiéu trudng phd thong yéu cau hoc sinh, sinh vién
ghi chu 16 trong bai ndp néu co st dung cong cu Al ho tro, tuong ty nhu viéc trich dan
mot nguén tai liéu tham khéao di hoc. Vé nguyén tac, néu mot y tudng hodc mdt doan
van c6 dong gop dang ké tir Al viéc khong cong bd diéu nay khi duoc yéu cau cong
khai ciing 14 mot hinh thirc khong trung thuc hoc thuat, du khong gidng hoan toan véi
dao van truyén thong. Hoc sinh nén chii dong tim hiéu quy dinh cu thé cta truong hoic
gido vién bd mon vé viéc sir dung Al cho ting loai bai tap, thay vi tu suy doan ranh giGi
cho phép, vi quy dinh nay c6 thé khac nhau dang ké giita cac mon hoc (mdt bai luin
Vin ¢6 thé c6 yéu cau khét khe hon mot bai tap lap trinh, noi viéc tham khao ma ngudn
tir Al ¢6 thé duoc khuyén khich nhu mét k¥ niang thuc hanh c6 kiém soat).

5.2.4. Quan ly thoi gian hoc online hi¢u qua

Nghich 1y cta viéc hoc truc tuyén 1a chinh cong cu gitp hoc sinh tiép can tri thirc
— chiéc dién thoai hodc may tinh két ndi mang — ciing 1a céng cu dé khién hoc sinh xao
nhang nhat, ding nhu co ché “phan thuong bién d6i” (1a co ché trong d6 ngudi ding
khong biét trude khi ndo minh s& gap mot ndi dung tha vi, nhan duogc luot thich, binh
luan, tin nhan hodc théng bao mai. Chinh sy khong chac chan nay cé thé khién nguoi
ding mudn tiép tyc kiém tra, cudn xem hodc quay lai tng dung nhiéu lan, tir d6 dé bi
phan tdm khi hoc tip) cta cac nén ting mang xa hdi. Vi vdy, k¥ ning cudi cing trong
chuong nay khong phai mot cong cu tim kiém hay mot nén tang hoc tap, ma la mot ky
thuat quan 1y su chil ¥ cta chinh ban than hoc sinh trong liic hoc truc tuyén. Hinh 5.7
mo ta mdt chu trinh hoc Pomodoro vé céc phién hoc 25 phiit, xen k& nghi ngan va nghi
dai.
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M6t chu ky Pomodoro:
4 phién hoc 25 phut, xen ké nghi ngan
va mét lan nghi dai

Nghi dai

15-30 phut

dé phuc h8i nang Nghi dai < o

luqn? va téi tao 15-30 phat Bé&t dau phién
su tap trung.

hoc thir nhat
trong 25 phdt.

0 ¥ e T

B4t dau phién
hoc thur tu
trong 25 phut. P e
= o= = Nghi ngan
Ky thuat Ao dé thu gian
SR * 5p 5 phut.
o— » Pomodoro 4
Nghi ngén
dé thu gian
5 phat.

Bat dau phién
hoc thit hai
trong 25 phut.

Bét dau phién
hoc thir ba
trong 25 phdt.

Nghi ngan - dé thu gian
5 phut.

@ Loiich: @ Tang kha nang tap trung @ Quan ly thoi gian hiéu qua
ﬁ @ Gidm xao nhang @ Gidm mét moi, cang thang
Hinh 5.7. Mot chu ky Pomodoro dién hinh

K§ thuat Pomodoro, do Francesco Cirillo phat trién tir cudi thap nién 1980 (tén goi
xuét phat tir chiéc ddng hd bam gid hinh qua ca chua pomodoro trong tiéng Y — ma 6ng
dung khi con 1a sinh vién), chia thoi gian hoc thanh cac phién tap trung cao dg kéo dai
25 phut, xen k& v6i 5 phut nghi ngan; sau khoang 4 phién lién tiép, ngudi hoc nghi mot
khoang dai hon (thudng 15-30 phit) trudc khi bat dau chu ky moi.

Ung dung Forest 1a mot cong cu hd tro ap dung k¥ thuat Pomodoro theo hudng
trye quan va cé yéu té tao dong luc: khi bat ddu mot phién tip trung, nguoi dung “tréng”
mot ciy 4o trén man hinh; néu roi khoi ing dung dé mé mang xa hoi hodc tmg dung
giai tri khac trude khi hét thoi gian di dit, cay sé “chét” ngay 1ap tirc — mot hinh thirc

phan hdi tirc thi, tryc quan hon nhiéu so véi chi nhin déng ho dém nguoc. Mot tinh ning
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dang chu y khac ctia Forest 1a kha ning moi ban bé ciing “trong cay” trong cling mot
phién hoc, tao ra mot dang trach nhiém xa hoi nhe nhang (néu mot nguoi trong nhom
mat tap trung, ciy cia ca nhom bi anh hudng) — ¢6 thé xem 1a mot hinh thic lanh manh

cta ap luc dong trang lua.

Nhiéu nén tang hoc tip truc tuyén cé chitc nang gitip hoc sinh theo ddi qua trinh
hoc, chang han sb bai da hoan thanh, thoi gian da hoc hoic két qua luyén tap. Hoc sinh
nén thuong xuyén xem lai nhimng thong tin nay, c6 thé vao cubi mdi tudn, dé biét minh
da hoc dugc nhitng gi, con bai nao chua hoan thanh va cé can diéu chinh thoi gian hoc
hay khong. Véi hoc sinh nho tudi, cha me hodc thay ¢ c6 thé cing xem va gilp cac em
sap xép thoi gian hoc phit hop. Théi quen nay gitp hoc sinh hoc tap chu dong, déu din

va biét tu diéu chinh khi can.
5.3. K¥ thuat soan thio cau Iénh khi sir dung AI (Prompt engineering)
5.3.1. Prompt la gi?

Prompt 13 cdu 1énh hodc cau hoi ngudi dung dua vao cong cu Al dé yéu cau Al

thue hién mot nhiém vu. Viét prompt tot gitip Al hiéu rd yéu cau va tra 101 phu hop hon.

Hoc sinh can luu y gidi han do tudi cua ting coéng cu. ChatGPT khong danh cho
tré dudi 13 tudi [20], ngudi tir 13 dén dudi 18 tudi cin c6 sy dong ¥ clia cha me hodc
nguoi giam hd. Claude hién chi danh cho ngudi tir 18 tudi trg 1én [21]. Vi vay, hoc sinh
chi nén sir dung cong cu Al phu hop véi d6 tudi va theo huéng din cia gido vién, nha

truong hodc cha me.

- Tiéu hoc: Hoc sinh cht yéu 1am quen véi cach dién dat yéu cau rd rang théng qua
hoat dong do gido vién hodc cha me hudng dan. Cac em khong tu tao tai khoan trén
nhimg nén tang khong cho phép do tudi ciia minh va khong tu cung cap thong tin ca
nhén cho cong cu Al.

- THCS: Hoc sinh bét dau thuc hanh cach dit cau hoi va viét prompt ¢ ciu tric.
Vi hoc sinh chua da do tudi cia nén tang, viéc st dung phai thong qua hoat dong do
gido vién hoic cha me t6 chirc. Hoc sinh tir du 13 tudi chi st dung nhitng céng cu cho
phép do tudi ctia minh va tuan thi yéu ciu vé sy dong y cua cha me hodc ngudi giam
ho.

- THPT: Hoc sinh c6 thé thyc hanh céc k¥ thuat prompt nang cao hon nhung van
phai tuan thi diéu kién do tudi ciia timg nén tang. Hoc sinh dudi 18 tudi khong sir dung
nhimng dich vu chi danh cho ngudi truong thanh; khi nha trudng cung cap cong cu hodc

tai khoan hoc tap, can thuc hién theo huéng dan va chinh sach cta nha trudng.
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Hay tuong tuong Al 1a mot nguoi ban rat gioi nhung khong nhin thdy em. Ban 4y

khong biét em hoc 16p may hay dang can gi. Em noi cang rd, ban ay giup cang dung.

Diéu can nhé: Hoi mo ho, nhan cau tra 161 mo ho. Hoi rd rang, nhan cau tra 101 ro rang.

Tai liéu chia thanh ba phan theo cap hoc. Mdi cap x4y dung tiép trén nén tang cua
cap trudc.
5.3.2. Poi véi cap Tiéu hoc

Hoc sinh tiéu hoc chi can nhé mot quy tac: 3 chir R — Rd, Riéng, Ra lai.

Theo quy dinh: Quyét dinh sb 2422/QD-BGDDT ngay 18 thang 8 nim 2026 cua
Bo Gido duc va Pao tao xac dinh hoc sinh tiéu hoc 1am quen va trai nghiém Al thong
qua céc hoat dong don gian, truc quan, c6 sy huéng dian va gidm sat cuia giao vién hoic
cha me. Cac em chi sir dung nhitng cong cu Al phit hop véi d6 tudi va diéu khoan str
dung ciia nha cung cap, khong ty ¥ tao tai khoan ca nhén trén cac cong cu chua phi hop
véi @0 tudi. Viée st dung Al ¢ trudong hodc tai nha nén dugc thuc hién thong qua hoat
dong, cong cu hodc tai khoan do gido vién, nha truong hodc cha me quan ly va hudng
dan.
a. Chii R thir nhit — RO: N6i ré em muén gi

Bang 5.5. Vi du vé cdch sir dung Prompt cho hoc sinh T iéu hoc

Chua tot Tét hon
“Con méo” “Ké cho em 3 diéu thu vi vé loai méo”
“Toan” “Giai thich phép chia 12 : 3 bang vi du chia keo”
“Khung long” “Vi sao khiing long bién mat? Tra 10i ngan trong 5 cau”

b. Chit R thir hai — RIENG: Cho Al biét em la ai
Thém cau: “Em 12 hoc sinh 16p 3, hdy giai thich that d& hiéu.” Khi d6 Al s& dung
tir don gian va vi du gan giii v6i em.
C. Chii R thir ba — RA LAI: Héi thém néu chwa hiéu
- “Em chua hiéu, ban giai thich lai béng cach khac nhé.”
- “Cho em thém mot vi du ntra.”
- “N6i ngin hon duoc khong?”
d. Mdu cdu “dién vao ché trong”

Em la hoc sinh 16p . Hay gigpem  vé& . Giai thich that d& hiéu va

cho em vi du.
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Vi du: “Em Ia hoc sinh 16p 4. Hay gitip em hi€u v€ vong tuan hoan ctua nudc. Giai

thich that d& hiéu va cho em 2 vi du trong cudc séng.”
e. Nhitng diéu em cin nhé
- Khong cho Al biét tén that, dia chi nha, truong, s6 dién thoai hay anh ctia em.
- Al ¢6 thé ndi sai. Hay hoi lai thay c6 hodc bd me.
- Al gitip em hiéu bai, khong 1am bai ho em.
5.3.3. Cép trung hoc co sé
Hoc sinh THCS hoc mét cong thirc bdn phan: VAI — VIEC — BOI CANH — KET
QUA.
a. Cong thirc bon phin

Bdng 5.6. Vi du sir dung céng thirc bon phan cho THCS

Thanh phan Cau hoi ty dat ra Vidu

VAI Al nén dong vai ai? “Hay dong vai gido vién Lich str...”

VIEC Em can Al lam gi? “...giai thich nguyén nhan chién thang Bach
bang nam 938...”

BOICANH Emlaai, dang 6tinh | “...em hoc 16p 7, chuan bi thuyét trinh 5 phat...”

hudng nao?
KET QUA  Em mudn ciu tra 16i ¢c6 | ...trinh bay thanh 3 y chinh, mdi y 2-3 cau.”
dang gi?

Prompt hoan chinh:

Hay déng vai gido vién Lich sit. Gidi thich nguyén nhdn chién thing Bach BPang ndm
938. Em hoc I6p 7 va can chudn bi bai thuyét trinh 5 phit. Trinh bay thanh 3 ¥ chinh, méi y 2—

3 cdu, kém 1 cdu mé dau gdy chay.

b. Nam ky thudt hitu ich

1. Yéu cau dinh dang cu thé: bang so sanh, so dd y, gach dau dong, cau hoi trac
nghiém.

- Vi du: “Lap bang so sanh dong vat c6 xwong song va khong xuong song theo 4
tiéu chi.”

2. Chia nho cdu hoi Ion: DPung hoi “Day em toan bd Hoa hoc 16p 8”. Hay hoi tung
bai, tirng khai niém.

3. Nho Al lam gia su, khong lam nguwoi giai ho:
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- Vi du: “Pung cho em dép an ngay. Hiy goi ¥ ting budc dé em tu giai bai todn

nay.”
A. Ty kiém tra kién thirc:
- Vi du: “Em vura hoc xong bai Quang hop. Hay dat cho em 5 cau hoi, doi em tra
101 r6i chdm va giai thich chd sai.”
5. Hoi tiép dé dao sdu: “Tai sao lai nhu vay?”, “Cé vi du thuc té nao khong?”,
“Néu ... thi sao?”

C. Canh giac voi AI

- Al c6 thé bia thong tin rat tir tin, goi 1a “ao gidc AI”. Diéu nay hay xay ra véi sb

lidu, ngay thang, tén nguoi va trich dan.

- Ludn dbi chiéu véi sach gido khoa hodc ngudn tin cay.

- Nop bai do Al viét ho 1a gian l1an, va em cling khong hoc duogc gi.
5.3.4. Cap trung hoc pho théng

Hoc sinh THPT dung AI nhu mdt cong cu tu duy va nghién clru, véi khung
C.R.E.A.T.E va bay k¥ thuat chuyén sau.

a. Khung prompt nang cao C.R.E.A.T.E

Bang 5.7. Cong thirc sir dung Prompt cho hoc sinh THPT

Chir Y nghia Noi dung cin néu

C — Context Bdi canh Muc dich, dbi twong, trinh d6

R —Role Vai tro Chuyén gia, nguoi phan bién, giam khao

E — Explicit task Nhiém vu rd rang Pong tir cu thé: phén tich, so sanh, danh gia,
tom tat

A — Audience & béi tuong va dinh Do dai, cdu trac, van phong

Format dang

T—-Tone & Giong di¢u va gi6i | Tranh thut nglr qua kho, trong pham vi

Constraints han chuong trinh

E — Evaluate Danh gia Yéu cau Al ty kiém tra hodc néu murc do
chdc chan

b. Bdy ky thudt chuyén siu
1. Suy ludn ting buée (Chain of Thought): Giup Al it sai hon va gitip em hiéu cach
tu duy.
- “Giai bai toan sau va trinh bay tirng budc 1ap luan, giai thich vi sao chon cach
lam d6.”
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2. Cho vi dy mdu (Few-shot): Al hoc theo miu em dua ra.

- “DPay la 2 cau md bai nghi luan em thich: [vi du 1], [vi du 2]. Hay nhan xét diém

manh va hudng din em viét mot mé bai tuong tu cho dé: ...”
3. Phuong phap Socrates: Al hdi, em tra 10oi.

- “Hay dan dat em hiéu dinh luat I Newton bang cach chi dit cau héi goi mo, mdi

1an mot cau, khong giang giai truc tiép.”
4. Phan bién va nhiéu goc nhin:

- “Day la dan y bai nghi luan cta em: [...]. Hiy dong vai giam khao kho tinh, chi

ra 3 diém yé€u va goi y cach khac phuc.”

- “Trinh bay quan diém tung ho va phan do6i1 viéc dung mang xa hdi & tudi hoc sinh,

mdi bén 3 lugn diém.”
5. Lap va tinh chinh (Iteration):

Prompt dau tién hiém khi hoan hao. Hiy chinh dan: “Ngan gon hon”, roi “Thém

s6 liéu minh hoa”, roi “Viét lai theo van phong hoc thuat”.
6. Yéu cau Al tu danh gia do tin cqy:

- “V&i moi thong tin, hdy cho bi€t em nén kiém chirng ¢ nguon nao, va phan nao

ban khong chic chan.”
7. On thi théng minh:

- “Tao lich 6n tp 4 tudn cho mon Sinh hoc 12, chwong Di truyén. Mdi ngay 45
phut, xen k& 1y thuyét va bai tap, tuan cudi 1a dé tong hop.”

C. Vi du: Tir prompt yéu dén prompt manh

Mire do Prompt
Yéu “Viét vé bién doi khi hau”
Trung binh “Viét bai 500 chit vé tac dong cuia bién ddi khi hau”
Manh “Em la hoc sinh 16p 11, dang viét bai nghi luan xa hoi 600 chir vé tac

dong cta bién d6i khi hau dén Pong bang song Ciru Long. Dung viét
bai ho em. Hay giap em: (1) lap dan y 3 luan diém, (2) goi vy loai dan
chimng can tim cho mdi luan diém, (3) chi ra 13i 14p ludn hoc sinh hay
mic véi dé nay.”

5.3.5. Pao dirc va tu duy phén bién
- Minh bach: Néu dung Al hd tro bai lam, hady tuin theo quy dinh cua thay c6 va

nha truong.
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- Kiém chirng: Al khong phai ngudn trich dan hoc thuat. Hay tim ngudn gbc tir

sach, bao chinh thdng, tai liéu khoa hoc.

- Thién kién: Al c6 thé phan anh dinh kién trong dit liéu. Ludn ty hoi: “Géc nhin

nay di day du chua?”
- Bao mdt: Khong dua thong tin ¢4 nhan, anh hay dit liéu cia nguoi khac vao Al.
Tuw chu: Al gitip em nghi nhanh hon, khong nghi thay em.

5.4. Minh hoa: mét tuan tu hoc tich hop ca 8 k§ ning

Tinh huéng minh hoa mang tinh tong hop, xay dung dé thé hién cach 8 k¥ ning
phdi hop véi nhau trong thyc té — khong mé ta mot hoc sinh cu thé nao. Pé tranh cam
giac tam k¥ ning trong chuong nay 13 tim muc 1y thuyét roi rac, phan minh hoa dudi
day thuat lai cach mot hoc sinh 16p 11 c6 thé phdi hop toan bo tam k¥ ning trong mot
tudn chuan bi cho bai kiém tra giita ky mon Ngit van, v6i dé tai nghi luan xa hoi vé anh
huong ctia mang xa hoi dén gidi tré — mot chu dé du gan giii dé hoc sinh ¢6 thé tan dung

chinh nhitng phan tich da hoc & Chuong 2-3 cua tai li€u nay.

Thir 2: Xac dinh ngudn va 1én ké hoach tim kiém. Sau khi nhan d¢ bai, hoc sinh
danh 25 phut dau tién (mot phién Pomodoro, k¥ ning 8) dé phac thao nhitng khia canh
can tim hiéu: s liéu vé tinh trang st dung mang xa hdi cua gidi tré, quan diém cua
chuyén gia tim 1y, va mot vai vi du thuc té. Thay vi gd thang "anh hudng cia mang x3
hoi dén gidi tré" vao Google — mot cau hoi s& tra vé hang triéu két qua chung chung —
hoc sinh ap dung k¥ ning Boolean Search (k¥ ning 2) dé thu hep pham vi: "mang x4
h6i" AND "thanh thiéu nién" AND "strc khoe tAm than" site:*.edu.vn, vu tién cac trang

thudc tén mién giao duc dé ting kha ning gip ngudn hoc thuat.

Thir 3: Banh gia va chon loc nguén. Vi danh sach céac bai viét tim duge, hoc sinh
ap dung khung CRAAP (k¥ ning 4) dé loc ra ba dén bén ngudn dang tin cay nhat: kiém
tra ngay dang (Currency) dé tranh dung s lidu qué cii, kiém tra tac gia (Authority) dé
u tién bai viét tir chuyén gia tim Iy hoc hoic co quan nghién ctru chinh thirc hon 1a mot
bai blog c4 nhan, va ddi chiéu xem thoéng tin c6 ddn ngudn rd rang (Accuracy) hay
khong. Song song, hoc sinh can nhac tham khao thém goi y dan ¥ tir mot cong cu Al
hoc tap nhu Gemini hodc ChatGPT (k¥ ning 6) — khong phai dé 1ay noi dung viét sin,
ma dé kiém tra xem dan ¥ tu phac thao ¢ thir Hai c6 bo sét khia canh quan trong nao
khong, diing tinh than “dung AI dé hd tro hiéu bai, khong dung dé né tranh tu duy” da
phan tich & phan dao duc hoc thuat.
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Thir 4: Thu thap trich din trong luc doc. Khi doc timg ngudn da chon, hoc sinh
dung tién ich mo rong Zotero (k¥ ning 3) dé luu lai thong tin trich dan ngay tai thoi
diém doc, thay vi dé don dén cudi tun mdi nhé lai minh di doc bai ndo & ddu — mot sai
1am pho bién khién nhiéu hoc sinh phai tim lai ngudn da doc trudc d6, mat thoi gian hon

nhi€u so vai viéc ghi chil ngay tir dau.

Thir 5: Trao d6i nhém va hoan thién dan y vi bai tip cé phin thio ludn nhém
nhé trwée khi ndp bai ca nhan. Hoc sinh trao d6i dan y véi hai ban cing nhém qua
Microsoft Teams ctia 16p thay vi nhém chat Messenger riéng (k¥ ning 5), dong thoi chia
sé tai liéu tham khao da tong hop qua mot dudng link Google Drive ¢ dat quyén “chi

xem” — tranh truong hop mot ban trong nhom vo tinh chinh stra nham tai liéu chung.

Thir 6: Viét bai va tu kiém tra. Hoc sinh danh hai dén ba phién Pomodoro lién tiép
dé viét ban nhap dau tién, sau d6 dung Zotero dé ty dong chén trich din va sinh danh
muc tai liéu tham khao theo chuidn APA (k¥ ning 3) ma gido vién yéu cau, roi chay qua
Grammarly ban mién phi dé ra soét 18i ngit phap, chinh ta — v&i hiéu biét ré rang budc
nay khong thay thé dugc viée tu doc lai toan bo bai dé bao dam moi y déu 1 161 van caa
chinh minh (k¥ ning 7), khong phai dién giai sat nghia dén muc gan nhu sao chép tir

ngudn tham khao.

Cudi tuan: Nhin lai béo cdo tién do trudce khi ndp bai vao dau tuan sau. Hoc sinh
danh vai phat xem lai bao cao thoi gian tip trung cua ung dung Forest trong tuan (k¥
nang 8) dé ty ddnh gia: nhitng ngay nao tap trung tot, nhitng ngay nao bi gian doan nhiéu
— dir liéu nay sé& hiru ich dé diéu chinh ké hoach cho bai tap 16n tiép theo, khép lai mot

chu trinh tu hoc tron ven tir tim ki€ém dén hoan thién san pham cudi cung.

Vi du trén cho thay tim k¥ ning cia chuong nay hiém khi dugc sir dung mét cach
tach biét trong thuc té, ma dan xen vao nhau xuyén subt mot qua trinh hoc tap binh
thuong — dung nhu cach 12 nguyén tic “vang” & Chuong 2 hay quy trinh 7 budc &
Chuong 4 ciing khong phai nhitng muc 1y thuyét doc l1ap, ma 1a cac cong cu tu duy dugc
huy dong linh hoat tiy theo tinh huéng cu thé ma hoc sinh gap phai.

Béng 5.8 tong hop céac k¥ nang va cac cong cu hay nén tang tiéu biéu duoc sir dung

trong hoc tap va nghién ciru trong mot sé trudng hoc.
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Bdng 5.8. Bing tong hop 8 kj ndng va cong cu twong ing

Cong cu / nén tang tiéu bicu

Loi ich cot 16i

1. Nguén hoc thuat

dang tin cay

Hocmai.vn, Viettel Study, VnDoc,
Google Scholar, thu vién sé trudng

hoc

Hoc dtng kién thuc, tranh
“ng kién thuc” tir viéc chép

dap an

2. Boolean Search &

loc két qua

Google Advanced Search, toan tu
AND/OR/NOT, diu ngoic kép

Tim dung tai li€u can trong

thoi gian ngan hon

3. Trich din chuan
APA/MLA

Zotero (mién phi, ma nguén ma)

Liém chinh hoc thuat, dé

dang d6i chuan trich dan

4. Panh gia 6 tin cay
ngudn (CRAAP)

Khung 5 tiéu chi: Currency,
Relevance, Authority, Accuracy,
Purpose

Panh gia ngudn tin co hé
théng, khong chi dua cam
giac

5. Lam viéc nhom ma
hoa

Microsoft Teams (2FA), OneDrive
Personal Vault, link chia sé c6 thoi

han

Bao v¢ dir lieu hoc tap
nhom khoéi ro ri, chiém

quyeén tai khoan

6. Al hoc tap c6 kiém
soat

Gemini for Education, VioEdu,

ChatGPT Edu/for Teachers

H§ tro hoc tip c4 nhan hoa,
luén kém budc tu kiém

ching

7. Pao duc hoc thuat
thoi dai Al

Quy dinh cua trudng/gido vién vé

cong khai str dung Al

Trung thuc hoc thuat, trdnh
vi pham liém chinh khong

chuy

8. Quan ly thoi gian

hoc online

K¥ thuat Pomodoro, ing dung Forest,

bao cédo tién do hang tuan

Duy tri sy tap trung, can
bang thoi gian hoc va nghi

ngoi

Tuong tu cic chuong trude, Bang 5.9 giup hoc sinh tu kiém tra va ra soat mirc d6

thuc hanh 8 k¥ nang da trinh bay trong chuong:
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Bang 5.9. Bang tw danh gia ky nang khai thac mang phuc vu hoc tap

Noi dung tw danh gia

Em biét it nhit 2 nén tang hoc truc tuyén uy tin pht hop véi mén hoc cua 0 .
minh

Em c6 thé tu viét mot cau truy van tim kiém dung it nhat mét toan tir Boolean 0 0
(AND/OR/NOT/"...")

Em d3 timg str dung Zotero hodc biét cach trich dan mot trang web day du O 0
thong tin (tac gia, ngay, URL)

Em c6 thé tu dat 5 cau hoi CRAAP dé danh gia mot nguén tin trudc khi st O 0
dung cho bai tép

Nhom hoc tip ciia em ding nén tang c¢6 2FA (Teams, Google Workspace) O 0
thay vi chi trao d6i qua Messenger/Zalo ca nhan

Em biét phan biét viéc ding AI dé hd trg hiéu bai va viéc dung Al dé lam - -
thay bai tap

Em luén tu kiém chung lai s liéu, trich dan quan trong ma Al cung cép trudc O 0
khi dung

Em biét quy dinh cua trudng/gido vién vé viéc cong khai sir dung Al trong 0 0
bai nop

Em da tht ap dung k¥ thuat Pomodoro hodc mot phuong phép quan ly thoi 0 0
gian hoc tuong tu

Em c6 thoi quen xem lai bao cdo tién do hoc tap héng tuan dé tu diéu chinh 0 0
ké hoach hoc
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5.5. Két luin chuong

Internet mé ra cho hoc sinh mgt khong gian hoc tap rong 16n, noi cac em céd thé
tim kiém kién thirc, trao ddi v6i ban be, tiép can nhiéu nguén hoc liéu va str dung nhirng
cong cu mdi nhu tri tu¢ nhan tao dé ho trg viéc hoc. Tuy nhién, co nhiéu thong tin va
cong cu trong tay chura dong nghia voi viée hoc s& hiéu qua hon. Pidu quan trong 13 hoc
sinh biét Iya chon ngudn dang tin cay, kiém tra thong tin trudc khi sir dung, ghi nguén

trung thuc, hop tac an toan va st dung cong ngh¢ ding muc dich.

Nhitng k¥ ning dugc trinh bay trong Chuong 5 déu hudng téi mot muc tiéu chung:
gitip hoc sinh chi déng lam chu qua trinh hoc tip trong méi trudong s6. Cong cu tim
kiém c6 thé gitp tim tai liéu nhung hoc sinh phai biét lya chon; Al c6 thé giai thich, goi
¥ va hd tro sang tao nhung khong thé thay thé viéc suy nghi, kiém chirmg va ti hoc; céc
nén tang truc tuyén co thé giup lam viéc nhom thuén tién hon nhung mdi thanh vién van

can bao vé thong tin ca nhan va ton trong trach nhiém chung.

Vi vay, str dung Internet hiéu qua khong phai 1 biét that nhidu céng cu, ma 13 biét
lga chon cong cu phu hop, st dung dung luc, kiém tra nhirng gi minh nhan dugc va chiu
trach nhiém vé nhitng gi minh tao ra hodc chia s¢. Két hop véi nhitng nguyén tic an
toan, k¥ nang nhan dién rai ro va cach ung phé da dugc trinh bay & cac chuong trudc,
céc k¥ ning cua Chuong 5 gitip hoc sinh timg budc hinh thanh ning lyc can thiét cua
mot ngudi hoc trong thoi dai s6: an toan khi két néi — tinh tdo khi tiép nhdn — trung thuc

khi s dung — sang tao khi hoc tap — co trach nhiém khi chia sé.
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CHUONG 6. INFOGRAPHIC VA HINH ANH MINH HQA

6.1. Gido duc vé dao dirc va phap luat

GIAODUCVE =
PAO DUC VA PHAP LUAT

SU DUNG MANG AN TOAN - TRACH NHIEM - VAN MINH N
Hiéu ding - Hanh ddng diing - Ung xf c6 trach nhiém ' K
trén khdng gian mang X

1 DPAOBUC TREN KHONG GIAN MANG
Méi hanh déng clia ban déu dé lai ddu vét

M@t s hanh vi vi pham phép luat

trén khong gian mang:
va anh hudng den ngudi khéc. s Ding tai, chia sé théng tin gia mao C6 thé bi nhic nhd,
/ ' Dang tai, chia sé thong tin sai su that, xU phat hodc x( ly
A ' “ gay hoang mang du ludn. theo quy dinh.
A 1 | / Xtc pham, vu khéng, béi nho C6 thé bi nhdc nhd,
\ w ( \ . . Xtc pham, vu khéng boi nho danh du, xf phat hodc x(r Iy
] [ 2 nhan pham ctia ngudi khac. theo quy dinh.
Ton trong Bdo Vé Trung thuc Xam nhap tréi phép C4 thé bi xtr phat
Ngon ngt lich sy, Théng tin ¢a nhan Khdng ndi doi, Xam nhap trai phép, danh cap, chiém doat hodc xir Iy theo
ton trong ngudi khic. claminhvangudikhic.  khdng giad mao thong tin, tai khoan. quy dinh.
thong tin. Sao chép, sit dung tréi phép C6 thé bi yéu cdu
Sao chép, st dung trai phép ban quyén ngimg hanh vi, bdi thudng
7 téc gia (hinh anh, bai viét, video, phan mém,...).  hodc xir ly theo quy dinh.
( | Tham gia danh bac, c4 cugc online €6 thé bi nhic nhd,
\ / Tham gia danh bac, ca cudc truc tuyén, xU phat hodc x(r ly
NS 4 L 8 chuc trd chdi tréi phép. theo quy dinh.
Cé trich nhlem X Twhf“f Khong lam ha' Lutu y: Viée xi Iy phu thudc vao dd tudi, tinh chat, mic do vi pham
Suynghitruéc ki Chiasé diéutdtdep, ~ Khong bat nat, & va quy dinh phép luat; khdng phai moi vi pham déu bj truy ciu
dang, chia sé lan téa gié tri tich cyc.  xtc pham, kich dong tréch nhiém hinh su.
thong tin. thu han

5@‘9

Quyén dudgc bao vé Quyén dugc tiép cin Quyén dugc hé trg,
khi bi xam hai, bt nat.  thdng tin lanh manh. phan anh, khiéu nai.

Quyén tu do ngon luin
lanh manh.

4 TRACH NHIEM CUA HOC SINH

Quyén du c bao v
thgng tché nhﬁné

° Tudn tht quy dinh ctia phap luat
va ndi quy nha truting. HOC SINH 1 (@ _) <@ _) <r> _) <.>
Q St dung mang Internet cho myc dich VAN MINH - AN TOAN /
hoc tap, nghién cd, gidi tri lanh manh. £ 1. DUNG LAI 2.LUU LAl 3.BAOCAO 4.NHAN HO TRQ
° Tén trong quyén va lgi ich hgp phép Khdng tiép tucxem, ~ Chup man hinh, Béo cdo cho thay cd, Lién hé cac co quan
clia nguai khac. khéng tuang tac. tr:lf: :{grlligé link, cha me hodc chiic nang hoac
° Khong tham gia,c8 vi hodc cb hanh vi i s nguditin cay. duang day hd trg.
vi pham phdp luat trén mang. MOT SG KENH HO TRQ
° Chi dong tim hidu kién thiic,nang cao / \ @ Téng dai Qudc gia bao vé tré em: 111 o
théng tin va béo céo khi gap / a @  Huong diy néng Cuc An ninh mang - B Cong an: 5656/156
ndi dung xau, doc hai. ' © Trang web béo cdo ndi dung xéu, doc hai: https://vncert.vn

&% Béochogidovién chinhigm /Doan - Dgi/ Tuvan tam Iy hoc dudng.

| » -
B 9 & ] Hay 13 cong dan s6

Ung xttvan minh  Hiéu luat - Tudn thi luat Khdng gian man Clng nhau xdy dung th6ng thaiva cé

I Al 1 nét dep dé bao vé ban than lanh manh bat dau méi trudng mang .
GHI N Hd ctia hoc sinh. va moi ngudi. tlr ban. an toan, tich cuc. trach I‘lhlém!

SU DUNG MANG XA HOI THONG MINH - AN TOAN - CO TRACH NHIEM! ¢

Hinh 6.1. Gido duc vé dao dirc va phdp ludt
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6.2. Kién thirc vé tin hoc va an toan thong tin

= KIEN THUC VE

TIN HOC VA AN TOAN THONG T|N
1 SU/DYNG THONG MINH - BAO VE BAN THAN - ANTOAN TREN MANG Lo}

Trang bi kién thic tin hoc cd ban va kj néng an toan théng tin
de hoc tap hiéu qua, sang tao va bao vé ban than trong thé gidi so.

1. KIEN THUC TIN HOC CO BAN

Su dung may tinh Internet & tim kiém a Mat khau manh - Bi mat clia ban
g o Khdi dong, tét méy ding cach @ thong tin St dung mét khau manh (dai, két hap chif hoa,

o Sif dung ban phim, chudt, o Tim kiém hiéu qua chir thuong, so va ky tu dac blet)
quan ly tép va thu muc. o Danh gia do tin cay

clia thong tin
Soan thdo vén ban Luu trit dam may
© Tao, chinh sifa va luu vén ban e S dung Google Drive,

o Trinh bay dep, kiém tra i chinh ta g 8::22:‘&&\9 —

Khéng chia sé mét khau véi bat ky ai.

Canh glac Vvéi lira dao truc tuyén (Phlshmg)
Khong nhap vao lién két la, khong cung cap thdng tin
¢4 nhan, tai khoan, mét khiu qua email, tin nhan

Phéng tranh ma déc
Khong tai phan mém tuf nguon khong tin cay.

2
Bang tinh . Thu dién t % Cai dat va cap nhat phan mém diét virus.
© Nhap di liéu, tinh todn don gian  GUfi, nhan email g

o idii 38 mi  Dinh kém ta 5 Bao vé thong tin ca nhan
i i i Khéng dang cong khai thong tin ca nhan, hinh anh,
3 iz e 0w s6 dién thoai, dia chi lén mang.
— Y 7 Trinh chiéu Phan mém va (ng dung
o Tao bai trinh chiéu .. # Sl dung phén mém phi hop
 SU dung hinh anh, dm thanh, vdi nhu cau
hiéu ting hop ly © Cip nhit phén mé thudng xuyn

St dung Internet lanh manh

Quan ly thdi gian str dung. Truy cap ndi dung phu hop,
néi khdng véi ngi dung doc hai, bao luc.

Khi g3p su ¢d - Hay bao cao

Néu bi Ilra déo, bt nat, xam pham hoéc théy ndi dung xau,
héy béo céo cho thay c6, cha me hoic co quan chic néng

3. QUY TAC VANG KHI SU DUNG MAY TiNH VA INTERNET

B a & 2 & 5

Cap nhat hé diéu hanh Sao luu dif liéu Khong téiva caidat  khang két ban, trochuyén  Khong chiaséhinhanh,  Ton trong ban quyén
vmngddla vndeomaycamcuabanthan phan mém va ndi dung 5.

5. EM CO BIET?

phan mém khéng rd
nguon goc.

4. NG DUNG TIN HOC TRONG HOC TAP VA CUOC SONG
Q Tim kiém tai liéu, hoc truc tuyén 2 & \  Maingay c6 hang triéu mGi de doa an ninh mang
<@ Lam bai tép, dy én, thuyét trinh v nhu virus, lira dao, dénh cap dif liéu
N Luu trif va chia sé tai igu
Séng tao ndi dung s6
(video, hinh anh, infographic...)
Giao tiép, cong tac hiéu qua.

va phan mém thudng xuyén. ~ quan trong dinh ky.

=

60%* cac vu xam pham dif liéu
6 yéu t6 con ngudi

&
@ Mt hanh ddng nhd cla ban N
¢6 thé bdo vé chinh ban va cong dong.

“Cong nghé chi that su htu ich khi chung ta hiéu biét
va st dung mot céach an toan, c6 trach nhiém.”

HAY @ P 6 @ THONG T HOTRG
. 3 dai Q ba 111
GHINHO! W 823 o Mg i de ot e 1Y

¥ . Hiéubiét ~ Cantrong  Tontrong  Trach nhigm Cing nhauxdy dung B4 Cong an: 5656/156
W désidung débdové  dévanminh  dé antoan mai truong "‘angl Trang web béo cdo ndi dung xau, déc hai:
= an todn, kinh manh! https://vncert.vn

* Ngudn tham khao: Verizon Data Breach Investigations Report (DBIR-2025)

May tinh cling can “khée manh” -
hay bdo vé va str dung diing cach.

Hinh 6.2. Kién thitc vé tin hoc va an toan thong tin
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6.3. Nguy co vé ndi dung xau trén mang, bio vé thong tin ca nhén

NGUY C0 VE NOI DUNG XAU TREN MANG,
BAO VE THONG TIN CA NHAN @

Hiéu diing - Nhan biét - Phong tranh - Tu bao vé minh va ngudi khéc +

Khéng gian mang mang lai nhiéu lgi ich, nhung ciing tiém an
nhiéu nguy co. Hay trang bi kién thirc dé tu bao vé ban than!

Nhing ndi dung déc hai cé thé gay anh huéng nghiém trong
dén tam ly, hanh vi va cudc song clia ban.
NOI DUNG BAO LUC, KICH DONG THU HAN
Gay s hai, kich thich hanh vi tiéu cyc,
BAO Luc anh hudng dén suy nghi va cam xdc.
KHIEU DAM
TIN GI!\
LUA DAO
COBAC

NOI DUNG KHIEU DAM, D01 TRUY
Anh huong dén nhan thic, dé bj 16i kéo,
xam hai hodc khai thac.

THONG TIN GIA, TIN DON, XUYEN TAC
Gay hoang mang, hiéu sai van dé,
anh hudng dén quan diém va hanh vi.

0 BAC, TRO CHOI ONLINE, MUA BAN TRAI PHEP
Dé gay nghién, ton kém tién bac, c6 thé
vi pham phap luat.

HAU QUA:
Anh hudng stic khoe
tinh thén, hoc tap,
mai quan hé va co thé
vi pham phap luat.

NOI DUNG DOC HAI KHAC
Ty tir, &n kiéng cyc doan, phén biét doi xt,
thach thic nguy hiém, vi pham thuan phong mj tuc...

Théng tin ca nhan néu bi 16 c6 thé bi li dung dé lira dao,
dénh cap tai khoan, xam pham hoéc gay thiét hai.

~3__®

Dia chi nha,
trudng hoc

Théng tin tai khoan S6 dién thoai,
ngéan hang, mét khau email
-~®_THONG TIN CANHAN .
CAN BAO VE Hinh &nh, video
canhan
S6 dinh danh, Tai khoan
Can cudc mang x4 hoi

Vi SAO CAN BAO VE?

Q Trénh bi mao danh, lifa déo chiém doat tai san.
@ Tranh bj theo ddi, quay réi, bt nat.

@  Giiran toan cho ban than va gia dinh.

CAC HINH THUC LOI DUNG THONG TIN CA NHAN

LUA DAO, CHIEM DOAT
TAISAN

MAO DANH, GIA DANH

Diing théng tin ca nhan dé
lita chuyéh tién, vay tién

St dung thong tin cé nhan
dé tao tai khoan gia,

QUAY ROI, BAT NAT
TREN MANG

Str dung thong tin,
dé de doa, xtc pham, cong

QUANG CAO, THEO DOI

XAM PHAM, PHAT TAN
TRAI PHEP

HINH ANH

hinh &nh Thdng tin bj thu thap dé gui

quang cdo, theo ddi hanh vi

Hinh anh, video cé nhan bi
chia sé trai phép, co thé gdy

hoac chiém quyén truy cap mao danh ngudi khac. khai gay ton thuong tam ly. va xam pham quyén riéng tu. anh huong lau dai.
tai khoan.
4 kv i\ G TU BAO VE TREN MANG Q GHI NHO!
¥ \ 7 ° Suy nghi ky trudc khi dang tai
a y ’ a \ / o@e bt ky thong tin gi.
\ | ( Ton trong ngudi khéc
Lk | ‘ ° 0 © trén khong gian mang.
Datmatkhdumanh, C3idit quyén riéngty, Khong chiaé thong tin  Khong nhdpvao dubng link  Bo ciovachannqudiding, Trao d6i v thiy c5, @ Rdingsiengantoin;

lanh manh va cd trach nhiém.

khongchiasé  kiém trava diéu chinh  canhén, hinh anh, vitri  la, khong téi ingdung tir ~ trang web co ndi dung xéu, ~ cha me khi gap van dé
véi ngudi khac. thudng xuyén. cho ngudi la. ngudn khng tin c4y. lifa déo, qudy réi. trén mang.
KHI GiP NOI DUNG XAU = e =
AC BI LOI DUNG / \‘ / =\ g & /o = A%
‘ ﬂ | ) ¥ | ) THONG TIN HO TRQ
\ \ /
NS ,/ > N R  Tong dai Qudc gia bao vé tré em: 111
1.DUNGLAI  2.LWU BANG CHUNG  3.BAOCAO 4. CHIA SE < gg"cggg ot
Khéng tiép tuc xem,  Chupmanhinh, luulai  Sirdungchicnéng  N6i vdi thdy cd, chame @ Trang web bao a0 ndi dung xdu, doc hai:
chia sé, tuong tic.  thong tin lam bang bdocdo, chantaikhodn  hodc ngudi tin cay https://vncert.vn i f
chung khi cén thiét. hoéc trang web. dé dugc hd trg.

An toan hom nay - Binh an ngay mai!

Hinh 6.3. Nguy co vé néi dung xdu trén mang, bdo vé théng tin cd nhan
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6.4. Nguy co vé twong tic cé hai véi ngudi khac

NGUY CO VE

~—>
Y O

1 NHUNG NGUY CO KHI TUGNG TAC VI NGUGI KHAC

BI LUA DAO, GIA MAO
Ké xau c6 thé gia danh ngudi khac dé

lita ddo, chiém doat tai san hodc thong tin
ca nhan ctia ban.

&@

Ngu®di la tiép can bat thudng
K&t ban, nhan tin, héi thdng tin
riéng tu ma khong ré ly do.

BI BAT NAT, XUC PHAM, MIET TH|
Nhiing |6 n6j, hinh &nh, binh luan tiéu cuc
¢4 thé gay ton thuong tinh than nghiém trong.

BI DU DO, LI DUNG T —}
K& xau c6 thé du do gap g8, yéu cau gui b e
hinh nh nhay cam hodc thuc hién hanh vi De nghi bét thudng

Yéu cau gui anh riéng tu,
cho tién, qua hoac gap mat.

Puding link la, yéu caunhap vao

GUi link la, phan mém la,
¢ thé chira ma dac.

9

NGUYEN TAC TUONG TAC AN TOAN TREN MANG

khdng an toan.

MAU THUAN, XUNG DOT

Tranh céi, hiéu lam hoic bi kich dong
c6 thé dan dén xung dot va hau qua
kho ludng.

BI LO THONG TIN DO CHIA SE QUA MUC
Chia sé qua nhiéu vé ban than co thé khién ban
trd thanh muc tidu clia ké xau.

I\

Khéng dong y gap mét
ngudi quen qua mang
khi chua cé sy dong y
ctia cha me, thdy co.

Suy nghi ky trudc khi
két ban, nhan tin hoac
chia sé ndi dung.

Khdng chia sé thong tin
riéng tu vdi ngudi la.

Ton trong ngudi khéc,
khdng néi 16i xtc pham,
miét thi, ky thi.

DUNG LAI
Khong tré |6, khong tranh cai.

LUU BANG CHUNG

Chup man hinh, luu tin nhan, link, tai khoan.
BAO CAO VA CHAN

Béo cdo cho nén tang va chdn ngudi do.
CHIA SE NGAY

N6 vdi cha me, théy cd hoéic ngudi tin cay.
TiMHO TRO

Lién hé céc kénh hd trg khi can thiét.

5 DIEU LUON GHI NHﬂ KHI TUONG TAC TREN MANG

/ N\
Bao vé ban than (a (. .} o .
13 quyén ctia ban, / w4 \ \../ Q
ton trong ngudi khac 61 AN TOAN SUY NGHI TON TRONG cﬁuu GIAC CHIA SE
THONGTIN  TRUGCKHIHANHOONG ~ NGUOIKHAC ~ VOINGUYCO  KHICAN THIET

+r latrach nhiém cla ban!

Khéng gtti anh, video
nhay cam hodc lam theo
yéu cau ky la.

5 UNG XU VAN MINH - XAY DUNG MOI TRUONG MANG LANH MANH

Q) Tong di Qudc gia bio vé tré em: 111
Budng déy nong Cyc An ninh mang -
Bo Cang an: 5656/156

@ Trang web bdo cdo ndi dung xau, doc hai:
https://vncert.vn

Q TUONG TAC CO HAI VOI NGUOI KHAC
TUONG TAC THONG MINH - BAO vE BAN THAN - TON TRONG NGUG!I KHAc

Internet gitip chiing ta két néi, hoc héi va chia se \
Tuy nhién, viéc tuong tac véi ngudi khac ciing cé thé tiém an nhiéu rdiro. _

DAU HIEU NHAN BIET TUONG TAC CO HAI

!@

Ni dung tiéu cuc, gy khd chiu
Bi chtri bdi, de doa, bdi nho,
lan truyén tin x4u vé ban.

Gia danh, néi doi

Théng tin khéng nhat quan,
an danh, né tranh chia sé
thong tin.

Thao tiing cam xiic, gay ép luc
Ep budc, de doa, lam ban
cam thay lo s¢ hodc i I6i.

HAY CAN TRONG VA TIN VAO TRUC GIAC CUA BAN!
Néu cdm thay khdng thodi méi, d6 ¢ thé 1 dau hiéu nguy hiém.

R khoi cudc tro chuyén
¢6 ndi dung tiéu cuc,
bao cdo va chan ngudi do.

Song tich cuc, lan tda diéu tot dep.
Léng nghe, thau hiéu va ton trong.

Khdng phat tn tin don, hinh anh
hodc thong tin chua dudgc xac thuc.

Bao vé nguti khac ciing chinh la
bao vé ban than.

v HAY LA NGUGI DUNG INTERNET THONG MINH, AN TOAN VA CO TRACH NHIEM! v

Hinh 6.4. Nguy co vé tuong tic c6 hai véi nguoi khdc
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6.5. Nguy co' vé quang cio va tiéu dung

1 NHUNG NGUY CO TU QUANG CAO TREN MANG

QUANG CAO GAY HIEU NHAM
Ngi dung phéng dai, sai su thét, dé khién
ngudi dung hiéu nham vé san pham, dich vu.

QUANG CAO LUA DAO

Céc chuong trinh “qua téng" “tring thudng"
hay “viéc nhe luong cao” dé chiém doat tién
hodc thong tin ¢4 nhan.

g
&a

©

WRW

9

QUANG CAO GIAT GAN, CAU VIEW
Tiéu dé, hinh anh gay séc, danh vao tam ly to mo,
khién ban mat thai gian va dé bi thao tang.

QUANG CAO THEO DOI HANH VI
Thu thap dir liéu tir thoi quen ludt web dé
theo ddi, phan tich va nhdm quang céo.

QUANG CAO KICH THICH MUA SAM QUA MUC
Dé dan dén chi tiéu khong kiém soat, anh huding
dén tai chinh c4 nhén va gia dinh.

3

MUA HANG G NGI UY TiN

@%@

TIMHIEU KY TRUGC KHI MUA

Doc md ta san pham, so sanh gia,
tim danh gia tir ngudi mua trudc.

Chon website, san thuong mai dién tir

déng tin cdy, c6 chinh sach rd rang. hoat ddng cua ngudi ban.

BAO VE BAN THAN KHI TIEU DUNG TREN MANG

0=o

. NGUY CO VE
QUANG CAO VA TIEU DUNG

Quang cdo co thé hap dan va hitu ich, nhung ciing tiém an nhiéu nguy co.
Hay trang bi kién thirc dé nhan biét va tiéu dung an toan!

TIEU DUNG THONG MINH TREN MANG
KIEM TRA THONG TIN NGUOI BAN

Xem danh gid, phan hdi, thai gian

5  viDpu THUC TE - HAY CANH GIAC!
*

Cam két qua miic

“Chéac chan 100%”, “Kiém tién dé dang”,
“Khdng rdi ro”...

Yéu cau cung cap théng tin ca nhan
S6 dién thoai, tai khoan ngan hang

dé nhan qua, nhan thudng.

Pudng link la, khéng rd nguén géc

Tén mién sai chinh ta, khong c6 https,
trang web so sai.

Gay ap luc thai gian

“Chi con 1 sudt duy nhat”, “Uu dai két thuc
sau 5 phuat”...

Thiéu danh gia, phan hoi thyc t&
Khdng ¢6 thong tin tir ngudi dung khac
hodc chi toan danh gia do.

NGUYEN TAC VANG
Nghi ng& — Tim hiéu - Kiém chiing - Méi quyét dinh!

QUAN w TAI culuu cA NHAN

DOC KY CHINH SACH

Chinh séch ddi tra, bao hanh,
van chuyén, hoan tién.

Lap ké hoach chi tiéu,
khong mua theo cam xuc.

QUANG CAO TRUNG THUONG

Ban nhan dugc tin nhan “Ban da tring iPhone 15",
D& nhin qua, ban phai dién thdng tin ca nhan va
chuyén 500.000d phi xac nhan. Két qua: mét tién

Khéng chia sé thdng tin Sir dung phuong thic Cénh gidc véi yéu cau | val§ thong tin c4 nhan.
¢4 nhan, OTP, mét khau thanh toan an toan chuyén tién trudc L = Ca, n = =
cho bt ky ai. (nhur COD, vi dién ti uy tin). khi nhén hang. [JTO MUA HANG GIA RE BAT THUGNG
- FLYZY  Giay hiéu giam 70% chicon 299.000d. Banmédéthang
va chuyén khoan trudc, ngudi ban bién mét,
m * :E 299.000d ban khéng nhan duoc hang.
Luu lai bang ching giaodich:  Bao cao va ngung tuong tic Cap nhat kién thic (I)JuNG D'?‘NG vﬁAé: I::':, ok:6UN<;56 thé chi
Anh chyp man hinh, héadan,  khi phat hién quang cdo vé an toan thong tin va Samic::i‘ul]:yg g b:n‘bi . étgc éu" L :Wgn ot e
doan chat... hodc trang web lira ddo. chia sé véi ban bé, ngudsi than. danh b, anh, d(7Héu va bj lam phin, 63 notrél phép.

v GHI NHG! 5 DIEU LUON GHI NHG KHI TIEU DUNG TREN MANG KENH HO TRO
Quang céo va tiéu dung @ m (@‘ (c? w K3 ol gl gutlowoh e TH
thér)g minh g_iup ban g, N / K QD X %) 3 Q Duding day néng Cuc An ninh mang -
tiét kiém tién bac, Khong tin vao Khongcungcdp  Khng chuyén tién Khéng truy c3p Khang mua hang B9 Congan: 5656/156
thdi gian va tranh quingcdoqua  thongtincanhan  khichua xac minh dung link la, theo cam xic. @ Trang web béo c30 ndi dung x3u, doc hai:
nhitng rdi ro khéng déng co! hap dén. bita bai. db tin cay. khdng rd nguén gdc. https://vncert.vn

@) HAY LA NGUGI DUNG INTERNET THONG MINH - AN TOAN - CO TRACH NHIEM! #r

Hinh 6.5. Nguy co vé qudng cdo va tiéu ding
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6.6. Nguy co vé an toan thong tin

= o NGUY CO VE =
AN TOAN THONG TIN

HIEU DUNG - CAN TRONG - BAO VE BAN THAN TREN KHONG GIAN MANG

Théng tin ¢4 nhan va tai khoan truc tuyén rat quan trong.
Hay nang cao hiéu biét dé phong tranh cac nguy co mat an toan théng tin!

MA DOC, VIRUS, RANSOMWARE Nhan email/tin nhén la, yéu cau cung cap thong tin,
M3 déc c6 thé dénh cip, ma héa hodc pha hiy nhan vao duding link dang ngd.

dir liéu; khéa may va doi tién chuéc. g .
May tinh/dién thoai chay cham, xuat hién quang céo la,
(mg dung la tu cai dat.

o

LUA DAO QUA EMAIL, TIN NHAN (PHISHING)

i(irel ;;l; Qﬁhfgéot;? lf:::n t')]aor;(l:)zgiéayc;ashtéh:ng S ICOmN Khéng dang nhap dugc tai khoan hodc ¢ théng bao
S PR ' sooen A dang nhap tir thigt bi/dia diém la.

DANH CAP THONG TIN CA NHAN
Théng tin ca nhén (ho tén, ngay sinh, dia chi,
s6 dién thoai, CCCD,...) ¢6 thé bi thu thap trai phép,

stf dung vao muc dich xau. m

Tép tin bi ma hda, khong mé dugc hoac xudt hién
théng bao doi tién chudc.

Ban be nhan dudc tin nhan, bai dang la tir tai khoan

@Y. RORIDULEU e
/ \ S A i o o TS 4
(\ y o hef Ca [lh?n, h'ﬂh fnh',.ta' liéu quan trong a Nhén thdng béo thay ddi théng tin, giao dich la
co tl‘wg b_l 10 ri do 16i hé thong hodc bat can cla ma ban khong thuc hién.
ngudi dung.
Q KET NOI WI-FI KHONG AN TOAN NGUYEN TAC VANG )
® A Sir dung Wi-Fi cong cong khong ma hoa cé thé an trong — Khong chi quan - Ludn kiém chimg
bi nghe Ién, danh cap di liéu. dé bao vé thong tin ctia ban!

3 CACH BAO VE AN TOAN THONG TIN

or =S —
Bo P 9 7

Dit mét khdu manh Bét xac thuc 2 16p (2FA) Khéng nhap vao link Cép nhat phan mém Canthankhistrdung  Sao luu difliéu quan trong
D3it6i thidu 8 ky ty, kéthap  Kichhoat 2FA chocic taikhoan  hodc tép dinh kém la thuding xuyén Wi-Fi cong cdng L diiéu vio § cling ngoi
chir hoa, chir thuong, sdvakyty  quan trong (email, mang xa hdi,  Kiém tra ky dia chi ngudi gli, ~ Cap nhét hé diéu hanh, trinh duyét  Khdng truy c3p tai khodn quan trong, hoic dich vu d4m méy dé tranh
dicbigt. Khong dingthngtin  ngdn hang, hoc tryc tuyén..).  khong cung cdp thong tindang  va phan mém diétvirusdévaldi  khdng nhap mat khau khi diing " mét o lidu khi o6 su c8.
8 dodn (ngay sinh, tén...). nhap qua link la. bao mét. Wi-Fi cdng cong. : '

7 2 L
5 TUAN THU QUY DINH & TRACH NHIEM CUA HOC SINH

Tuan tht ndi quy nha trudng vé sif dung Internet va thiét bi so.

4  NEUBAN NGHI NGOG CO NGUY CO, HAY:

Ngét két ndi Internet ngay Iap tic.

Kiém tra thiét bj béng phan mém diét virus. Khéng chia s thong tin c nhan, tai khon clia minh va ngudi khac. \\

DI mat khau clia cac tai khoan quan trong.

Théng béo cho ngui than, thay/cd hoac bd phén hd trg ky thuat.

Ton trong quyen riéng tu, khdng phat tan thdng tin, hinh anh trai phép.
St dung Internet vao muc dich hoc tap, nghién ctu, giai tri lanh manh.

Béo céo sy viéc dén co quan chiic ning néu bi lira dao, 2w xR WL 8 R A
chiéim dogt t3i khoan hodc rd H di idu. Khi phat hién hanh vi vi pham an toan thong tin, hay bao cao.

' GHI NHG! 5 KHONG KHI SU' DUNG INTERNET THONG TIN HO TRQ

An toan théng tin &  Tong dai Qudc gia bdo vé tré em: 111
Ia bao vé chinh ban, 3 uing diy néng Cyc An inh mang - @
4

2
o
o
V]
V]

gia dinh va cong dong Khdng tin vao Khong m:z c::n Khong ch:gsn tien  Khdng truy cap Khéngcrgma hang B3 Cong an: 5656/156
. o . uang cdo qua thdng tin ¢4 nha khi chua xac minh dudng link la, theo cam xdc.
trén khang gian mang! | hnégp dﬁn‘.ma ng\'la bai. 6 tin cay. khén‘gmrggnguénagéc. @ Trang web: https://vncert.vn

W HAY CHU DONG BAO VE THONG TIN CUA BAN THAN - SU' DUNG INTERNET AN TOAN, THONG MINH! Y

Hinh 6.6. Nguy co vé an toan thdng tin
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6.7. Sir dung mang xa hgi an toan

53

LO'I iCH KHI SU' DUNG MANG XA HOI DUNG CACH

KET NOI VA GIAO TIEP
Gill lién Iac vdi ban be, ngudi than,

md rong méi quan hé.
HOC HOI VA CHIA SE

| S T

lan tda diéu tét dep

SUDUNG
2 MANG XA HOI AN TOAN

LO THONG TIN CA NHAN
Bi thu thép, lgi dung thdng tin dé Ilta dao, gia mao
hoic theo doi.

Bl XUC PHAM, BAT NAT TREN MANG
Gay ton thuong tinh than, anh hudng dén hoc tap
va cudc song.

NOI DUNG DOC HAI
T|ep céan thong tin sai [ 1&ch, bao luc, phan cam,
anh hudng tiéu cuc dén suy nghi va hanh vi.

NGHIEN MANG XA HOI
Lang ph| thdl gian, | giam tap trung, anh hudng

Tiép cén kién thic, ky ndng, tai liéu hitu ich,

chia sé kinh nghiém tich cuc.
BAO VE CAI AT

PHAT TRIEN BAN THAN
Thé hién nang khiéu, dam mé, xay dung hinh anh
tich cuc va rén luyén k¥ nang so.
THAM GIA CONG DONG
THONG TINCANHAN = QUYEN RIENG TU
‘ Khong chia sé dia chi, Chicho ngual tin cay
50 dién thoai, tnrong hoc xem ndi dung va quen biét, can nhac trudc
i\ hodc anh riéng tu. thong t|n canhan. khi chap nhan [&i moi.

&y

KET NOI

Tham gia cac hoat ddng xa hi, chién dich y nghia,
THONG MINH

@ Lénké hoach sir dung mang x hoi hop Iy mdi ngay.
0 Ut tién thai gian cho hoc tap, hoat dong thé chat,
gia dinh va sd thich lanh manh.

Nghl ngai cho mét, van dong cd thé sau khi stf dung
de bao vé stic khoe.

TIKTOK

FACEBOOK INSTAGRAM ZALO YOUTUBE
e Canthanvdicichaiviet ~ e Chonlocndidung o Khdng chia sé hinh anh o Khongkétbanvéingudila. = @ Chon kénh uy tin, ndi dung
“cau like", tin gia. dé xem va tuong tac. riéng tu, nhay cam. ® C3n than véiilink la, tin nhdn phis hop |ia tudi.
e Khong tham gia nhém ® Khong binh luan, chiasée = e An danh sach ngudi theo doi yéu cu chuyé’n ﬁ'é'n ®  Khong dé 16 thong tin ¢ nhan
€6 noi dung tiéu cyc. thong tin tiéu cuc. néu can thiét. o Khona chia sé tho .t " & phan binh luan.
® Kiém tra quyén riéng tu ® Bdo cdo video vi pham e Canh glac vdi tai khoan gia mao, ca‘r)l?lgan nhé 0"‘2 , ® Bao cdo video cd ndi dung
\__ thudng xuyen. tiéu chuan cong dong lradaobénhang. s 7"“19 __vipham.
GHI NHO! Emchiutrichnhiémvéihanhvicia | [ KHONG KHI SU DUNG INTERNET ‘ Y VE DO TUOGI
¢ minh trén mang xa i i khod
d o Tu i 16 tudi: Bugc sir dung tai khoan
v ° Str dung mang x4 hdi an toan dé béo vé C} rnangxahoitheoquydmh
o ban than va ton trong ngud khéc. Q m 16 tud: Chgm Khi dugc chame
Beiqiaiga e &y Py Khongcungcdp Khngchuyéntén Mmqp Klwmhw nguoi giam 6p va giam sat.
\\ | mw&mmﬂcﬂg}?ﬂ:‘ﬁ:ﬂg n?i%%m momb‘glgman md;zgmnh meﬁn quacamxic. 0 Trénh truy 3 i dung khdng phishop Ia tui.

Chi két ban véi nguoi | Kiém tratinh chinh Xac,

stic khoe va két qua hoc tap.

BAO CAO VA CHAN
NOI DUNG XAU
Bao cdo, chan hodc
r6i khoi tai khodn,
nhém cd ndi dung xau.

SUY NGHI TRUGC | UNG XU VAN MINH,
KHI CHIA SE TON TRONG

Khong ni Ii xtc pham,
ton 1trong ngual khac
va quyén i riéng .

khéng chia sé khi
chua kiém chung

92

Gir binh tinh, khéng phan hdi tiéu cuc.
Luu lai bang chiing (tin nhén, hinh anh, dutng link).

Q Lién hé cac kénh hd tro khi can thiét.

Q Béo céo cho gido vién, phu huynh hosic nguéi lon tin cy.

= KENH HO TRO

|
J

&S Tong dai Quic gia bao vé tré em: 111 ‘
S M\gd&lyndngtucknninhmang-ﬁécét\ganzsssmss‘
@ Torgueb psimeertn J

@ SU' DUNG MANG XA HOI THONG MINH - AN TOAN - CO TRACH NHIEM!

Hinh 6.7. Sir dung mang xa hoi an toan
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6.8. Sir dung an toan thiét bj

SUDUNGANTOAN =
2 THIET Bl .

BAO VE BAN THAN - BAO VE THIET BI - HOC TAP HIEU QUA
@ Thiét bi la céng cu hoc tap va két ndi quan trong.

y ./ Sir dung diing céch sé gitip ban an toan va khai théc higu qua! < A
BAO VE THIET BI CUA BAN 2 SUDUNG KET NOI AN TOAN

Bao vé bang mat khau/ma khéa Can than véi Wi-Fi cong cong

Dt mat khau manh, c6 chir hoa, chir thuting, Khéng truy cdp tai khodn quan trong khi diing

s0 va ky tu déc biét. Khong chia sé mat khau. Wi-Fi mién phi (nhu ngan hang, email...).

Cap nhat thudng xuyén Kiém tra dudng link

Cap nhat hé diéu hanh, (ing dung va phan mém Khéng nhap vao dudng link la hodc khdng rd ngudn géc,
diét virus dé va l6i bio mat. dé tranh trang déc hai, lira dao.

Tét két ndi khi khong stf dung

Tat Wi-Fi, Bluetooth néu khéng dung dé tranh bi truy cap
trai phép va tiet kiém pin.

bo ma doc.
Sao luu dif liéu dinh ky

Sao luu dir liéu quan trong [én dam may
hodc thiét bi luu trir ngoai.

Bao vé khi thét lac hodc bj mat cap GHI NHO!
Bat tinh nang tim thiét bi (Find My Device),
khoa tif xa va x6a dif liéu néu can thiét.

Khéng chia sé két ndi
Khéng chia sé Wi-Fi ca nhan hodc diém phat séng
ctia ban cho ngui la.

BE0R

Mang khéng ddy cong cdng cé thé khdng an toan,
hay ludn canh giac!

@ Cai dat phan mém diét virus
o Stf dung phan mém uy tin dé phéat hién va loai

4 QUANLY PIN VA SAC AN TOAN

Sac ding cach
Str dung b sac va cap chinh hang.

Khdng sac qua dém hoéc khi khdng can thiét.

iy O 9 @

Tu thé diing Thiigianhgply Anhsingphihgp  Blovédéimét  Vandng thubing xuyén
Ngdithanglung,  Nghi gidilao sauméi  Sirdung thiét bidnoi  Diéu chinh g sang Dung day, vudn vai o
métcichmanhinh  45-60 phitsrdung  dsing,rdnhénhséng man hinh viaphdi,  S-10phitdéthegan  (RAWp Gipntat oo
_50-70¢m, thiét bi. manh chidu truc tiép.  ¢6 thé ding ché do cothé mit. Duy tri mtc pin tir 20% - 80% dé kéo dai tudi tho pin.
khong cii qua gan. béo vé mat. (4] Ngét két néi sau khi sac day
\D Rt sac khi pin ddy dé an toan va tiét kiém ndng ugng.

s Tranh nhiét do cao )
" Khong dé thiét bj & nai nong (du6i anh ning tryc tiép,
trong xe hdi...).

5  UNG XU TRACH NHIEM VG THIET BI © DAU HIEU THIET BI CO VAN DE

Thiét bi chay cham bt thudng
@ @ :.E ; ﬁ . Pin tut nhanh, néng may

.
.
 Xuat hién quang cdo la, ing dung la
Khong caidit  Kiémtraquyéntruycip Khdngchongubikhic Xgadiliéuantodn it gin thiét bi . gﬂ‘i?ii??ﬂam%f Ltr:: t?i'sli(hoan
Cl:‘r?ég a:l:";!] Ia“.! Chi cap quyén can thiét m‘m“ﬂ“& bitiytién i khong diing nia, Khéng lam i, va dip, —— — J —
s gk choingdung  Baovéthongtincanhin - hayxsa ol canhén g gk rio. sachse. Héy bao ngay cho thay ¢é hodc ngudi lén
(App Store Google Play), (it danh ba, mayanh. ), V2 tikhoancliaban.  tnyic khiban hoie téng. dé dugc ho trg kip thai!

5 NGUYEN TAC VANG SU DUNG THIET BI AN TOAN
o Bao mat Cén trong 9 Cap nhat Sirc khoe Trach nhiém
Théng tin ca nhan Ludn canh giac vdi Thudng xuyén Sir dung hop ly, Ton trong phap luat
a 1a ctia ban, & lién két, tép tin N\ cap nhat hé thong v nghi ngai, bao vé 008 ; g x(f van minh
héy gitr kin. va (g dung la. V va phan mém. mat va cd the. '.‘ trén méi trudng so.

(e13 [N I3(ofM @ Dingthiétbi ding cich 68 bio vé bin thin va dif idu cé nhén. KENH HO TRO HOC SINH

R ey o
Q"‘ @ Cintrong khi két ndi mang, cai ig dung va chia sé théng tin. &S Tong i Quéc ga bdo vé tréem: 111
([ \ ‘ L

{ . E RS Buing diy néng Cuc An ninh mang - B3 Céng an: 5656/156
° Str dung thiét bi an toan, lanh manh va ¢é tréch nhiém moi ngay. @ Trang web: https://vncert.vn

Hinh 6.8. Su dung an toan thiét bi
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BANG PHAN LOAI NGUON THAM KHAO

béao vé tré em

Ngudn Danh cho N§i dung
[1] Be Internet Noi dung gido duc an toan mang cho
Awesome [HS/GV] tré em.
[2] B0 Quy tac trng xur [GV/CMHS] Vin ban phép 1y, ngdn ngilr twong

do1 kho véi hoc sinh nho.

[3] Bitwarden

[HS THCS-THPT/GV]

Cong cu k¥ thuat; khong can thiét
cho ti€u hoc tu doc.

[4] Khung 4C — CO:RE

[GV]

Tai li¢u nghién ctru/chuyén mon.

[5]-[7] Canh bao, tra
ctru thi

[HS THCS-THPT/GV]

Phu hop véi hoc sinh 16n hon, dac
biét THPT.

[8] Anh riéng tu tao
bang Al

[GV/CMHS]

Chu dé nhay cam; khong nén dé hoc
sinh nhé tuy mo.

[9] UNICEF vé thong
tin sai 1éch

[HS THCS-THPT/GV]

C6 thé dung cho hoc sinh 16n véi
huong dan.

[10] Noi dung riéng tu
dung dé vay tién

[GV/CMHS]

Chu dé nhay cam.

[11] “Bit coc online”

[GV/ICMHS; HS THPT
c6 huéng dan]

Noi dung vé de doa, lira dao nghiém
trong.
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[12] Cudng doat bang

Noi dung vu 4n va thong tin nhay

. A [GVICMHS]
video riéng tu cam.
[13] Nghién ctru vé Noi dung nghién ctru stre khoe tam
hanh vi tu gdy ton [GVICBQL] 1y khong phu hop d€ hoc sinh nho tu
thuong doc.
[14] Nghién ctru giao A A, A A
duc dong ding [GVICBQL] Nguon nghién ctiru chuyén mon.
[15] Cudc thi Hoc sinh n . . .
véi An ninh mang [HS/GV] Noi dung phu hgp véi hoc sinh.
[16] Khoi t6 nit sinh TR .
trong vu bao luc hoc [GVICMHS] VqueC P hap 1y .hen quan hoc Slr{h’
. khong can hoc sinh nho tu truy cap.
duong
[17] Hé thong chdng tin [HS THCS- A px .
nhan/cude goi réc THPT/GVICMHS] | Nguon ho tro thuc hanh.
[18]-[19] CRAAP Test [HS THPT/GV] gﬁ;?gﬁg hoc thuat, phu hop hoc
[20] Diéu kién do tudi [HS THCS- Lién quan tryc tiép dén viéc st dung
ChatGPT THPT/GV/CMHS] Al theo d9 tudi.
[21] Hudng dan tudi st [GV/CMHS] Chu yéu phuc vu lya chon cong cu

dung Claude

cho hoc sinh.
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PHU LUC

Ciac kénh hd tro khi giip su co

Téng dai 111

Tong dai Quoc gia Bao v€ Tré em, Cuc Ba me

va Tré em

Website: https://tongdailll.vn

Tong dai 156/5656

H¢ thong phong, chong tin rac, cudc goi rac,

Cuc An ninh mang — By Cong an.

Website: https://nospam.vncert.vn/

Trung tim Ung ciru khan cip khong gian

mang Viét Nam

thu¢c Cuc An ninh mang — By Céng an

Website: https://vncert.vn
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Giai thich mt s6 thuit ngir

2FA — Two-Factor
Authentication

Xac thuc hai 16p

cau thém modt budc xac minh dé
chac chan nguoi dang nhap
dung la chu tai khoan.

Thud T tr /) . « 3X 3 X ene i3 s N . , A s
hugt ni.lef; ong tar Cach goi dé hieéu | Gidi thich danh cho hoc sinh Vi du gan giii
C.(zng nAgh¢AguA1p may tinh ‘fhuc Al giup giai thich
e hién mét s6 cong viéc thuong A LS8 =
Al — Artificial f A 1A AT Lk . - , mot bai toan hoac
. Tri tué nhan tao can dén kha nang cia con PPy
Intelligence e A A . goiy dan y bai
nguoi nhu nhan dién hinh énh, & oo
. 1. o v a1 .. | thuyét trinh.
tao van ban hodac tra 101 cau hoi.
Ngoai mat khau, tai khoan yéu | Sau khi nhép mat

khau, em con phai
nhép ma gui vé
dién thoai.

OTP — One-Time
Password

M3 dung mot lan

Ma xac thuc chi co gia tri trong
thoi gian ngdn va thuong chi
dung mot 1an. Pay 1a thong tin
bi mat.

Ngan hang gtri ma
6 s6 dé xac nhan
giao dich. Khong
doc ma nay cho
nguoi khac.

Trinh quadn 1y mdt khdu

Kho gitt mat
khau an toan

Cong cu giup tao, luu va tu
dong dién cac mat khau khac
nhau cho nhiéu tai khoan.

Em chi can nh&
mat khau chinh dé
mo kho chira cac
mat khiu khéc.

Chtre ning dung dé thong bao
cho nén tang biet mot tai khoan

Bao cao mot tai
khoan gid mao

mém doc hai

ddi hodc chiém quyén thiét bi.

Rageit SRIEL hoic ndi dung c6 dau hiéu vi hoic dang quay
pham. roi.
Ngin mét tai khoan tiép tuc Chin nguoi la lién
Block Chin lién hé hodc twong tac véi tuc giri tin nhan
minh. gay kho chiu.
Ké x4u gia lam ngudi hodc t6 Tin nhén gia danh
_ o, chuc dang tin d€ du ngudi dung | nha trudong: “Bam
ATBIGL |1 64D g bam lién két, nhap mat khau, vao day dé xem
OTP hoac cung cap thong tin. diém thi”.
Tin nhin Zalo gia
N . Mot dang phishing dugc thuc danh giao vién
L Ltra ddo qua tin o o, A X A
Smishing 5 hién qua SMS hoac ing dung yéu cau dang nhap
nhan : s A A
nhén tin. vao mot duong
link la.
Tai mot img dung
Madoophin | Phinmémduge twora égry | SRR
Malware >Cp hai, danh cap thong tin, theo O DAL

cao va tai khoan
bi dang nhap bat
thuong.
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Virus may tinh

Phan mém giy
hai c6 kha nang
lay lan

Mot loai ma doc co thé gén vao
tép hoac chuong trinh va lan
sang dir li¢u khac khi dugc kich
hoat.

Mot tép tai tu
ngudn la 1am
nhiéu tép trong
may bi 19i.

Phan mém chong

Cong cu giup phat hién, canh

Cong cu bao mat
canh bao khi em

Antivirus < o bao hodc xir Iy mét s6 phan N
ma ddc N 11 = A . tai mot t€p dang
mém c6 kha nang gy hai. X
ngo.
X ~ Pl;1}6n ba’q tr9 Ch? ! dugc ‘Ehay Mot ban mod thay
Ban game da doi so véi ban goc. Cobanmod | .7 <
Game mod \ , . R A giao dién hodc
chinh stra hop 1€ nhung ban tai tir nguon NS
f LR 1 s an thém ban do méi.
la c6 thé chira ma doc.
Str dung cong cu hoac cach T
Can thiép trai itk bt st bl gt || o B B @)
Game hack PR L PO . thém tién ao trai
phep vao game cho phép dé thay doi tro choi wv dinh
hodc tai khoan. quy dini.
N Dung mi hoic cong cu dé co Cong cu ty ngdm
Gian 1an trong C A A o 3 . A \
Cheat . . loi thé khong cong bang so voi | muc tiéu trong tro
tro choi . L2 .
nguoi choi khac. choi.
Bén phan mém bj Phan mem d? bi sua dei b? B9 | T4i ban “phan
, L. han ban quyén hodc m¢ tinh X 1 X
Crack pha co ché bao ndine tra ohi trai phép: ¢6 1 mém tra phi mién
vE & tra At tal phep; gy phi” tir website la.
co chira ma doc.
Noi dung dqqc Al tao hoac S;Qfoiol Ci%r?mh
Deepfake Hinh/giong/video | chinh stra @& m6 phong khu6n n fbi t}%éi nhlgm
P gia bang Al mat, giong ndi hay hanh dong & &

cua nguoi that.

thuc ra dugc lam
gia.

) Hanh vi dung mang x& hoi, tin - [ Ca nhom cung
Cvberbullvin Bat nat trén nhan hoég nép tang so dé xuc da“u;g bNinh luan
y ying mang pham, ché gicu, de doa hodc c6 | ché gieu mot ban
1ap nguoi khac. trong 16p.
Nguoi quen qua

Grooming

Du d§, tao long
tin dé gay hai

Qua trinh mot nguoi ting budce
lam quen, tao long tin roi gy
ap luc hodac 1¢i dung tré em.

game tang qua,
xin gitr bi mat rdi
yéu cdu giri anh
riéng tu.
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Sexual extortion
(thwong goi la
Sextortion)

be doa, ép budc
bang ndi dung
riéng tu.

Mot nguoi dung hoac de doa
phat tdn ndi dung riéng tu, nhay
cam dé gay ap luc, budc nguoi
khac 1am theo yéu cau, cung
cap thém ndi dung hodc chuyén
tien.

Mot nguoi de doa
s€ gui hinh anh
riéng tu cia hoc
sinh cho ban bé
néu em khong lam
theo yéu cau (vi
du chuyén tién).

Tin gia — Fake news

Thong tin gia

No1 dung sai hodc gay hjéu
nham dugc trinh bay giong nhu
thong tin that.

Bai dang gia
thong bao “Ngay
mai toan truong

nghi hoc”.
Théna tin sai Théng tin khéng chinh xac Chia sé¢ lai lich thi
Misinformation ong in s¢ dugc chia sé boi nguoi tudng cti vi tuong do la
khong chu y

rang no la dung.

lich nam nay.

Disinformation

Thoéng tin sai c6
chuy

Thong tin sai dugc cd tinh tao
va lan truyén nham dénh lira
nguoi khac.

Tao thong béo gia
ctia nha truong dé
khién hoc sinh
hoang mang.

Khung 4C

Bon nhém rti ro
trén mang

Céch phan loai rui ro tré em
gap trén mang thanh Content,
Contact, Conduct va Contract.

Noi dung doc hai
thudc Content;
ngudi la tiép can
tré thuoc Contact.

Content risk

Rui ro tir ndi

dung

Nguy co khi tré nhin thdy hodc
tiép nhan ndi dung khong phu
hop hodc gay hai.

Video bao luc
hodc thong tin sai
lIéch.

Contact risk

Rui ro tir nguoi
khéc ti€p can

Nguy co khi tre bi nguoi khac
ti€p can trén mang voi muc
dich khong phu hop.

Ngudi la nhén tin
xin anh riéng tu.

Conduct risk

Rui ro tur hanh vi

Nguy co phat sinh tir hanh vi
cua tré hodc nguoi khac trong
tuong tac tryc tuyén.

Chia sé anh cua
ban ma chua duoc
phép.

Contract risk

Rui ro thuong
mai/giao dich

Nguy co lién quan dén mua
ban, dir liéu, quang cao hoac
giao dich truc tuyén.

Website duv nhép
thong tin d€ nhan
qua mién phi.

Sandbox

“Hop cat” bao vé
ung dung

Co ché tach cac (mg dung khoi
nhau dé mot img dung kho ty y
truy cép dir liéu cta ung dung
khac.

Mot ing dung
trén iPhone khong
thé tily y doc di
li¢u ctia ing dung
khac.
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Firewall

Tuong lura

Co ché kiém soét ludng dir lidu
ra vao thiét bi hoic mang nham
han ché két nbi khong mong
mudn.

May tinh chan
mot chuong trinh
la dang c6 két ndi
Internet.

VPN — Virtual Private
Network

Mang riéng 4o

Cong nghé tao mot két ndi
dugc bao v¢ hon giira thiét bi
va mang Internet.

Khi dung Wi-Fi
cong cong, VPN
c6 thé gitp bao vé
dir lidu truyén qua
mang.

He¢ thong gitip chuyén tén

Em g0 tén mat

DNS - Domain Name | “Danh ba” ctia | website & nh6 thanh djachi | Vesite, DNS

~ A o z | gitp thiét bi tim

System Internet ma may tinh c6 thé st dung dé - » .
K oA ding may chu cua
ket noi. .y
website do.

- Mang khong day 6 noi cong |\ i ixy oo
Wi-Fi cng cong Mang Wi-Fi cong ma nhiéu nguoi co thé quan ca phé hodic

' dung chung cung su dung va can than trong :

khi truyén théng tin quan trong.

san bay.

Bién dir li¢u

Céch bién thong tin thanh dang

Tin nhan dugc ma

Ma héa — Encryption thanh dang kho ngudi khong c6 quyén kho doc | hoa truge khi
doc duoc. truyén di.
Tinh nang giup cha me gi6i han Cha me dit giéi

Parental control

Cong cu cha mg
quan ly

thoi gian, g dung hodc noi
dung phu hop véi d6 tudi cia
con.

han mot gio choi
game moi ngay.

Restrictive mediation

bat gidi han va
quy tac

Cha me thong nhat nhiing viéc
con dugc lam, khong nén lam

hodc can gidi han khi stir dung

Internet.

Quy dinh khong
dung dién thoai
sau 22 gio.

Active mediation

Cung trao doi va
hudng dan

Cha me tro chuyén, giai thich
va cung con Xt ly nhiing dicu
gdp trén mang.

Hai me con cung
kiém tra mdt tin
nhan dang ngo.

Technical mediation

HO tro bang cong
cu ky thuat

Cha me str dung tinh nang hoac
phan mém de€ ho tro bao vé tré
khi dung thiét bi.

Bat gidi han thoi
gian hoac bd loc
ndi dung.

Boolean Search

Tim kiém bang
cach két hop tur
khoa

Cach dung AND, OR, NOT va
cac ky hi¢u khac dé thu hep
hodc mé rong ket qua tim kiém.

"an toan mang"
AND "hoc sinh"

AND

Tim ca hai

Yéu cau két qua c6 dong thoi
cac tuir khoa can tim.

an toan mang
AND hoc sinh
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Tim mdt trong

Mo rong két qua d€ nhan cac

cyberbullying OR

OR . trang chira mot trong cac tir 5
hai Kno g ' & "bat nat mang"
A . s Loai tir khong Loai bo cac két qua chira tir "an toan mang" -
T = YOO f A .x .
WO el 57 (5 muon tim khoa gay nhiéu. game
"B6 Quy tic ing
% . N | Yéu cau cong cu tim kiém giit | xir v& bao vé tré
Dau ngodac kep "..." Tim ding cym tir R g‘ o, ’g . R e
nguyén cum tir va thir ty cac tir. | em trén moi
truong mang"
Chi tim trong Gi6i han két qua vao mot A todn man
site: mot website/tén | website hodc mt nhom tén . ang
o2 oA R, =9 site:moet.gov.vn
mién mién nhat dinh.
. : Gidi han két qua & mot dinh an toan mang
filetype: Tim theo loai t& N T . :
yp aLtep dang tép nhu PDF. filetype:pdf
intitle: Tim tir trong tiéu | Tim C&c trang co tir hodac cum intitle:"an toan
’ de tur xudt hién trong ti€u de. mang"
Trudc khi dung
. . A .| mot bai viét, hoi:
Khung danh gia ngudn dua trén 1A ,
. A1 L oA oA Ae 1A méi khong, dung
Nam cau hoi muc dd cdp nhat, lién quan, o n . 2.
CRAAP Test .2 A 2 3 , L viéc khong, ai ndi,
kiém tra ngudn tham quyén, chinh xac va muc AR .
. c6 bang ching
dich. A e AR 1s
khong, néi dé l[am
gi?
Mot quy dinh
Kiém tra thong tin dugc ding phap luat nam
Currenc Tinh cap nhat < A TS ol 2 LA
y 4p g hodc cap nhat khi nao. 2020 c6 thé da
duoc thay the.
Bai viét Vé sinh
Xem ngudn cé thuce sy phtthgp | vién ¢6 thé khong
Relevance Murc d0 lién quan | véi cau hoi hodc bai hoc hay phu hop néu em
khong. dang nghién ctru
hoc sinh tiéu hoc.
A A 2 T S Thong tin tuyén
Do tin cay cua Kiém tra ai vi€t hoac to6 chirc . gA uye
. .. . . . A A A sinh nén wu tién
Authority nguoi/don vi nao chiu trach nhiém veé noi A e A s
£ nguon cua B, S&
cung cap dung. < ;
hodc truong.
2 . 13 Mot s6 li¢u c6 dan
Kiém tra ndi dung c6 bang T
N , , N oxo o =2z, | bao cdo goc dang
Accuracy b6 chinh xac chung, ngudn dan va c6 the doi | . 2 1o a
.; R tin hon s6 liéu
chiéu hay khong. o . A
khong ghi nguon.
Mot bai quang céo
, , . | Xem ngi dung duoc tao dé cung | khoa hoc c6 thé
Muc dich cuandi | "z, .z , ) X X g
Purpose cap kién thirc, quang cao, nhan manh loi ich

dung

thuyét phuc hay gy anh huong.

dé thuyét phuc
ngudi mua.
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Chuén trich dan

Céch trinh bay ngudn tham

Trong bai ¢6 thé

APA AT khao thuong dung trong khoa ghi (Nguyén,
tacgla—nam oo xd hoi, gido duc va tam Iy. | 2026).
Chuén trich dn | C8¢h winh bay nguon thubng | 10 44 04 e
MLA L, dung trong ngdén nglr va van . x
tac gia — trang hoc ghi (Nguyen 25).
Yéu cau gui cho Cau Ignh, cdu hoi hodc huéng tu(;?lht)h;};nzgzg
Prompt v dan ngudi ding dua cho AI dé

Al

Al thuc hién mot nhi€ém vu.

cho hoc sinh 16p 5

bang 5 cau.”
Thay vi hot
o o .x Al A “Toéan”, yéu cau:
. Cichvityen |Xynangdiendaty®ucdurd = wqisiypion phan
Prompt Engineering A rang, cung cap du boi canh va X3 ; .
cau cho Al 06i 16 kit qua mone mudn s0 bang vi du chia
E E banh cho hoc sinh
16p 4.7
Ao gide AT Al Al “bia” nhung Hién tuqng A¥ tao ra thong tin AIA’du’a’ ra tenvatA
hallucination 16 nhur that nghe hop 1y va tu tin nhung cuon sach hoac so
: thuc t€ sai hodc khong ton tai. liéu khong c6 that.
Dbi chiéu thong tin Al cung AI not mot neay
2 Ca L. B . , lich str; em ki€m
2 , 2 Kiém tra lai cdu | cap vdi sach, tai liéu chinh thirc :
Kiém ching dau ra Al 1 o < B AR s ; tra lai trong SGK
tra 101 cua Al hodc nguon dang tin cay khac hos :
trudc khi st dung odc website
e chinh thtrc.
A Céch chia thoi gian hoc thanh | 9 23 Phut, nghi
Hoc tap theo . . on < 5 phat; sau vai
Pomodoro A cac khoang tap trung ngan, xen A s 1A
phién tép trung 1& nehi phién thi nghi lau
€ nghi. hon

“Phan thwéng bién
doi”

Phén thudng xuit
hién kho doan

Khi ndi dung thu vi, luot thich
hoic thong bao xuat hién khong
¢b dinh, ngudi ding d& muén
kiém tra tiép dé xem diéu gi s&
xuét hién.

Em dinh xem mot
video nhung tiép
tuc cudn vi khong
biét video thu vi
tiép theo xuat hién
lic nao.
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