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LOI NOI PAU

Hién nay, khong gian mang da tr¢ thanh mt moéi truong séng, hoc tap va
giao tiép thuong nhat cia hoc sinh Viét Nam. Bén canh nhiing co hdi to 16n vé
tiép can tri thie, két ndi va sang tao, khong gian mang cling dit hoc sinh trudc
nhiéu nguy co ngdy cang da dang va tinh vi: lira dao va chiém doat tai khoan, 16
lot dit li€u cé& nhan, st dung thiét bi sb qua muc, tin gia va thong tin x4u doc, bat
nat truc tuyén, xam hai va béc 10t tinh duc truc tuyén, cac “thu thach” nguy hiém,
coO bac tra hinh, no1 dung gia mao do tri tu¢ nhan tao tao ra va nhitng tdc dong bat
loi d6i v6i stic khoe tinh than. Nhitng nguy co nay khong chi 1a van dé k¥ thuat
ma 13 van dé giao duc, gén truc tiép Vo1 su phat trién nhan cach va sy an toan cua

nguoi hoc.

Trong boi canh d6, Pang va Nha nudce di ban hanh nhiéu chi truong, chinh
sach vé bao vé tré em trén moi trudong mang, ti€u biéu 12 Luét Tré em nam 2016,
Luat An ninh mang nam 2025, Luat Bao v¢ dir li¢u ca nhan nam 2025 va Chuong
trinh “Bao vé va hd tro tré em phat trién trén moi trudng mang giai doan 2026 —
2030” ban hanh kém theo Quyét dinh s6 468/QD-TTg ngay 23/3/2026 cta Thu
tuéng Chinh pht. Nganh Gido duc d ban hanh Khung ning luc sé cho nguoi hoc
(Théng tu s6 02/2025/TT-BGDDT), trong d6 “An toan” 1a mot mién nang luc, va
huéng dan vé cong tac tu van hoc duong, cong tac xa hoi trong truong hoc (Thong
tu s6 18/2025/TT-BGDDT).

Gido vién 1a nguoi tiép xtc v6i hoc sinh thuodng xuyén nhat, c6 diéu kién
thuan loi nhat dé gido duc, sém nhén ra nhiing thay doi bat thuong va la chd dya
tin cdy khi hoc sinh gap su cd. Tuy nhién, két qua khao sat thyc tién cho théy
nhiéu gido vién con lang tung khi t6 chirc cac hoat dong gido duc mang tinh thuc
hanh, khi tiép nhan chia sé cta hoc sinh vé mdt su ¢d truc tuyén va khi phéi hop

vo1 cha me hoc sinh, cac luc lugng xa hoi dé xu 1y vu viéce.

Thue hién Ké hoach s6 1028/KH-BGDDT ngay 15/6/2026 cua Bo Gido duc
va Pao tao vé trién khai cac nhiém vu thudc Du an Hoc tap va K¥ nang cho tré
em ndm 2026, Ban bién soan xay dung tai li¢u “Tai li€u tap huén cho gido vién
vé hd tro hoc sinh twong tic an toan trén khong gian mang”. Trong tim cua tai
lidu 13 phat trién ning luc cua gido vién trén bén phuong dién: (1) gido duc hoc

sinh k¥ ning tuong tac an toan; (2) phat hién sém du hiéu hoc sinh gip nguy co,
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st ¢b; (3) hd trg ban dau va xt 1y dang quy trinh; (4) phdi hop véi cha me hoc

sinh va cac luc lugng lién quan.

Tai liéu duoc bién soan trén co s ké thira cac tai lidu tap huén d3 ¢, két qua
cac nghién ctru khoa hoc gido duc trong nudc vé gido duc k¥ ning an toan trén
khéng gian mang cho hoc sinh va cc cong trinh, khuyén nghi qudc té ¢ uy tin.
Ban bién soan da cht trong ddm bao tinh khoa hoc, cép nhéat, phu hop voi bdi canh
phép 1y va thyc tién nha truong Viét Nam.

Du d4 rat ¢6 gang, tai liéu kho tranh khoi thiéu sét. Ban bién soan mong nhan
duogc ¥ kién gop ¥ cua cac nha khoa hoc, can bo quan 1y va giao vién dé tai liéu
tiép tuc dugc hoan thién.

BAN BIEN SOAN
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OCSEA Boc 16t va xam hai tinh duc tré em truc tuyén
(Online Child Sexual Exploitation and Abuse)

OECD T6 chtrc Hop tac va Phat trién Kinh té

OTP Mat khau ding mot 1an (One-Time Password)

THCS Trung hoc co s&

THPT Trung hoc pho thong

TPT Boi Tong phuy trach Doi

UNICEF Quy Nhi dong Lién hop quéc

WHO T6 chire Y té Thé gidi




HUONG DAN SU DUNG TAI LIEU

1. P6i twong sir dung

Tai liéu danh cho gido vién cac cép tiéu hoc, trung hoc co s¢ va trung hoc
pho thong, trong d6 wu tién gido vién cha nhiém 16p, gido vién phu trach hoat
dong trai nghiém, huong nghiép, gido vién Tin hoc, Gido duc cong dan, Gido duc
kinh t& va phap luat, ngudi 1lam cong tac tu vin hoc dudng va cong tac xi hoi
trong truong hoc, Tong phu trach Doi, Bi thu Poan trudng.

Céan bo quan 1y co sd gidao duc va bao cdo vién cap tinh c6 thé sir dung tai
lidu dé t6 chtrc tap huan, boi dudng tai co so.

2. Céu truc tai liéu

Tai licu gém phén mé dau, sau chuyén dé va phﬁn phu luc:

— Chuyén d¢ 1. Hoc sinh trong méi trudng sd va khung bao vé hoc sinh trén
khong gian mang & Vi¢t Nam.

— Chuyén dé 2. Nhan dién cac nguy co pho bién ddi v6i hoc sinh trén khong
gian mang.

— Chuyén dé 3. Gido dyc k¥ ning tuong tic an toan trén khong gian mang
cho hoc sinh.

— Chuyén dé 4. Phat hién, hd tro va xur 1y ban dau khi hoc sinh gap su cd trén
khong gian mang.

— Chuyén dé 5. Phoi hop véi cha me hoc sinh va cac luc lugng trong hd trg
hoc sinh tuong tac an toan trén khong gian mang.

— Chuyén dé 6. Vi du minh hoa va thyc hanh thiét ké hoat dong gido duc.

3. Quy wdc trinh bay

— Tai liéu dung thdng nhat cach xung hd “thay c¢6” khi hudng toi hoc vién
tap huén.

— Tai liéu dung thong nhat thuat ngit “hoc sinh”; thuét ngit “tré em” chi duoc
str dung khi ddn quy dinh ctia phap luat hodc trich dan két qua nghién ctru st dung
thuét ngtr nay.

— Cac 0 “Hoat dong tap huan” duoc dong khung; ph?m “Go1 y” néu dinh
huéng tra 101, khong phai dap an duy nhat.

— C4c vin ban quy pham phap luat dugc dan theo hiéu luc tai thoi diém bién
soan (thang 10/2026). Nguoi str dung can cap nhat khi van ban duoc sira doi, bo
sung hoic thay thé.

4. Cach sir dung tai liéu



— Péi v6i bao cdo vien: st dung ké hoach tap huin & muc “Muc tiéu va ké
hoach tap huan”; t6 chic cac hoat dong tap huin theo hudng trai nghiém, thao
luan, xtr Iy tinh hudng; sir dung phiéu khao sat truéc va sau tp huan (Phu luc 1)
dé danh gia hiéu qua.

— Pbi véi gido vién tw hoc: doc theo trinh tu cac chuyén dé; thuc hién céc
hoat dong tap huin va tra 101 cAu héi ty danh gid; van dung céc ké hoach hoat
dong mau & Chuyén dé 6 vao 16p hoc ctia minh, ¢ diéu chinh phu hop véi dic
diém hoc sinh.

— Poi v6i can bd quan Iy: st dung Chuyén dé 1, 4 va 5 dé xay dung quy
trinh tiép nhén, xtr 1y su ¢6 va co ché phdi hop ctia nha truong.

5. Lwu y vé dao dirc khi sir dung tai liéu

Mot s6 ndi dung cua tai li€u dé cap dén xam hai, bao luc va tu gay hai. Bao
c4o vién can thong bao trudc cho hoc vién, tao khong khi an toan khi thao luan,
khong yéu cau hoc vién chia sé trai nghiém cé nhan va khong str dung hinh anh,

thong tin that cua hoc sinh trong cac vi du
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MUC TIEU VA KE HOACH TAP HUAN
1. Muc tiéu tip huin
1.1. Vé kién thirc

Trinh bay dugc dic diém phat trién tAm sinh Iy cta hoc sinh theo cp hoc va

anh hudng cua cac dac diém do dén hanh vi tryc tuyén.

Trinh bay dugc nhitng quy dinh co ban ctia phap luat Viét Nam vé bao vé tré

em trén moi trudng mang va trach nhiém cua nha truong, giao vién.

Phén tich dugc cac nguy co phd bién ddi véi hoc sinh trén khong gian mang,

dau hiéu nhan biét va cach phong ngira.
1.2. Vé néng luc

Thiét ké va to chirc duoc hoat dong gido duc k¥ ning tuong tac an toan trén
khong gian mang thong qua mon hoc, hoat dong trai nghiém, hudng nghiép va

sinh hoat 16p.

Phéi hop dugc vai cha me hoc sinh, dé)ng nghiép, nguoi lam cong tac tu van

hoc duong va cac co quan chirc nang.
Nhan dién duoc dau hiéu hoc sinh dang gap nguy co hodc su cd truc tuyén.

Tiép nhan duoc chia sé ctia hoc sinh mdt cach an toan, hd trg tim 1y ban dau

va xir 1y su c¢d theo ding quy trinh.
1.3. Vé pham chit

Ton trong quyén riéng tu, quyén dugc bao vé va quyén duge tham gia cia

hoc sinh trén moi truong mang.

Khong d6 16i, khong ky thi hoc sinh 14 nan nhan; Gmg xtr dong cam, kién

nhan va bao mat thong tin.

C6 y thirc ty cap nhat kién thirc vé méi truong mang va lam guong cho hoc

sinh trong hanh vi truc tuyén.
2. Ké hoach va phan b thoi lwong

Chuong trinh tap huan duoc thiét ké cho 02 ngay (04 budi), twong duong 14
gid. Bao c4o vién co thé diéu chinh thoi lwong theo diéu kién thyc té, nhung can

bao dam thdi lugng cho 06 chuyén dé.
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Bing 1. Ké hoach va phin bé thoi lwong tip hudn

Buoi Noi dung Thoilwong | Hinh thirc chii yéu
Chuyén d¢é 1 90 phat Trinh bay, thao luan
q nhom, phan tich tinh
Buoi 1 hudng phap 1y
(sang ngay 1)
Chuyén dé 2 (phan 1: | 90 phat Phén tich tinh hudng,
muc 2.1 — 2.5) phan loai nguy co
Chuyén dé 2 (phan 2: | 90 phut Thao luan nhom,
Bubdi 2 muc 2.6 — 2.10) phan tich truong hop
(chiéu ngay 1) ‘ - — ~
Chuyén d¢ 3 150 phut Trai nghi€ém, thiét ke
hoat dong
7 Chuyén dé 4 180 phut Pong vai, xu ly tinh
Blllﬁi 3 \ hudng, thuc hanh quy
(sang ngay 2) trinh
Chuyén dé 5 90 phut Dong vai, thao luan
. Chuyén dé 6 (thuc | 120 phut Lam viéc nhém theo
Budi 4 . K LA 4
(chidu ngay 2) hanh thiét ke, trinh cap hoc
bay san pham)
Toéng két; khao sat |30 phit Cé nhan

cudi khoa; danh gia
tap huan
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CHUYEN PE 1. HQC SINH TRONG MOI TRUONG SO VA KHUNG
BAO VE HQC SINH TREN KHONG GIAN MANG O VIET NAM

(Thoi lwong: 90 phut)

MUC TIEU

Sau khi hoc xong chuyén dé nay, thiy co co thé:

— Giadi thich dugc cac khai niém co ban: khong gian mang, an toan trén khong
gian mang, k¥ nang an toan trén khong gian mang, trong tac an toan.

— Phan tich duoc anh huéng cia dic diém phat trién tim sinh 1y ¢ timg cap
hoc dén hanh vi truc tuyén ctia hoc sinh va rat ra ham ¥ su pham.

— M6 ta dugc mot s6 biéu hién cua thuc trang su dung Internet va trdi nghi¢m
trye tuyén ctia hoc sinh Viét Nam qua cac s6 lidu nghién ctu.

— Phan biét duoc trach nhiém ctia nha trudong, gido vién theo quy dinh cta
phap luat Viét Nam vé bao vé tré em trén moi trudong mang.

KHOI PONG

Hoat dong khéi dong: “Mot ngay truc tuyén ciia hoc sinh 16p em” (10
phat)

Moi thﬁy o viét ra 5 hoat dong truc tuyén ma hoc sinh 16p minh thuong thuc
hién trong mot ngay (tir khi thirc ddy dén khi di ngtr), sau d6 danh dau nhiing
hoat dong ma thay c6 cho rang c6 thé tiém an nguy co. Chia sé trong nhém 4
— 5 ngudi va tra 101 cau hoi: Chung ta biét bao nhiéu vé doi song truc tuyén
thuc té cua hoc sinh?

Goi y: Hoat dong giup hoc vién nhéan ra khoang cach gitta hinh dung cua nguoi
16n va thuc té doi séng s6 cua hoc sinh (hoc truc tuyén, nhén tin nhom 16p,
xem video ngan, choi game c6 trd chuyén, theo ddi ngudi ndi tiéng, mua ban
vat pham game, sir dung cong cu Al dé 1am bai...). Bio c4o vién dan dat: mudn
hd tro hoc sinh, trude hét gido vién can hiéu hoc sinh dang sdng va tuwong tac

nhu thé nao trén mang.
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NOI DUNG

1.1. Mt s6 khai niém co ban

1.1.1. Khéng gian mang

Luat An ninh mang nam 2018 va Luat An ninh mang nam 2025 (Luat )
116/2025/QH15, ¢6 hiéu luc tir ngay 01/7/2026) déu tiép can khong gian mang la
mang ludi két ndi cia co sé ha ting cong nghé thong tin, bao gdm mang vién
thong, mang Internet, mang may tinh, hé théng thong tin, hé thdng xur Iy va diéu
khién thong tin, co s& dit li¢u; 1a noi con ngudi thuc hién cac hanh vi xa hoi khong
bi gid1 han bdi khong gian va thoi gian. Tur goc do gido duc, khong gian mang
khong chi 1a mdt hé théng ky thuat ma 1a mot moi truong xa hdi dac thu, noi hoc
sinh hoc tap, giao tiép, giai tri va hinh thanh ban sic c4 nhan.

Khong gian mang c6 bdn dic diém co ¥ nghia gido duc quan trong: (1) tinh
két ndi rong, khong gidi han vé khong gian, thoi gian; (2) tbe do lan truyén thong
tin nhanh va kha ning luu trit 14u dai; (3) tinh an danh twong ddi va kha ning gia
mao danh tinh; (4) hiéu tng giam e ché hanh vi, khién con ngudi dé chia sé, boc
16 hodc hanh xir khac so vai khi giao tiép truc tiép (Suler, 2004). Nhimng dic diém
nay vira tao co hoi hoc tap, két ndi, vira 1am gia ting nguy co dbi voi ngudi ding
nho tudi.

1.1.2. An toan trén khong gian mang va ky nang an toan trén khong
gian mang

An toan trén khong gian mang, trong linh vuc gido duc, duoc hiéu 1a trang
thai nguoi hoc duoc bao vé khoi cac moi de doa, rii ro va hanh vi gay ton hai vé
thé chat, tinh than, tai san, danh dy va quyén riéng tu khi tham gia méi truong so;
déng tho1 nguoi hoe dugc bao dam cac quyén tiép can thong tin, vui choi, hoc tap
va tham gia.

K¥ nang an toan trén khong gian mang 1a kha ndng cua céd nhan trong viéc
nhan dién, phong tranh va timg phé véi cac nguy co trong méi trudng mang, dong
thoi sir dung Internet mdt cach an toan, co trach nhiém va hiéu qua. Ky nang nay
c6 cAu trac gdm ba thanh té gian bo véi nhau:

— Nhin thire: hiéu biét vé cac nguy co, hau qua va nguyén tic an toan khi
tham gia khong gian mang.

— Thai d¢: y thirc than trong, trach nhi¢m, ton trong ban than va nguoi khéc,

san sang tim ki€ém sy ho trog.
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— Hanh vi: kha nang thuc hién cac hanh dong cu thé dé bao vé ban than va
ngudi khéc (thiét 1ap quyén riéng tu, tir chdi, chin, luu bang chimg, bao cao, ké
vO1 nguoi 1on tin cdy...).

Trong Khung nang luc sé cho ngudi hoc (Thong tu s6 02/2025/TT-BGDDT),
“An toan” la mot trong sau mién nang luc, bén canh khai thac dir li€u va thong
tin; giao tiép va hop tac trong moi truong sb; sang tao ndi dung sb; giai quyét vin
dé; tmg dung tri tué nhan tao. Diéu nay cho thay k¥ ning an toan trén khong gian
mang la mdt by phan cAu thanh nang luc s6 ma nha trrong c6 trach nhiém hinh
thanh cho hoc sinh.

1.1.3. Twong tac an toan trén khong gian mang

Khai niém “twong tac an toan” nhan manh rang myc tiéu gido duc khong phai
1a han ché hay cam doan hoc sinh tham gia méi truong mang, ma 1a gitp hoc sinh
tham gia mét cach an toan, lanh manh, sang tao va cé trach nhiém. Cach tiép can
nay phu hop véi “muc tiéu kép” ctia Chuong trinh “Bao vé va hd tro tré em phat
trién trén moi truong mang giai doan 2026 — 2030”: vura bao vé tré em, vura thuc
day tré em phat trién lanh manh, nang cao ning luc s6. Nghién ctru qudc té cling
cho thay riii ro truc tuyén khong dong nghia vai ton hai; mitc d6 ton hai phu thudc
vao kha ning tmg pho cua hoc sinh va su hd trg ctia nguoi 16n (Livingstone &
Stoilova, 2021). Trong bdi canh hién nay, hoc sinh da s6 14 thé hé Gen Z/Alpha -
cac em ¢ su cdp nhat, chu dong trong stir dung cong ngh¢ thong tin nén gidi phap
cam doan k¥ thuat thuan tay khé dat hiéu qua. Vi vay, vai tro cta gido vién khong
chi 1a “ngdn chan” ma 1a “trang bi” va “dong hanh”.

1.1.4. Gido duc ky nang an toan trén khong gian mang

G140 duc k¥ ndng an toan trén khong gian mang cho hoc sinh la qua trinh su
pham c6 muc dich, co ké hoach, nham hinh thanh va phat trién & hoc sinh hé théng
tri thirc, k¥ ning, thai do va hanh vi can thiét dé nhan dién, phong ngira va tng
pho hiéu qua véi cac nguy co trén khong gian mang; dong thoi hinh thanh théi
quen st dung khong gian mang an toan, lanh manh, c6 van hoa. Pay la mot bo
phan cta gido duc k¥ niang séng va gido duc ning luc sd, dugc thuc hién thong
qua cac mon hoc, hoat dong trai nghiém, hudng nghiép va cac hoat dong giao duc
khéc trong va ngoai nha trudong.

1.2. Pic diém phat trién tAm sinh 1y ciia hoc sinh va hanh vi truc tuyén

1.2.1. Vi sao gido vién cdn hiéu dac diém phdat trién cua hoc sinh?
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Hanh vi truc tuyén ctia hoc sinh chiu anh hudng truc tiép cua mic do phat
trién nhén thire, cam xtc — x4 hoi va thé chat. Hiéu duoc vi sao hoc sinh & mot dd
tudi nhat dinh d& tin ngudi la, dé bi cudn vao trao luu hay khé du doan hau qua
hanh vi gitp gido vién lya chon ndi dung, phuong phap phu hop va ung xtr diing
muc khi hoc sinh méc sai 1am.

C6 ba hé thong 1y thuyét thuong duogc st dung dé 1y giai van dé nay:

— Ly thuyét phat trién nhén thirc ciia J. Piaget: hoc sinh tiéu hoc chu yéu
¢ giai doan thao tac cu thé, tu duy gén voi sy vat cu thé; tir khoang 11 — 12 tudi,
hoc sinh budc vao giai doan thao tac hinh thirc, bat dau c6 kha nang tu duy triru
tuong, gid dinh (Inhelder & Piaget, 1958).

— Ly thuyét phat trién tAm 1y — xa hdi ciia E. Erikson: hoc sinh tiéu hoc &
gial doan “siéng nang — tu ti”, nhu cau duoc ghi nhan nang luc rt 1on; hoc sinh
THCS, THPT ¢ giai doan “dinh hinh cai to1 va boi 16i vé vai tro, gén bo va co
1ap”, nhu cau khang dinh ban than, duoc thudc vé nhom ban va kham pha cac mbi
quan hé than mat ndi trdi (Erikson, 1968).

— Nghién ctru khoa hoc than kinh vé ndo b tudi vi thanh nién: vo nio
trudc tran (phu trach kiém soat xung dong, lap ké hoach, danh gia rui ro) phat
trién mudn va hoan thién vao khoang dau dén giita tudi 20, trong khi hé thong
cam xuc va tuong thuong hoat dong manh tir tudi day thi. Su chénh léch nay 1y
giai xu huéng hanh dong bc dong, tim kiém cam giac manh va chiu anh huong
manh ctia ban bé & ltra tudi thiéu nién (Steinberg, 2008; Konrad va cong su, 2013).

Ngoai ra, Elkind (1967) chi ra hién tuong “khan gia tuong tuong” ¢ tudi
thiéu nién: cac em tin rang moi nguoi xung quanh dang chi ¥ dén ngoai hinh va
hanh vi cia minh. Hién tugng nay dac biét gén v6i nhu cau dang tai, tim kiém
luot thich, binh luan trén mang xa hoi va sy nhay cam cao trudc nhitng danh gia

ti€u cuc truc tuyeén.
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1.2.2. Pic diém theo cip hoc va ham y déi véi gido vién

Cap hoc

Pic diém phat trién

noi bat

Biéu hién thwong
gap
gian mang

trén khong

Ham y d6i véi gido
Vién

Tiéu hoc
6 - 11

tudi)

Tu duy cu thé, ranh
giéi  gilta  tuong
tuong va thuc té con
mo hd (nhit 12 ¢ 16p
1 — 3); kha nang
kiém soét xung dong
han ché; tin tudng
nguoi 16n; nhu cau
dugc khen ngoi, ghi

nhan.

Xem video, choi
game, dung thiét bi
cua cha me; dé tin
quang cao, thong
bdo tring thudng;
kh6é nhan

khoan gia mao; dé

ra tai
vo tinh tiép xtic noi
dung khong phu
hop; bat dau tham

gia nhom tro chuyén.

Day béng vi du cu
thé, truc quan, quy
tac ngan gon dé nhd;
luyén tdp hanh wvi
hoi
nguoi 16n”; phdi hop

“dung lai -
chat ché véi cha me
vi phan 16n thiét bi

do cha me quan 1y.

THCS (11
— 15 tudi)

Bit dau tu duy triru
tuong nhung chua
virng; day thi, cam
xuc that thuong; nhu
cau doc lap, duoc
ban be chép nhan rat
cao; t0 mo vé gidi
tinh; xu hudng thu

gi61 han.

Co6 tai khoan mang
xa hoi riéng (ké ca
khi chua du tudi theo
quy dinh cua nén
tang);
tryc tuyén co giao

choi game
tiép; tham gia trao
luu, “thir thach”; ket
ban voi nguoi la;
nguy co bi du d, bat
nat, Itra mua ban vat

pham game.

Két hop quy tic voi
giai thich 1y do; to
chic dong vai, xu ly
tinh huéng gan giii;
ton trong nhu ciu
riéng tu nhung duy
tri kénh tro chuyén
tin cdy; chu y dau
hiéu thay doi cam
xuc, hanh vi.
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THPT (15
— 18 tudi)

Tu duy triru tugng,
phan bién phat trién;
dinh hinh ban sic,
gid tri, dinh huong
nghé nghiép; nhu
cau cac mdi quan hé
than mat; van dé bi
chi phdi boi cam xuc
va ap luc nhom.

Str dung mang xa hoi
dé thé hién ban than,
xay dung hinh anh;
giao dich, mua ban,
kiém tién truc tuyén;
tham gia cac moi
quan h¢ tinh cdm qua
mang; tiép xuc tin
gid, ndi dung cuc
doan, cO bac tra

hinh; sir dung cong

Phat trién tu duy

phan bién, ki€ém

chung théng tin;
théo luan vé dao duc
$0, phap luét, dau
chan sd gan véi
huéng nghiép; trao
quyén cho hoc sinh
tham gia xay dung
quy tic va hd trg

dong dang.

cu Al

Bing 1.1. Dic diém phdt trién ciia hoc sinh theo cdp hoc va ham y déi véi gido vién

Bang trén chi mo ta xu huéng chung. Gido vién can luu y su khac biét ca
nhan rat 16n trong cung mdt do tudi, dic biét & hoc sinh ¢6 hoan canh khé khin,
hoc sinh khuyét tat, hoc sinh c6 van dé vé strc khde tdm than hodc thiéu su quan
tam cua gia dinh — nhitng nhém c¢6 nguy co bi ton hai cao hon trén méi truong
mang (ECPAT, INTERPOL & UNICEF, 2022).

1.2.3. Sw khdc biét giita twong tdc trwc tuyén va truee tiép

MBoi truong truc tuyén c6 nhitng dic diém khién hanh vi cta hoc sinh khac
v6i khi giao tiép truc tiép: kha nang tiép can dé dang, chi phi thap; tinh an danh
tuong d6i; hiéu img giam tc ché hanh vi; ndi dung c6 thé bi luu giir, sao chép, lan
truyén ngoai tam kiém soat; sy giam sat ctia ngudi 16n giam di dang ké. Ranh gi6i
giita doi sdng truc tuyén va ngoai tuyén ciia hoc sinh ngay cang mo nhat: xung
dot ngoai 16p hoc c6 thé tiép tuc trén mang va nguoc lai; phan 16n twong tac truc
tuyén ctia hoc sinh dién ra v6i nhiing nguoi cac em di quen biét (Saleh va cong
su, 2014).

1.3. Thuc trang hoc sinh Viét Nam trén khong gian mang

1.3.1. Mikc dp tiép cdn va cdc hoat dpng trwe tuyén

Theo nghién ctu UNICEF diéu tra nim 2022 tai Viét Nam (ECPAT,
INTERPOL & UNICEF, 2022), 89% hoc sinh tir 12 dén 17 tudi sir dung Internet,
khéng c6 su khéac biét dang ké theo gidi; ty 1& & khu vuc nong thon 1a 88% va do
thi 12 93%. Do tudi c6 dién thoai di dong riéng ngay cang giam. Cac hoat dong

truc tuyén pho bién nhat 13 giai tri va giao tiép. S6 liéu trén cho thay hai diém
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dang cht y. Thir nhat, mirc d6 tham gia mang x3 hoi va nhan tin cla tré em ting
rat nhanh tir 12 — 13 tudi 1én 14 — 15 tudi, tie 1a giai doan THCS Ia thoi diém then
chdt dé gido duc. Thu hai, g?ln mot nira hoc sinh tim kiém hd tro tim 1y trén mang;
diéu nay vira phan anh nhu cau chua duoc dap tng trong doi song thuc, vira tiém
an nguy co hoc sinh tiép can ngudn thong tin khong tin ciy va nguy co bi ngudi
c6 ¥ dd x4u loi dung lira dao.

1.3.2. Nhan thirc va trdi nghiém rui ro cvua hoc sinh

Ciing theo Disrupting Harm va UNICEF Vi¢t Nam (2022):

— Chi 33% tré em cho rang tiép xtic voi nguoi la trén mang 14 rat nguy hiém;
56% da timg tim kiém ban bé, méi quan hé moi trén mang va 33% di thém vao
danh sach lién lac nguoi chua tirng gap ngoai doi.

— 22% da timg chia sé thong tin c4 nhan voi ngudi chua timg gip truc tiép;
5% da timg gdp truc tiép ngudi chi quen qua mang.

— 8% timg nhan nhig 101 binh luin mang tinh tinh duc khién cac em kho
chiu, phﬁn 16m tr nguoi quen; 43% hoc sinh nhan dugc 161 binh luan nhung khong
chia sé vdi ai.

— 5% timg nhan hinh anh tinh duc khong mong mudn; gan mot ntra khong
noéi véi ai, nhitng em c6 chia sé chu yéu néi vai ban be, rat it bao cdo chinh thic.

V& bit nat truc tuyén, khao sat U-Report ctia UNICEF (2019) cho thay 21%
thanh thiéu nién Viét Nam tham gia khao sat cho biét timg 13 nan nhan, va 75%
khong biét dén duong day nong hay dich vu hd trg. Tong quan 53 nghién ctru cho
thay ty 1 bat nat truc tuyén ¢ hoc sinh THCS dao dong khoang 10% — 40% tly
mau va thang do (Truong Thanh Long & T6 Thi Minh Tam, 2024). Vé sir dung
Internet qua murc, mt nghién ctru trén 405 hoc sinh THCS tai thanh phd Hué ghi
nhan 6,4% hoc sinh c6 khuynh huéng nghién Internet (H6 Vian Diing, 2020).

Diém chung cta cic s6 liéu trén 1a: hoc sinh gip rti ro khong hiém, nhung
phan 16n khong tim kiém sy giup d& tir nguoi 16n. Pay 1a co sé thuc tién dé tai
li¢u dat trong tdm vao nang luc phat hién, tiép nhéan va hd trg ctia gido vién.

1.3.3. Thuc trang gido duc ky nang an toan trén khong gian mang trong
nha truong

Céc nghién ctru khao sat gan day cho thiy mot s6 dic diém chung:

— Gido vién, cha me hoc sinh va hoc sinh déu nhan thirc duoc tim quan trong
cua gido duc k¥ ndng an toan trén khong gian mang; tuy nhién, mét bd phan chua

thay rd sy can thiét cta viée gido duc thong qua hoat dong trai nghiém.
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— Hoc sinh da c6 cac k¥ ndng co ban nhu bdo mat thong tin ¢4 nhan va nhan
dién nguy co; nhung cac k¥ ning phtrc hop nhu danh gia thong tin, kiém soat hanh
vi str dung va tmg phé véi tinh hudng truc tuyén con han ché, chua dong déu.

— Noi dung va hinh thuc td chire giao duc chua thuc su hép dan, chua bam
sat tinh hudng thuc té; viéc danh gia két qua con mang tinh hinh thtrc, chu yéu
kiém tra ghi nh¢ kién thirc.

— Phéi hop chi yéu dién ra gitta nha truong va gia dinh, sy tham gia ctia cac

luc lugng x3 hoi (chuyén gia, co quan chtrc ning) con han ché; phdi hop chua

thuong xuyén va thiéu gan két.

1.4. Khung phap ly va trach nhiém cia nha trudng, gido vién

1.4.1. Céc vin bén phdp ludt, chinh sdch chii yéu

Vian ban

Noi dung lién quan trwc tiép dén nha

truong, giao vién

Luat Tré em nam 2016 (Luat s6
102/2016/QH13), Dicu 54

Co quan, t6 chtc, co sé gido duc, gia dinh,
ca nhan c6 trach nhiém gido duc kién thuc,
huéng dan k¥ ning dé tré em biét tu bao vé
minh khi tham gia moéi truong mang; bao
dam an toan va bi mat doi song riéng tu cho

tré em.

Nghi dinh s 56/2017/ND-CP
quy dinh chi tiét Luit Tré em,
Chuong IV (Piéu 33 — 37)

Cac bién phéap bao v¢ thong tin bi mat doi
song riéng tu cua tré em trén moi truong
mang; trach nhiém cua cac chu thé trong viéc

bao v¢ tré em trén moi truong mang.

Luat An ninh mang nam 2025
(Luat s 116/2025/QH15), hiéu
luc tir 01/7/2026, thay thé Luat
An ninh mang 2018 va Luat An
toan thong tin mang 2015

Tré em c6 quyén dugc bao vé, tiép can thong
tin, tham gia hoat dong xa hoi, vui choi, giai
tri, gitt bi mat ca nhan, doi séng riéng tu trén
khong gian mang; doanh nghi¢p, chu quan
hé théng thong tin co6 trach nhi¢m kiém soat,
ngan chan ndi dung gay hai cho tré em; Nha
nudc uu tién gido duc an ninh mang cho tré
em; cha me, gido vién, ngudi cham soc co

trach nhiém gidm sat, gido duc.
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Van ban

Noi dung lién quan trwc tiép dén nha

trudng, giao vién

Luat Bao vé dir liéu ca nhan nam
2025 (Luat s 91/2025/QH15),
hiéu lyc tir 01/01/2026, Diéu 24

Xu 1y dir li€u ¢4 nhan cta tré em phai bdo v¢
quyén, loi ich tot nhat cta tré em; viéc cong
khai, tiét 16 thong tin vé doi séng riéng tu, bi
mAt ca nhan cia tré em tir du 07 tudi phai co
sy dong ¥ cua tré em va ngudi dai dién theo

phép luat.

Nghi dinh s 147/2024/ND-CP
vé quan 1y, cung cdp, st dung
dich vu Internet va thong tin trén

mang, Diéu 39

Tai khodn tro choi dién tir ciia ngudi dudi 16
tudi do cha, me hodc ngudi giam ho dang ky
va giam sat; ngudi choi dudi 18 tudi bi gidi
han khong qua 60 phut ddi véi timg trd choi
va khong qua 180 phut mot ngay.

B6 luat Hinh sy nam 2015 (stra

d6i, bd sung)

Xir Iy hinh su cac hanh vi nhu: dam 6 d6i véi
nguoi dudi 16 tudi (Piéu 146); st dung
ngudi dudi 16 tudi vao muc dich khiéu dam
(Diéu 147); lira dao chiém doat tai san (Piéu
174); dua hodc sir dung trai phép thong tin
mang may tinh, mang vién thong (Piéu 288);
danh bac, t6 chtrc danh bac (Piéu 321, 322).

Nghi dinh s6 80/2017/ND-CP
quy dinh vé méi truong gido duc
an toan, lanh manh, than thién,
phong, chéng bao luc hoc duong

Trach nhi€ém cua nha truong trong phong
ngra, phat hién, can thiép, hd tro hoc sinh bi
bao luc hoc duong, bao gém bao luc xay ra

qua mdi trudng mang.

Thong to  sé 06/2019/TT-
BGDDT quy dinh Quy tic ung

XU trong co s¢ gido duc

Chuan muc trng xtr cua gido vién, hoc sinh,

ké ca img xtr trén moi truong mang.
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BGDDT huéng dan vé cong tic
tu vin hoc dudng va cong tac xi
héi trong trudng hoc (thay thé
Thong tu 31/2017 va Thong tu
33/2018)

Van ban Noi dung lién quan truc tiép dén nha
trudng, giao vién
Thong tu s  18/2025/TT- | Nguyén tac ldy ngudi hoc 1am trung tim, bao

dam an toan va bao mat thong tin, ty nguyén;
nhiém vy phong ngira, nhan dién, hd tro
nguoi hoc vuot qua khé khan vé hoc tap, tam

1y, quan hé xa hoi.

Thong tu  s& 02/2025/TT-
BGDDT ban hanh Khung nang

luc s6 cho ngudi hoc

“An toan” 1a mét trong sdu mién nang luc s6

cua nguoi hoc.

Quyét dinh s6 468/QD-TTg ngay
23/3/2026 phé duyét Chuong
trinh “Bao vé va hd tro tré em
phat trién trén moi trudng mang
giai doan 2026 — 2030~

Muc tiéu kép: bao vé tré em va thuc day tré
em phét trién lanh manh, ning cao ning luc
sO; chuyén trong tdm sang phong ngira chi
dong; 100% co sé gido duc pho thong trién

khai giai phap bao dam an ninh mang.

Bing 1.2. Mt s6 vin béin phdp lugt, chinh sdch vé bdo vé hoc sinh

trén khong gian mang

1.4.2. Trach nhiém ciia nha truong

Trén co s cac van ban néu trén, nha trudong cé trach nhiém:

—Pua ndi dung gido duc k¥ ning an toan trén khong gian mang vao ké hoach

gido dyc ctia nha truong; t6 chirc thue hién théng qua cac mén hoc, HDTN, HN,

sinh hoat 16p va hoat dong ngoai gio.

— Xay dung va cong khai quy dinh veé st dung thiét bi sd, Internet, nhom truc

tuyén ctia 16p, truong; bao dam an toan hé thong mang cua nha trudng.

— Thiét 1ap quy trinh tiép nhan, xr Iy thong tin vé su ¢ truc tuyén ctia hoc

sinh; phan cong dau moi; bao dam bao mat thong tin.

— T6 chirc cong tac tu van hoc dudng, cong tac xa hoi trong trudng hoc theo

Thong tu s6 18/2025/TT-BGDDT.

— Phéi hop véi gia dinh, chinh quyén dia phuong, co quan cong an, y té va

cac to chirc lién quan trong phong ngira, can thiép, hd trg hoc sinh.
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— Bo6i dudng nang luc cho gido vién, nhan vién; bao v¢ dir li¢u cd nhan cua

hoc sinh trong moi hoat dong ctia nha truong.

1.4.3. Trach nhiém cua gido vién (dwoc lam gi, phdi lam gi, khong dwoc

lam gi)

Gido viéen CAN lam

Giéo vien KHONG dwge 1am

Gi4o duc hoc sinh ky nang tuong tac
an toan theo ké hoach gido duc cta nha

truong.

Tuy diéu tra, thim van hoc sinh, d6i
chét hoc sinh v6i nguoi bi nghi ngd gay
hai.

Quan sat, phat hi¢én ddu hiéu bat
thuong; lang nghe, tiép nhan chia sé

cua hoc sinh mot cach ton trong.

Hura v6i hoc sinh s€ gilr bi mat tuyét
doi khi c6 nguy co de doa an toan ctia

hoc sinh.

Bao cao kip thoi cho Ban Giam hiu,
nguoi dugc phan cong lam dau moi

theo quy trinh cua nha truong.

Cong khai danh tinh, hinh anh, thong
tin cua hoc sinh lién quan dén vu viéc
(ké ca trong nhom Zalo, Facebook ctia
16p, cua truong).

Tryc tiép mo file/nhan file anh, video
nhay cam qua Zalo/Email c4 nhan (dé
tranh vi pham phép luat vé tang trit/van
chuyén vin hoéa pham nhay cam lién

quan dén tré em).

Ghi chep trung thuc, khach quan; bao
mat thong tin; chi chia sé v&i nguodi co

trach nhiém.

Yéu cau hoc sinh giri, chuyén tiép hoic
lwu giir hinh 4nh nhay cam lam “bang
chimg”; tu luu gilt, phat tan nhiing

hinh anh nay.

Phoi hop v6i cha me hoc sinh, nguoi
lam tu vin hoc dudng, co quan chiic

nang theo phan cong.

b6 161, ché trach, ky luat hoc sinh la
nan nhan; xtr Iy theo hudng “giai quyét
no1 bo” do1 vo1 vu viéc co dau hiéu vi

pham phép luat.
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Gido vién CAN lam

Giéo vien KHONG dwge 1am

Lam guong trong hanh vi truc tuyén;
t6n trong quyén riéng tu cia hoc sinh
(xin phép trudce khi dang anh hoc sinh,
khong cong khai diém sb, hoan canh céa

nhan trén mang).

K&t ban, nhén tin riéng véi hoc sinh
qua kénh c4 nhan véi ndi dung, thoi
diém khong phu hop; kiém tra dién
thoai ca nhan cua hoc sinh trai quy
dinh.

Bing 1.3. Nhitng viéc gido vién can lam va khong dwoc 1am

Luu y: Viéc dang tai hinh anh, video hoat dong cta hoc sinh 1én trang thong

tin cua truong, 16p can thyc hién theo quy dinh vé bao vé dir li€u ¢4 nhan; doi véi

hoc sinh tir da 07 tudi, can cé su dong ¥ cua hoc sinh va cha me hoc sinh khi noi

dung lién quan dén doi song riéng tu, bi mat ca nhan.

HOAT PONG TAP HUAN

Hoat dong 1.1. Phan tich diic diém lira tudi (20 phat)

Nhom thay cd phu trach hoc sinh cung cap hoc thio luin: Nhitng dic diém
phat trién nao ctia hoc sinh cip hoc minh phu trach khién cac em dé gap riii ro
trén mang? Hay néu mot vi du thuc té va dé xuat mot cach tiép can giao duc
phu hop.

Goi y: Tiéu hoc — dé& tin vao thong bao tring thudng, nhan vat hoat hinh; cach
tiép can: quy tac “Ding — Hoi ngudi 16n”, tro choi phan loai an toan/khong an
toan. THCS — nhu cau duoc ban bé chép nhén khién cic em tham gia trao luu,
“thtr thach”; cach tiép can: phan tich tinh huéng, thdo luan ap luc nhom, ren
k¥ nang tir chdi. THPT — nhu cau xay dung hinh anh, kiém tién tryc tuyén
khién cac em dé chia sé thong tin, tham gia “viéc nhe luong cao”; cach tiép
can: phan tich trudng hop, kiém chung thong tin, thao luan vé dau chan s6 va

nghé nghiép tuong lai.
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Hoat dong 1.2. Pung hay sai theo quy dinh? (20 phut)

Thay c6 nhan xét cac tinh hudng sau 1a phu hop hay khong phu hop véi quy
dinh, giai thich 1y do:

a) GVCN dang anh ca 16p kéem ho tén, ngay sinh ting hoc sinh 1én trang ca
nhan dé chuc mimg sinh nht tap thé.

b) Hoc sinh bao véi ¢6 gido bi mot tai khoan la de doa phat tan anh. C0 yéu
cau hoc sinh chuyén toan bo anh vao dién thoai cua cd dé lam bﬁng chung.

¢) Thay gido phat hién mot nhém hoc sinh 1ap trang mang ché gidu ban cung
16p; théy bao cao Ban Giam hiéu, déng thoi trao do6i riéng voi hoc sinh bi ché
gidu dé hd tro.

Goi y: (a) Khong phu hop: cong khai dir liéu ¢4 nhan cia hoc sinh (ho tén,
ngay sinh, hinh anh) trén trang ca nhan khi chua c6 sy dong ¥, trai tinh than
Diéu 24 Luat Bao vé dit liéu ca nhan nam 2025. (b) Khong phu hop: gido vién
khong duoc luu giir, tiép nhan hinh anh nhay cam ciia hoc sinh; can hudng dan
hoc sinh khong x6a, khong gtri thém, ghi lai thong tin tai khoan va bao céo
theo quy trinh (xem Chuyén dé 4). (c) Phu hop: gido vién bao cdo theo quy
trinh, wu tién hd tro nan nhan; can tiép tuc phdi hop dé xir 1y ca hoc sinh ¢
hanh vi bat nat theo hudng gido duc.

GHI NHO

— K¥ niang an toan trén khong gian mang gdm ba thanh t6 nhan thirc — théi
d6 — hanh vi; muyc tiéu cudi cing 1a thay doi hanh vi.

— Muc ti€u gido duc la gitip hoc sinh tuong tac an toan, khong phai caAm doéan
hoc sinh tham gia moi truong mang.

— Phan 16n hoc sinh gip rui ro khong tim dén ngudi 16n; vi vay nang luc phat
hién, tiép nhan ctia gido vién c6 ¥ nghia dic biét quan trong.

— Gido vién giao duc, phat hién, ho tro ban dau, bao céo va phéi hop; gido
vién khong diéu tra va khong xir 1y thay co quan chirc ning.

CAU HOI TU PANH GIA

1. K§ nang an toan trén khong gian mang gém nhiing thanh td nao? Vi sao
danh gia két qua gido duc can huéng vao thanh t hanh vi?

2. Hay gidi thich vi sao hoc sinh THCS dé chiu anh hudng ctia ban bé va trao
luu trén mang dya trén hiéu biét vé phat trién ndo bo tudi vi thanh nién.

3. Theo Luat Bao v¢ dir liéu ca nhan nam 2025, viéc cong khai thong tin vé
doi séng riéng tu cta hoc sinh tir du 07 tudi can diéu kién gi?

4. Néu ba viéc gido vién khong duoc 1am khi tiép nhan thong tin hoc sinh
gidp sy ¢b trén mang.

25



CHUYEN DPE 2. NHAN DIEN CAC NGUY CO PHO BIEN POI VOI
HQC SINH TREN KHONG GIAN MANG

(Thoi lwong: 180 phut)

MUC TIEU

Sau khi hoc xong chuyén dé nay, thiy co co thé:

— Mo ta dugc ban chit, biéu hién, diu hiéu canh béo va bién phap phong
ngura ddi vé6i chin nhom nguy co phé bién: ltra dao, chiém doat tai khoan; 16 lot
dir li€u ca nhan; str dung qua mirc; tin gia, nd1 dung c6 hai; “thir thach” nguy hiém,
co bac; ndi dung do Al tao ra; bét nat truc tuyén; xam hai, boc 10t tinh duc truc
tuyén; anh hudong dén stc khoe tinh than.

— Str dung dugc khung phan loai 4C dé nhan dién va phan tich cac nguy co
trye tuyén dbi v6i hoc sinh.

— Nhan dién dugc mbi lién hé dan xen giita cac nguy co dé co cach tiép can
gido duc tong thé.

KHOI PONG

Hoat dong khéi dong: “Tin nhin nay c6 van dé gi?” (10 phut)

Bio c4o vién chiéu 4 tin nhan gia dinh: (1) “Chiic ming ban triing iPhone, bam
link dé nhan qua”; (2) “Minh 13 admin game, gtri ma OTP dé minh ting skin
mién phi”; (3) “Ban xinh qua, minh 1am quen nhé, dimg néi vai ai”; (4) “Thay
cht nhiém day, em vao link nay dién thong tin dé nhan hoc bong”. Thay cb
xéac dinh d4u hiéu bt thuong trong timg tin nhan.

Goi y: Cac dau hiéu chung: loi ich bat ngd, hoi thiic, yéu cau thong tin bi mat
(OTP, mat khau), dé nghi giit bi mat, duong link la, gia danh ngudi c6 uy tin.
B4o cao vién dan dat: nhiéu nguy co khac nhau nhung c¢6 chung “mau thao

ting” — day 1a diém then chot dé gido duc hoc sinh.

NOQI DUNG
2.1. Khung phén loai nguy co truc tuyén 4C
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Pé nhan dién mot cach hé thdng cac nguy co dbi voi hoc sinh, tai liéu s
dung khung phan loai 4C do mang luéi nghién ctru chau Au CO:RE dé xuét
(Livingstone & Stoilova, 2021) va dugc OECD st dung trong khuyén nghi vé tré
em trong moi truong sé (OECD, 2021). Khung nay xac dinh bén nhém nguy co

can cu vao vai tro cua hoc sinh trong tinh hudng rui ro:

Nhom nguy co

Vai tro cia hoc sinh

Vidu

Noi dung (Content)

Hoc sinh 1a nguoi tiép

nhan ndi dung cé hai

Noi dung bao luc, khiéu dam,
tin gia, ndi dung cb xay tu gay

hai, thu ghét, cuc doan.

Tiép xuc (Contact)

Hoc sinh 13 d6i tuong bi
ngudi khac chi dong tiép

can

Du dd, quiy rdi, lira dao gia
danh, 161 kéo vao hoat dong

pham phap.

Hanh vi (Conduct)

Hoc sinh 1a nguoi tham
gia, tham chi gay ra hanh

Vi rui ro

Bit nat nguodi khac, chia sé
hinh 4nh nhay cam, tham gia
“thir thach” nguy hiém, phat

tan tin gia.

Hop dong

(Contract)

Hoc sinh 1a bén tham gia
giao dich, bi khai thac vé

tai chinh, dir liéu

Lura ddo mua ban, co bac tra
hinh, vat phdm ngiu nhién
trong game, thu thap dir li¢u ca
nhan, quang cdo nhim muc
tiéu.

Bing 2.1. Khung phan loai nguy co trwe tuyén 4C

Bén canh bon nhom trén, Livingstone va Stoilova (2021) chi ra cic nguy co
xuyén sudt: xdm pham quyén riéng tu, anh hudng dén stc khoe thé chat va tinh
than, bat binh dang trong tiép can va bao vé. Can luu y ba diém khi van dung
khung 4C:

— Céc nguy co dan xen va chuyén héa: mot hoc sinh két ban véi nguoi la
(tiép xuc) c6 thé bi dan dit giri anh nhay cam (hanh vi), sau d6 bi tong tién (hop
d6ng) va roi vao khiing hoang tam 1y (sirc khoe tinh than).

— Ridi ro khong dﬁng nghia voi ton hai: mtrc do ton hai phu thudc vao yéu

t6 bao v¢ nhu k¥ nang cua hoc sinh, sy ho trg cua gia dinh, nha truong.

27



— Hoc sinh vira ¢é thé 12 nan nhén vira ¢é thé 13 ngwoi giy hai: gido duc
can hudng dén ca phong ngira trd thanh nan nhan va phong ngira gy hai cho
nguoi khac.

Céac muc 2.2 —2.10 dudi ddy trinh bay cac nguy co cu thé theo cling mot cau
tric: ban chat; biéu hién thuong gap ¢ hoc sinh; d4u hiéu canh bao; bién phap
phong ngira. Cach xir Iy khi su ¢6 dd xay ra duoc trinh bay & Chuyén dé 4.

2.2. Lira ddo truc tuyén va chiém doat tai khoan

2.2.1. Bdn chit

Lira dao truc tuyén 1a viéc sur dung thu doan gian ddi trén moi trudng mang
nham chiém doat tai san, thong tin hodc tai khoan cua ngudi khéac. Cac thu doan
lira dao khai thac nhitng dic diém tam 1y pho bién: long tin vao nguoi c6 tham
quyén, mong muén nhén loi ich, ndi sg hai va tim 1y bi héi thuc. Theo Hiép hoi
An ninh mang qubc gia, nam 2025 cac hinh thirc ltra dao pho bién nhat 1a mao
danh cong an, thong bao tring thuéng, moi goi dau tu, gia danh nhan vién giao
hang va Itra ddo qua quan h¢ tinh cam; thi€t hai udc tinh trén 6.000 ty déng trong
11 thdng nam 2025 theo s6 liéu cua B Cong an.

2.2.2. Biéu hién thwong gip 6 hoc sinh

— “Bat céc online”: ddi twong gia danh cong an, vién kiém sat, toa an goi
dién, goi video cho hoc sinh, de doa rﬁng hoc sinh lién quan dén mot vu 4n; yéu
cau hoc sinh gifr bi mat, dén mot nha nghi, khach san, cit lién lac voi gia dinh, tu
quay video bi “bat coc” dé ddi tuong tong tién gia dinh. Bé Gido duc va Pao tao
da c6 van ban canh bao thu doan nay trén co sé thong tin cua Cyuc Canh sat hinh
su, Bo Cong an.

— Lira ddo trong tro choi truc tuyén: htra ting vat pham, tai khoan cép cao,
nap thé giad ré; yéu cu hoc sinh cung cép tai khoan, mat khau, ma OTP hoic
chuyén tién trudc.

— Gia mao nha trudng, gido vién: gui dudng link “diang ky hoc bong”, “cac
suat hoc bong du hoc”, “ndp hoc phi”, “cap nhat hd so” dé danh cap thong tin
dang nhap.

— Chiém doat tai khoian mang xa hdi: Itra 14y mat khau, ma OTP, sau d6
dung tai khoan ctia hoc sinh dé nhén tin vay tién ban be, nguoi than, phat tan ndi
dung x4u.

— “Viéc nhe luwong cao”, cong tac vién online, lam nhiém vu nhan hoa

hong: chu yéu nham vao hoc sinh THPT: nan nhan phai nap tién dé “nhan nhiém
¥y ; ,» N4 : C S
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vu” va mat dan s tién 16n hon; mot sé trudng hop bi 16i kéo di lao dong trai phép
& nudc ngoai.

— Mua ban true tuyén: dat coc mua hang, mua vé su ki¢n, mua dd ci khong
co that.

2.2.3. Diu hiéu cinh bdo

— Loi dé nghi “qua tot dé 1a that”, qua tang, lo1 nhuan bat thuong.

— Héi thuc phai 1am ngay, de doa hau qua néu khong 1am.

— Yéu cau gilt bi mat vdi cha me, thﬁy cO.

— Yéu cau cung cap mat khau, ma OTP, thong tin the, anh cin cude, hodc cai
dat ing dung tur duong link la.

— Gia danh nguoi cé tham quyén lam viéc qua dién thoai, mang xa hoi (co
quan cong an khong lam viéc, khong yéu cau chuyén tién qua dién thoai, mang x4
hoi).

2.2.4. Phong ngua

— Hinh thanh & hoc sinh nguyén tic “Dirng lai — Kiém tra — Héi ngudi 16n”
trudc moi yéu cau lién quan dén tién, mat khau, ma OTP, thong tin c& nhan.

— Huéng dan hoc sinh thiét 1ap mat khau manh, khong dung chung mat khau,
bat xac thuc hai yéu td, kiém tra dia chi trang web truoc khi dang nhap.

— Théng nhat véi cha me hoc sinh “cau hoi bi mat” hodc cach kiém ching
khi nhan dugc cudc goi khéan cép lién quan dén con.

— Nha truong cong bd 18 cac kénh lién lac chinh thirc; khang dinh nha truong
khong yéu cau hoc sinh cung cip mat khau hay chuyén tién qua duong link.

2.3. L) lot dir liéu ca nhan va xim pham quyén riéng tw

2.3.1. Bin chiit

Theo Piéu 2 Luit Bao vé dit liéu ca nhidn nim 2025 (Luét sb
91/2025/QH15), dir li€u ca nhan la dir liéu sb hodc thong tin dudi dang khac xac
dinh hodc giup xac dinh mdt con nguoi cu thé, bao gém: dir liéu ca nhan co ban
va dit liéu ca nhan nhay cam. Dir li¢u ca nhan sau khi khir nhan dang khong con
1a di liéu ca nhan. Dir liéu ca nhan co ban 13 dit liéu ca nhan phan anh céc yéu tb
nhan than, lai lich phé bién, thuong xuyén st dung trong cac giao dich, quan hé
xa hdi, thudc danh myuc do Chinh pha ban hanh. Dir li€u ¢4 nhan nhay cam la dir
lidu gan lién voi quyén riéng tu ma khi bi xAm pham s& gay anh hudng tryc tiép

dén quyén va loi ich hop phap cta ca nhan.
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Dit liéu ca nhan 13 thong tin gan voi mot ngudi cu thé hodc giup xac dinh
mot nguodi cu thé: ho tén, ngay sinh, dia chi, s6 dién thoai, truong 16p, hinh anh,
giong noi, vi tri, thong tin tai khoan... Khi hoc sinh chia sé dir liéu cd nhan thiéu
kiém soat, cac em c6 thé bi loi dung dé lira dao, theo doi, quéy 161, du dd, gia mao
danh tinh. Dir li¢u trén mang cé thé ton tai 1au dai, tao thanh “du chan s6” anh
huong dén hoc tap, nghé nghiép sau nay.

2.3.2. Biéu hién thwong gip 6 hoc sinh

— Pang anh c6 ddng phuc, bang tén trudng, bién sd nha; chia sé vi tri theo
thoi gian thuc; cong khai lich sinh hoat.

— Tham gia céc trao luu “dién thong tin”, tric nghiém vui yéu cau ngay sinh,
tén thi cung, tén truong (thuong la cau héi bao mat cua tai khoan).

—Ping anh, video ctia ban bé khi chua xin phép; chup anh man hinh tin nhan
riéng dé dang cong khai.

— Cap quyén truy cap danh ba, anh, vi tri cho tng dung khong r ngudn gdc.

2.3.3. Phong ngua

— Giup hoc sinh phan biét thong tin cong khai dugc, thong tin can han ché
va thong tin tuyét d6i khong chia sé.

— Hudng dan thiét 1ap quyén riéng tu, kiém tra quyén truy cip cta Gng dung,
tat dinh vi khong can thiét.

— Gi4o dyc nguyén tic “xin phép trwée khi ding” anh, thong tin ctia ngudi
khac, gin v6i quyén cua chu thé dir liéu theo Ludt Bao vé dit liéu ca nhan nim
2025.

— Péi v6i hoc sinh THPT: thao luan vé dau chan sé va hinh anh ca nhan truc
tuyén gan v4i tuyén sinh, tuyén dung.

— Hoc sinh va gido vién can thanh thao k¥ thuat bao mat nén tang: biét cach
tao mat khau manh (chudi cau dai) va tu thao tac bat xac thuc 2 16p (2FA) trén
cac tai khoan Zalo, Facebook, Gmail ca nhan va nganh.

2.4. Sir dung thiét bi s6 qua mirc, nghién tro choi dién tir va mang xa hoi

2.4.1. Bin chit

Can phan biét “st dung nhiéu” véi “sit dung c6 van d&”. Thoi gian st dung
khong phai 1a tiéu chi duy nhét; diéu quan trong 1a viéc str dung c6 anh huong tiéu
cuc dén hoc tap, gidc ngu, stc khoe, cac mdi quan hé va kha nang tu kiém soat
hay khong. T6 chirc Y té Thé gidi dua “rdi loan choi tro choi” (gaming disorder)

vao Bang phan loai bénh quéc té ICD-11 véi ba dic diém: (1) suy giam kha ning
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kiém soat viéc choi; (2) vu tién choi game hon cac hoat dong va mdi quan tdm
khac; (3) tiép tuc chot du da c6 hau qua ti€u cuc; cac biéu hién kéo dai thuong it
nhit 12 thang va gy suy giam dang ké chirc ning (WHO, 2019). Viéc chan doan
thudc tham quyén cta chuyén gia y té; gido vién khong “dan nhan” nghién cho
hoc sinh ma chi nhan dién du hiéu dé hd tro, chuyén gui.

Nhiéu nén tang s6 duoc thiét ké dé tdi da hoa thoi gian st dung (cudn vo tan,
tu dong phat, thong bao lién tuc, phan thudng ngiu nhién). Hoc sinh & tudi vi
thanh nién, vo1 hé théng tudng thuong hoat dong manh va kha nang tu kiém soat
chua hoan thién, dic biét d& bi cudn vao cac co ché nay.

2.4.2. Diu hiéu cinh bdo

— Thuong xuyén thiéu ngi, mét moi, nga gat trong 16p; két qua hoc tap giam

sut.

— Cau gat, bon chon khi khong duge sir dung thiét bi; noi doi vé thoi gian sir
dung.

— Tt bo cac so thich, hoat dong thé chat, quan h¢ ban be truc tiép.

— Tiéu tién (ké ca ly tién cua gia dinh) dé nap game, mua vat pham.

2.4.3. Phong ngua

— Gido duc hoc sinh tu theo doi thoi gian s dung béng cong cu co san trén
thiét bi, tu dat muc tiéu va ké hoach can bang.

— Gitlip hoc sinh nhéan dién cac “thiét ké 16i kéo” ctia nén tang dé chu dong
kiém soat.

— Phéi hop voi cha me xdy dung thoa thuan str dung thiét bi trong gia dinh
(thoi gian, khong gian khong dung thiét bi, gio di ngi); huéng dan cha me st dung
chtrc ning quan 1y cta gia dinh va thyc hién quy dinh vé tai khoan game cta ngudi
dudi 16 tudi theo Nghi dinh 147/2024/ND-CP.

— Tao co hoi cho hoc sinh tham gia hoat dong thé chat, ngh¢ thuat, cau lac
bd — cac hoat dong thay thé ¢ gia tri.

2.5. Tin gia, thong tin sai sy that va ndi dung cé hai

2.5.1. Bin chit

Theo Diéu 3 Nghi dinh s6 328/2026/ND-CP vé quy dinh phong, chong tin
gid, tin sai sy that, tin gid, tin sai sy that 1a thong tin khong co6 that hoac c6 mdt
phén su that xam hai dén an ninh, uy tin, hinh anh quéc gia, trat ty, an toan xa hoi,
quyén, loi ich hop phap cta ca nhén, t6 chirc gdm cac loai thong tin: thong tin gia,

thong tin sai su that, thong tin sai I¢ch, thong tin gid mao, thong tin bia dat, thong
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tin vu khong, thong tin xuyén tac. Nghién ciru trén mang xa hoi cho thay tin sai
lan truyén nhanh hon, xa hon va rong hon tin dung, chu yéu do con nguoi chia sé
vi tinh mé1 la va cdm xic manh ma ndi dung goi ra (Vosoughi va cong su, 2018).
Noi dung c6 hai ddi v&i hoc sinh con bao gém ndi dung bao luc, khi€éu dam, thu
ghét, phan biét ddi xtr, cuc doan, nodi dung mo ta hoac cd xuy hanh vi ty gay hai,
rdi loan an udng.

2.5.2. Biéu hién thwong gip 6 hoc sinh

— Chia sé tin “giat gan” vé stc khoe, thién tai, sy kién cua truong ma khong
kiém chimg; tin vao thong tin sai vé thi ctr, tuyén sinh.

— Vo tinh tiép xuc ndi dung bao luc, khiéu dam qua quang cao bat 1én, gd sai
dia chi, goi y cua thuat toan.

— Bj thuat toan dé xuat lién tuc cung mot loai ndi1 dung, hinh thanh “buéng
vang” cung c6 dinh kién.

- Tiép xuc ndi1 dung xuyén tac lich s, kich dong, chéng pha.

2.5.3. Phong ngua

— Rén luyén k¥ ning kiém ching: dit cau hoi “Ai no6i? Bang ching ¢ dau?
Nguon khac néi gi?”; ky thuat “doc ngang” — roi trang dang doc dé tim thong tin
vé ngudn & cac trang doc 1ap, k¥ thuat dugce chimg minh hiéu qua hon viéc chi
xem xét bé ngoai trang web (Wineburg & McGrew, 2019).

— Hinh thanh thoéi quen “dirng lai trwde khi chia sé”, dac bi¢t voi ndi1 dung
gay cam xuc manh.

— Hudng dan hoc sinh béo cio, gén cO ndi dung c6 hai va ro1 khoi ndi dung
gy kho chiu, ké voi ngudi 16m tin cy.

- Léng ghép vao Ngir van (doc hiéu van ban thong tin, nghi luan), Gido duc
cong dan, Gido duc kinh té va phap luat, Lich str, Tin hoc.

2.6. “Thir thach” nguy hiém, c& bac va ca cugc truc tuyén

2.6.1. “Thir thdch” nguy hiém

“Thir thach” truc tuyén la cac trao luu kéu goi nguodi dung thuc hién mot
hanh dong, ghi hinh va chia sé. Phan 16n thir thach vé hai, nhung mat s6 ¢o tinh
nguy hiém (nhin thd, an uéng chit khong an toan, nhay khoi xe dang chay, tuw gay
thuong tich, pha hoai tai san). Hoc sinh tham gia do nhu cau dugc chd ¥, duoc
ban be¢ cong nhén, to mo va danh gia thép rii ro. Mot s6 “thur thach” 1a tin dén,

cau chuyén doa dim duoc lan truyén va thoi phéng; viéc canh béo thiéu than trong

32



(néu tén, mo ta chi tiét) co thé vo tinh 1am hoc sinh to mo tim kiém (Praesidio
Safeguarding, 2021).

Phong ngira: gido vién khong phd bién tén, cach thyc hién cac thir thach cu
thé; tap trung gido duc niang luc chung: dénh gia rui ro theo bon budc (thir thach
1a gi — c6 thé din dén diéu gi tdi té nhat — c6 dang khong — hoi ¥ kién nguoi 16n),
k¥ nang tir chéi ap luc nhoém va khuyén khich hoc sinh ké v6i ngudi 10n khi thay
ndi dung khién cac em lo lang.

2.6.2. Co bac va cd cwoc true tuyén, cdc hinh thive trd hinh

Co bac truc tuyén (ca d6 bong da, song bac truc tuyén) 1a hanh vi vi pham
phap luat va c6 thé bi xir 1y hinh su theo Diéu 321, 322 B6 luat Hinh su. Hoc sinh
c6 thé tiép can qua quang cio trén mang xa hoi, livestream, nhom chat va 10i ra
ré cua ban bé. Bén canh d6 1a cac hinh thirc mang yéu t6 may rui trong trd choi
dién tir nhu hop qua ngau nhién (loot box), vong quay may man mua bang tién
that. Nghién ciru trén quy mé 16n cho thdy murc chi tiéu cho loot box ¢ lién hé
voi mie dd co bac ¢6 van dé (Zendle & Cairns, 2018). Hoc sinh tham gia c¢ bac
¢ nguy co no nan, vay nang lii, bi de doa, 16i kéo vao hoat dong pham phap.

Dau hiéu canh bao: thudng xuyén can tién, ban hodc cam c6 d6 dung, vay
muon ban bé; cing thang theo két qua tran dau; gidu dién thoai; c6 giao dich
chuyén khoan bat thudng.

Phong ngira: gido duc ban chat “nha cai luon thiang” bang cac vi du xac suat
(16ng ghép moén Toan); phan tich cac ki thuat quang cao 16i kéo; gido duc phap
luat vé co bac; phdi hop v6i cha me quan 1y chi tiéu, tai khoan ngan hang, vi dién
tlr cua hoc sinh.

2.7. N¢i dung do tri tu¢ nhan tao tao ra

2.7.1. Bin chit

Cong ngh¢ tri tué€ nhan tao tao sinh cho phép tao ra van ban, hinh anh, video,
giong noi gidng that véi chi phi thap. Cong nghé nay mang lai co hdi hoc tap to
16n va 12 mot mién trong Khung nang luc sé cho nguoi hoc, nhung dong thoi tao
ra cac nguy co mdi (Chesney & Citron, 2019; UNICEF, 2021):

— Deepfake giy ton hai danh duw va tong tién: ghép khudén mit hoc sinh
vao hinh anh, video nhay cdm tir nhitng birc anh cong khai trén mang xa hoi hoac
trang cua truong; su dung dé bat nat, 1am nhuc hoic téng tién. Trong mot sb truong

hop, nguoi tao ra ndi dung gia lai chinh 1a ban hoc.
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— Lira dao bang gia giong, gia hinh: goi video, gui tin nhin thoai gia giong
ngudi than, gido vién dé yéu cau chuyén tién hodc cung cip thong tin.

— Tai liéu xam hai tinh duc tré em do Al tao ra: du la anh gid, vi¢c tao ra,
tang trir, phat tn van giy ton hai nghiém trong cho nan nhan va 1a hanh vi vi
pham phap luat (theo Piéu 76 Luat An ninh mang nam 2025).

— Du d§ dwoc hd tro béi AL: d6i twong x4u dung Al phan tich dit liéu cong
khai ctia hoc sinh dé ¢4 nhan hoa cach tiép can, tao ho so gia thuyét phuc.

— Chatbot “ban ddng hanh”: hoc sinh c6 thé gin bo cam xuc véi chatbot,
chia sé thong tin riéng tu hodc nhan nhitng phan hdi khong phi hop vé cac van dé
strc khoe tinh than.

2.7.2. Phong nguwa

— Gi4o dyc hoc sinh biét rang hinh 4nh, video, giong néi c6 thé bi lam gia;
rén thoi quen kiém ching qua kénh doc 1ap (goi lai s6 dién thoai da biét, hoi truc
tiép).

— Han ché dang tai anh khuon mat ro nét & ché @6 cong khai; nha truong than
trong khi dang anh hoc sinh.

— Gido duc dao duc va phép luat: tao, chia sé ndi dung gia mao ngudi khac
1a hanh vi gdy t6n hai, c6 thé bi xir 1y theo quy dinh.

— Hudng dan st dung AI c¢6 trach nhi¢m trong hoc tap; khéng dinh chatbot
khong thay thé dugc sy hd tro ctia con ngudi khi hoc sinh gip kho khin tam 1y

2.8. Bit nat truc tuyén

2.8.1. Bin chit

Bit nat tryc tuyén 1a hanh vi gy han c6 chi ¥, thuong lap lai, do c4 nhan
hodc nhom thyc hién thong qua phuong tién dién tir nham vao ngudi khé ty bao
vé minh (Kowalski va cong su, 2014). Bit nat truc tuyén ¢ céc hinh thire: nhan
tin, binh luan xtc pham, de doa; lan truyén tin don; dang anh, video lam nhuc; gia
mao tai khoan; c6 1ap, loai khoi nhom; cong khai thong tin riéng tu. So véi bat nat
truc tiép, bét nat truc tuyén c6 nhirng dac diém lam tang ton hai: dién ra moi luc,
moi noi, nan nhan khong c6 “no1 an toan”; nd1 dung cé thé lan truyén rong va tdn
tai lau dai; nguoi bét nat c¢6 thé an danh; sb nguoi ching kién rat 16n.

2.8.2. Tac dong

Tong hop nghién ctru cho thy bét nat truc tuyén lién quan dén lo 4u, trim
cam, cd don, giam long ty trong, suy giam két qua hoc tap, cac triéu chimg co thé

va trong nhitng trudong hop nghiém trong 1a y nghi tu sat (Kowalski va cdng su,
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2014). Hoc sinh c6 hanh vi bat nat ciing c6 nguy co cao gip van dé hanh vi vé
sau. Hoc sinh vira 1a nan nhan vira 1a nguoi bét nat 12 nhoém dic biét dé ton thuong.
Bit nat truc tuyén va bét nat tryc tiép co lién quan chat ché: phﬁn 16n hoc sinh bi
bét nat trén mang cling bi bét nat & truong va nguoi bét nat thuong 1a ban hoc.

2.8.3. Diu hiéu cinh bdo

— Dot ngdt ngung str dung hodc sur dung thiét bi mot cach lo léng, giat minh
khi c6 théng béo.

— Né tranh dén truong, tach khéi nhém ban, xuét hién cang théng vOo1 mot
nhém hoc sinh cu thé.

— Budn bé, cau git, mat ngu, than dau dau, dau bung khong rd nguyén nhén.

— C6 tai khoan gia mao, nhom chat ché giéu mot hoc sinh trong 16p.

2.8.4. Phong ngua

— Xay dyng quy tic ing XU trén nhom truc tuyén cia 16p, truong ciing hoc
sinh.

— Gio duc vai trd ctia ngudi chimg kién: khong “tha tim”, khong chia sé,
khong im ling; ho trg ban va bao ngudi lon.

— Phat trién nang luc dong cam, quan Iy cam xuc, giai quyét xung dot.

— Duy tri kénh béo c4o an toan, ¢6 thé an danh.

2.9. Xam hai va béc 18t tinh duc tré em truc tuyén

2.9.1. Bin chét va cdc hinh thirc

Xam hai va boc 16t tinh duc tré em tryc tuyén (OCSEA) bao gdm cac hanh
vi x4m hai tinh duc duoc thuc hién, ho tro hodc lan truyén qua cong nghé s6. Cac
hinh thite chu yéu gom:

— Du db tryc tuyén (grooming): xay dung mdi quan hé tin cdy, phu thudc
cam xuc nham muc dich x4m hai.

— San xuit, phat tan tai liu xAm hai tinh duc tré em (CSAM): bao gom
ca hinh anh do hoc sinh tu chup dudi ap luc, bi Itra hodc bi ép budc.

— Tong tién tinh duc (sextortion): de doa phat tan hinh anh dé ép nan nhan
gtri thém hinh anh, tién hodc thuc hién hanh vi tinh duc.

— Quay rdi tinh duc trwe tuyén: giri tin nhan, binh luén, hinh anh mang tinh
tinh dyc khong mong mudn.

— Phat tan hinh anh riéng tw khong cé sy dong y: thuong xay ra sau khi

mot moi quan hé tinh cam két thic.
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Theo phép luat Viét Nam, str dung nguoi dudi 16 tudi vao muc dich khiéu
dam la tg1 pham (Diéu 147 B0 luat Hinh su). Hoc sinh tu chup, gui hinh anh nhay
cam trude hét can duge nhin nhan 13 dbi tuong can duoc bao vé, khong phai 1a
nguoi co 16i.

2.9.2. Qud trinh du dé trwc tuyén

Céc nghién ctru v& hanh vi du db truc tuyén (Webster va cong su, 2012; Whittle

va cong su, 2013) mo ta qua trinh nay thudng trai qua cac giai doan dan xen:

Giai doan Biéu hién

Lua chon muc tiéu “Quét” cac khong gian truc tuyén, uu tién hoc
sinh boc 16 ¢6 don, mau thuan voi gia dinh, thiéu
tu tin, can tién hodc co tén tai khoan, hinh anh goi

Ve

y.

Xay dyng long tin Khen ngoi, déng vai ngudi ban dong trang lta

hodc nguodi ¢6 van; thé hién sy dong cam, cung

sO thich; tang qua, thé nap game, vat phém.

Tao sy phu thudc va ¢6 lap | Khuyén khich hoc sinh tin rang chi ¢6 minh hi¢u
em; chuyén sang trng dung riéng tu; y€u cau giir

bi mat vdi cha me, thay co.

Binh thudng héa ndi dung | Pua dan cha dé tinh duc vao tro chuyén dudi
tinh duc dang dua, tro choi, “bai hoc”; giri hinh anh khiéu

dam dé lam gidm sy nhay cam.

Xam hai va kiém soat Yeéu cau hinh anh, video, goi video; dé nghi gap

mit; de doa phat tan dé duy tri kiém soat.

Bang 2.2. C:dc giai doan ciia qud trinh du dé truc tuyf?'n

Qua trinh nay c6 thé dién ra trong vai gio hodc kéo dai nhi¢u thang. Nguoi
du dd khong nhat thiét 1a nguoi la; nhiéu trudng hop 1a nguoi hoc sinh da quen
biét. Theo co quan thuc thi phap luat Viét Nam, doi tuong pham toi thuong l1oi
dung sy dé ton thuong vé cam xtc, hoan canh kinh té kho khan ctia nan nhan, st
dung vat chét, tién va cac mdi quan h¢ than thiét; mang xa hoi dugc st dung rong
rii dé xac dinh, tiép can va xay dung long tin véi nan nhan tiém nang (ECPAT,
INTERPOL & UNICEF, 2022).
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2.9.3. Chia sé hinh anh nhay cam ¢ hgc sinh

Phén tich tong hop qudc té cho thiy khoang 15% thanh thiéu nién timg gui
va khoang 27% ting nhan tin nhan, hinh 4nh mang tinh tinh duc; khoang 12%
ting chuyén tiép hinh anh khong c6 sy dong ¥ ctia nguoi trong anh (Madigan va
cong su, 2018). Tai Viét Nam, ty I¢ tu bao céo v& hanh vi bj chia sé hinh anh nhay
cam thép hon thuc té do hoc sinh ngai tiét 16 nhung cac nha nghién ctru luu y con
s6 thuc co thé cao hon do hoc sinh ngai tiét 16 (ECPAT, INTERPOL & UNICEF,
2022). Nguyén nhan dan dén hanh vi ndy gdm: nhu cau khiang dinh ban than, than
mat trong quan h¢ tinh cam, to mo, ap luc tir ban bé hodc nguoi yéu, bi ltra di, bi
ép budc. Hau qua nghiém trong nhat xay ra khi hinh anh bj phat tan hoic bi dung
dé tong tién.

2.9.4. Déiu hiéu cinh bdo

— C6 “nguoi ban” trén mang ma hoc sinh giau kin; nhan qua, tién, thé nap
khéng rd ngudn gbc.

— St dung thiét bi vao ban dém, giéu man hinh, c6 tai khoan, irng dung an.

— C6 kién thuc, ngdn ngir, hanh vi tinh duc khong phu hop Ita tudi.

— Thay doi dot ngdt: s¢ hai, lo au, x4u ho, thu minh, tu trach ban than, giam
sut hoc tap; biéu hién hoang loan khi nhan tin nhén.

2.9.5. Phong ngira

— Gido duc gidi tinh, strc khoe sinh san, quyén vé than thé va ranh gidi ca
nhan phu hop 1ra tudi; khai niém dong thuan trong cac moi quan hé.

— Nhan dién dau hiéu du dd; khang dinh “nguoi 16n dang tin cdy khong bao
gid yéu cau em giit bi mat voi cha me, thay co”.

— Théng diép then chét: “Néu em bi de doa, dé khong phai 15i ciia em;
dirng giri thém, dirng tra tién, hay ké véi nguoi 16n ngay”.

— Tréanh cach gido duc gay so hai, d6 161, xdu hd — diéu nay khién hoc sinh
khéng dam tiét 16 khi gip su cb.

2.10. Mi truomg s va strc khée tinh than ciia hoc sinh

2.10.1. Bén chit

Mdi quan hé giita sir dung cong nghé s va stc khoe tinh than cua thanh
thiéu nién 1a phirc tap. Cac nghién ciru quy mo 16n cho thdy mai lién hé trung binh
giita thoi gian str dung cong nghé va murc do hanh phiic ciia thanh thiéu nién 1a co
nhung nhé (Orben & Przybylski, 2019); tac dong phu thudc vao ndi dung, cach
su dung va dac diém c4 nhan. Nhitng hoc sinh von da dé ton thuong ngoai doi
thuc thuong ciing dé t6n thuong hon trén mang (Odgers & Jensen, 2020). Vi vay,
gido vién can tranh hai thai cuc: coi cong nghé 1a nguyén nhan cua moi van dé
hodc bd qua tac dong cua moi truong mang.
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2.10.2. Cdc co ché tic dpng tiéu cwe can luu ¥

— So sanh x4 hoi va hinh anh co thé: tiép xuc lién tuc voi hinh anh di chinh
stra, “cudc séng hoan hao” cua ngudi khac dan dén khong hai long v6i ban than,
co the.

— N&i s bi bd 15 va ap lwc phai truwe tuyén lién tuc, lo au khi khong nhan
dugc phan hoi, luot thich.

— Anh huwéng dén gidc ngi do sir dung thiét bi vao ban dém.

— Tiép xtic ndi dung vé tw giy hai, roi loan dn udng va cac cong dong truc
tuyén binh thuong hoa nhimg hanh vi nay.

— Hé qua ciia cac sw ¢d true tuyén nhu bat nat, téng tién, lira dao din dén
khung hoang tam 1y.

2.10.3. Mt tich cwe cdn phdt huy

Moi truong s6 ciing 14 ngudn hd trg: hoc sinh tim kiém thong tin strc khoe,
két ndi v6i ban bé, tham gia cong déng c6 cung sé thich, tiép can dich vu tur véan.
Gi4o vién can gitp hoc sinh biét tim dén cac ngudn hd tro tin cdy (Tong dai 111
(Téng dai Quéc gia Bao v€ Tré em, Cuc Ba me va Tré em), nguoi lam tu van hoc
duong, co s y té) va phan biét vi nguon khong tin cay.

2.10.4. Phong ngira

— Gi4o duc k¥ nang tu nhan thirc, quan 1y cam xuc, tu duy phé phan vé hinh
anh trén mang.

— Khuyén khich “vé sinh s6”: khong dung thiét bi trudc gid ngu, tat thong
bao khong can thiét, chu dong lya chon ndi dung tich cuc.

— Tao méi trudng 16p hoc an toan, noi hoc sinh c6 thé noéi vé cam xic ma
khong bi phan xét.

— Phét hién sém va chuyén gui kip thoi hoc sinh ¢6 dau hiéu khung hoang
(xem Chuyén dé 4).

2.11. Vin héa wng xir trén khong gian mang — yéu t6 bao vé chung

Céc nguy co néu trén cho thiy hoc sinh khong chi can k¥ nang tu bao vé ma
con can van héa tmg xtr sO: ton trong ngudi khac, st dung ngdn ngit phu hop,
khong phat tan thong tin sai, khéng tham gia bat nat, ton trong quyén riéng tu va
quyén tac gia, c6 trach nhiém véi ndi dung minh tao ra va chia sé. Vian hoa ting
xtr 12 yéu t6 bao vé chung cho ca cong dong hoc sinh, gitp giam nguy co & nhdm
“hanh vi” trong khung 4C va 1a ndi dung xuyén sudt ctia Chuyén dé 3.
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HOAT PONG TAP HUAN

Hoat dong 2.1. Phan loai va chudi nguy co (30 phut)

Cac nhoém nhan tinh hudng, tir 6 xac dinh cac nguy co theo khung 4C va vé&
“chudi nguy co” (nguy co nay dan dén nguy co khac nhu thé nao):

Tinh hudng: “Nam (16p 8) choi game truc tuyén, dugc mot tai khoan ting vat
pham hiém. Sau d6 tai khoan nay dé nghi Nam dang nhap vao mot trang web
dé nhan thém qua. Mot tuan sau, tai khoan game va Facebook ctia Nam bi
chiém, ké gian nhin tin vay tién ban bé Nam va ding nhimg hinh anh ché giéu
Nam 1én nhom 16p.”

Goi y: Tiép xuc (ngudi la taing qua) — Hop dong (lira dao gia mao, chiém doat
tai khoan) — Hanh vi (tai khoan ctia Nam bi dung dé ltra ddo ngudi khac) —
Nbi dung/hanh vi (hinh anh ché gidu — bat nat) — Strc khoe tinh than (x4u ho,
lo 4u, mat long tin cuia ban be). Bai hoc: gido duc can gitp hoc sinh nhan ra

dau hiéu ¢ “mat xich dau tién”.

Hoat dong 2.2. Phiéu nhén dién nguy co theo cap hoc (40 phit)

Nhom thay c6 cung cap hoc hoan thanh bang: liét ké 3 nguy co pho bién nhat
& hoc sinh cap hoc minh; vi mdi nguy co, néu 2 dau hiéu canh bao gido vién
c6 thé quan sat dugc ¢ trudng va 1 bién phap phong ngira c6 thé thuc hién
trong tiét sinh hoat 16p.

Goi y: Tiéu hoc: lira dao tring thuong, ndi dung khong phu hop, chia sé thong
tin ca nhan. THCS: Itra ddo trong game, bat nat truc tuyén, du db truc tuyén.
THPT: “viéc nhe lvong cao”, tin gia va deepfake, co bac truc tuyén, phat tan
hinh anh riéng tu. Dau hiéu quan sat dugc & trudng: thay doi cam xtc, né tranh,

mét moi, cang thang voi ban, thuong xuyén can tién.

39




Hoat dong 2.3. Thong di€p giao duc khong giy s¢ hii (20 phut)

Thay c6 nhan xét thong diép sau va viét lai cho phu hop: “Céac em tuyét ddi
khong dugc gtri anh cho ai. Ai giri 4nh nhay cam la hu héng va phai chiu trach
nhiém!”

Goi y: Thong diép mang tinh d6 15i, gy x4u hd, khién hoc sinh d3 15 gtri anh
khong dam tim kiém giup d&. Thong diép phu hop: “Co thé va hinh anh cua
em 14 cia riéng em. Em c6 quyén tir chdi moi yéu cau khién em khong thoai
mai. Néu ai d6 de doa em vi mét birc anh, d6 1a 16i cua nguoi de doa, khong
phai 16i cia em. Pung gtri thém, ding tra tién va hiy ké véi thay co hoic bd

me — chung t61 s€ gitip em.”

GHI NHO

— Khung 4C (Noi dung — Tiép xtic — Hanh vi — Hop dong) gitup nhan dién
nguy co mot cach hé théng; cac nguy co thudng dan xen va chuyén hoa.

— Nhiéu nguy co c6 chung “mAu thao ting”: loi ich bat ngd, héi thuic, de doa,
yéu cau giir bi mat, yéu cau thong tin bi mat.

— Gi4o vién nhan dién dau hiéu dé hd trg, chuyén gui; khong chan doan,
khong dan nhan hoc sinh.

— Gido duc phong ngra phai tranh gy so hai, d6 16i; thong diép cot 15i 1a
“Khoéng phai 16i ctia em — hay ké véi ngudi 16n”.

CAU HOI TU PANH GIA

1. Trinh bay bén nhém nguy co trong khung 4C va cho mdi nhém mét vi du
& hoc sinh cip hoc thay c6 phu trach.

2. Néu thii doan “bat coc online” va ba dau hiéu giup hoc sinh nhén biét.

3. Phan biét “str dung nhiéu” va “stt dung c6 van dé&” ddi véi trd choi dién
ttr, mang xa hoi.

4. Vi sao gido vién khong nén phd bién tén va cach thyuc hién cac “thi thach”
nguy hiém khi canh bao hoc sinh?

5. Mo ta céc giai doan ctia qua trinh du do truc tuyén va dau hiéu canh bao

tuong Ung.
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CHUYEN PE 3. GIAO DUC KY NANG TUONG TAC AN TOAN TREN
KHONG GIAN MANG CHO HOQC SINH

(Thoi lwong: 150 phut)

MUC TIEU

Sau khi hoc xong chuyén dé nay, thiy co co thé:

— Nhan dién dugc muc ti€u, yéu cAu can dat vé k¥ nang tuong tac an toan
trén khong gian mang ddi véi hoc sinh timg cap hoc.

— Trinh bay duogc hé théng k¥ ning thanh phan va cac nguyén tic gido duc
k¥ nang an toan trén khong gian mang.

— Lua chon va van dung dugc con duong, hinh thirc, phuong phap gido duc
phu hop, dic biét 1a tich hop trong mon hoc, HDTN, HN va sinh hoat 16p.

— Thiét ké va sir dung duoc cac cong cu danh gia két qua gido duc hudng vao
hanh vi ctia hoc sinh.

KHOI PONG

Hoat dong khéi dong: “Biét” va “lam dwoc” (10 phit)

Thay c6 suy nghi: Hau hét hoc sinh déu “biét” khong nén chia sé mat khau.
Vay vi sao van c¢6 nhiéu hoc sinh bi chiém doat tai khoan? Viét mot cau tra 10i
1én gidy nhé va dan 1én bang.

Goi y: Khoang cach giira biét va lam do: tinh hudng thuc té phirc tap hon (ké
gian gid danh ngudi quen, tao ap luc thoi gian); hoc sinh chua duogc luyén tap
phan ung; cam xtc lan 4t 1y tri; théi quen chua duoc hinh thanh; méi truong
khong cing cb. Két luan: gido duc k¥ niang phai dua trén trai nghiém, luyén

tap va cang cb, khong dimg & truyén dat kién thirc.

NOI DUNG

3.1. Muc tiéu va yéu ciu can dat theo cip hoc

Muc tiéu gido duc k¥ nang tuong tac an toan trén khong gian mang dugc xac
dinh trén ba phuong dién nhan thirc, thai do va hanh vi, huéng té1 nam nhom két
qué: (1) str dung Internet va thiét bi s6 hop 1y, can bang; (2) nhan dién nguy co va
tu bdo v¢; (3) danh gia, khai thac va stir dung thong tin hi¢u qua, co6 trach nhiém;
(4) tng pho véi bit nat va cac tinh hudng tiéu cuc, biét tim kiém hd trg; (5) giao

ti€p, img xur van minh, c6 trach nhiém. Cac muyc ti€éu nay dugc cu thé hoa theo
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cap hoc, phii hop véi tinh than phat trién ting dan ciia Khung ning lyc s cho

nguoi hoc.
Nhom yéu Tiéu hoc THCS THPT
cau
Str dung hop | Tuan thu thoi gian | Tu theo doi va diéu | Ty 1ap ké hoach can

ly, can bang

st dung do cha me,
thay c6 thoa thuan;
nhén biét khi minh
dung thiét bi qua
lau.

chinh thoi gian st
nhan biét
mét s co ché 16i
kéo

dung;

cua game,

mang xa hoi.

bang gitta hoc tap,
nghi ngoi, doi song
$0; phan tich dugc tac
dong cua thiét ké nén

tang dén hanh vi.

Béo v¢ thong
tin c& nhén

va tai khoan

Ké duoc nhimg
thong tin khong
duoc chia sé;
khong cho nguoi
khic  biét
khau, ké ca ban

than.

mat

Thiét 1ap mat khau
manh, quyén riéng
tu; bat xac thuc hai
yéu td; nhan dién
yéu cau OTP 1a du

hiéu Itra dao.

Quan 1y dau chéan sé
va hinh anh c& nhan
truc  tuyén;  hiéu
quyén cua chu thé dit
lifu ca nhan theo

phap luat.

Nhan dién
nguy co vatu
bao vé

Phan biét tinh
huéng an toan, can

nguy
hiém; thuc hién

canh gidc,

“Dung lai — Hoi

nguoi 1om™.

Nhan dién diu hiéu
Itra dao, du db, bit
nat; thuc hanh tur
chdi, chin, luu
bang chimg, bao
cao.

Phan tich cac thu
doan Ilua dao, thao
tlng tinh vi (gia danh
co quan chuc nang,
vicc lam  online,
deepfake); danh gia
rti ro trudc khi quyét
dinh.

Danh gia va
su dung

thong tin

Biét rang khong
phai moi diéu trén
mang déu dang;
héi nguoi 16n khi
thay thong tin la.

Kiém tra nguon, so
sanh nhiéu nguon;
phan biét su that va

v kién, quang céo.

Kiém chimg thong tin
bang “doc ngang”;
nhan di¢n nd1 dung do
Al tao ra; sir dung Al
c6 trach nhi€ém, trung

thyc trong hoc tap.
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tim kiém ho

tin cay khi gip

cao trén nén tang;

Nhom yéu Tiéu hoc THCS THPT
Ci}\lll
Ung pho va|Ké voi nguoi 16n | Biét quy trinh bao |Ung phé véi tinh

huéng phtrc tap (tong

ung XU van
minh

phép trudc khi

dang anh cua ban.

khi giao tiép trén
mang; khong tham
gia, khong co vil

bét nat.

tro diéu khién em so, | biét cac kénh hd tro | tién, Lra dao); biét
kho chiu; biét tén it | trong trudng va|quyén va nghia wvu
nhat mot nguoi16n | Tong  dai 111 | phap ly; tham gia hd
c6 thé gitip. (Téng dai Qudc gia | trg ddng dang.
Bao vé Tré em,
Cuc Ba me va Tré
em); ho tro ban bi
bét nat.
Giao  tiép, | Noi 1oi tr té; xin | Kiém so4t cam xuc | Tham gia xdy dung

moi truong sb tich
cuc; ton trong su khac
biét;
phap 1y véi ndi dung

trach nhi€ém

tao ra, chia sé.

Bing 3.1. Yéu cdu can dat vé ky ning twong tdc an toan trén khéng gian mang theo

cdp hoc

3.2. H¢ thong ky ning thanh phan

Trén co s tong hop nghién ctru va yéu cau cia Khung nang luc so, k¥ nang

tuong tac an toan trén khong gian mang ctia hoc sinh duoc cau thanh tir mudi k§

nang thanh phan:
TT | K§ ning thanh phan | Biéu hién hanh vi cé thé quan sat
1 Bao v¢ thong tin cd nhan | Phan loai thong tin dugc/khdng duoc chia

sé; thiét 1ap quyén riéng tu; khong chia sé

mat khau, OTP.
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TT K ning thanh phin Biéu hién hanh vi cé thé quan sat
2 Bao mat tai khoan va | Tao mat khiu manh, khac nhau cho tung tai
thiét bi khoan; bat xac thyc hai yéu t6; khong cai
tng dung khong rd ngudn gdc; khoi phuc tai
khoan khi bi xam pham.
3 Nhan dién va phong | Chi ra dau hiéu lira dao trong tin nhan, cudc
tranh Itra dao goi, dudng link; kiém ching qua kénh doc
lap.

4 bénh gia thong tin Kiém tra ngudn, dbi chiéu nhiéu ngudn;
phan biét sy that, y kién, quang cdo, noi
dung gid mao; dung lai trudce khi chia sé.

5 Giao tiép van minh Str dung ngdn ngir t6n trong; kiém soat cam
xuc; xin phép trudce khi dang ndi dung lién
quan dén nguoi khac.

6 Tu kiém soat viéc su |Theo doi, diéu chinh thoi gian st dung;

dung nhan biét va chi dong thoat khoi vong lip
st dung.

7 Tir chéi va thiét 1ap ranh | No6i “khong” rd rang trudc yéu cau khong

gioi an toan; roi khéi cudc tro chuyén; khong
chiu ap luc “phai lich su”.

8 Ung pho véi bat nat va | Khong déap tra; luu bang ching; chin, bao

quiy roi c40; hd trg ban véi vai tro ngudi chimg kién
tich cuec.

9 Phong tranh xam hai truc | Nhan dién dau hiéu du do; khong gui hinh

tuyén anh nhay cam; xu ly dung khi bi de doa.

10 Tim kiém hd trg Xéc dinh nguoi 16n tin cdy; biét cac kénh hd
trg trong va ngoai nha trudng; manh dan ké
va nho giup do.

Bing 3.2. Hé thong kj néing thanh phén va biéu hién hanh vi

K§ niing s6 10 — tim kiém hd trg — c6 vai tro dic biét, vi day 1 “ludi an toan’

b

khi cac ky nang khac chua dii dé hoc sinh tu xir ly. Mot chuong trinh gio duc chi

44



day hoc sinh “tu bao v¢” ma khong xay dung niém tin dé hoc sinh tim dén nguoi
16n 1a chua day du.

3.3. Nguyén tic gido duc

Gi4o duc k¥ ning tuong tac an toan trén khong gian mang can tuan thu cac
nguyén tic sau:

Thit nhét, nguyén tic iy hoc sinh 1am trung tim va tén trong quyén ciia
hoc sinh. Hoc sinh vira c6 quyén dugc bao vé, vira c6 quyén tiép can thong tin,
tham gia, vui choi va c6 doi séng riéng tu. Gido duc cin ling nghe trai nghiém
thue té cta hoc sinh, xudt phat tir chinh nhiing tinh hudng cac em gip, tranh ap
dit quan diém cua nguoi 16n.

Thir hai, nguyén tic trai nghiém. K§ ning chi duoc hinh thanh khi hoc
sinh duoc thuc hanh trong cac tinh hudng cu thé, dugc thir — sai — stra trong moi
truong an toan. Hoat dong gido duc can wu tién dong vai, xu 1y tinh huéng, mo
phong, dy an.

Thir ba, nguyén tic twong tac. Gido duc can tao ra sy tuong tac da chiéu
gifra gido vién vo1 hoc sinh, gitra hoc sinh vé1 hoc sinh va gitra nha truong voi gia
dinh. Di thoai cdi ma 1a diéu kién dé hoc sinh chia sé nhirng van dé thuc su gap
phai.

Thit tw, nguyén tic tién trinh, lién tuc va phi hop Itra tudi. Gido duc duogc
thue hién thudng xuyén, theo 16 trinh tir don gian dén phtc tap xuyén sudt cac cap
hoc, tranh to chirc theo phong trao hodc chi khi xay ra su cd.

Thi nim, nguyén tic hwéng téi thay d6i hanh vi. Muc tiéu 1a hoc sinh
“lam duoc” va “duy tri dugc” hanh vi an toan; danh gia can dua vao biéu hién
hanh vi, khéng chi kiém tra ghi nhé.

Thit sau, nguyén tic khong gay so hai, khong dé 16i. Thong diép gido duc
can can bang giira co hoi va rui ro, tranh phong dai, tranh ding hinh anh, cau
chuyén gay soc; tuyét déi khong d6 18i cho nan nhan. Gido duc dua trén so hii co
thé 1am hoc sinh lo 4u va khong dam tiét 16 khi gap su co.

Thir bay, nguyén tic théng nhit giira cac lwc lwong. Nha truong, gia dinh
va x4 hoi can théng nhat muc tiéu, thong diép, quy tdc dé hoc sinh nhan dugce tac
dong gido duc nhat quéan.

3.4. Con duwong va hinh thire gido duc

3.4.1. Tich hop trong cdac mon hoc

45



Chuong trinh GDPT 2018 tao nhiéu co hdi tich hop ndi dung twong tac an
toan trén khong gian mang. Gido vién cin cit yéu cau can dat ctia mon hoc dé 1ong

ghép mot cach tu nhién, khong lam qua tai bai hoc:

Mén hoc Co hdi tich hop tiéu biéu

Tin hoc Dao dtic, phap luadt va van hoa trong moi
truong mang; bao vé thong tin, tai khoan;
nhan dién phf?m mém doc hai, lra dao; st
dung cong cu Al c6 trach nhiém.

Pao duc (Tiéu hoc), Gido duc|Quyén tré em, quyén riéng tu; ton trong
cong dan (THCS), Gido duc kinh | nguoi khac; phong chéng bao luc; phap luat
té va phap luat (THPT) vé an ninh mang, bao vé dir li€u ca nhan,
phong chéng tdi pham; quan 1y tai chinh ca
nhan va phong tranh ltra déo.

Tiéng Viét, Ngir van Poc hiéu vin béan thong tin, nghi luan vé
van dé doi séng sd; danh gia do tin cdy cua
thong tin; viét bai nghi luan vé vin hoa ting
XU trén mang.

Toan Xac suat va tinh “nha cai ludn thang” trong
coO bac, loot box; phan tich s6 liéu théng ké
vé sir dung Internet.

Khoa hoc, Sinh hoc Giac ngu, strc khée va thiét bi so; day thi,
suc khoe sinh san; tin gia vé strc khoe.

Lich str va bia li, Lich str Nhéan dién thong tin xuyén tac, kiém chung
nguon su liéu.

Ngoai ngir Chu dé cong nghé, mang xa hoi, an toan
truc tuyén trong cac bai doc, thao luan.

Bang 3.3. Co hgi tich hop ngi dung twong tdac an toan trén khong gian mang trong

mot s60 mon hoc

3.4.2. Hoat dong trai nghiém, hwong nghiép
HDTN (Tiéu hoc) va HDTN, HN (THCS, THPT) 1a con dudng dic biét

thuén loi vi ban chat cta hoat dong 1a hoc sinh tryuc tiép trai nghiém, huy dong
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kinh nghiém, giai quyét van dé thyuc tién (B6 Gido duc va Pao tao, 2018). Noi
dung twong tac an toan co thé gan v4i cac mach ndi dung:

— Hoat dong hwéng vio ban than: quan 1y danh tinh sd, bao vé thong tin
va hinh anh ¢4 nhan, quan Iy cam xdc, can bang thoi gian sir dung thiét bi.

— Hoat dong hwéng dén xi hdi: giao tiép co trach nhiém, phong chong bat
nat, xay dung quy tac 16p hoc s6, ho tro ban be.

— Hoat dong hwéng dén tw nhién: danh gia théng tin vé moi trudng, thién
tai; nhan dién tin gia.

— Hoat dong hwéng nghiép: dau chan sé va ho so truc tuyén; nhan dién Iira
dao tuyén dung, “viéc nhe luong cao”; nghé nghiép trong linh vuc an toan thong
tin.

3.4.3. Sinh hoat I6p, sinh hoat theo quy mé l6p/khéi/toan truwong

Tiét sinh hoat 16p phit hop véi cac hoat dong ngan (10 — 15 phut): thao luan
mot tinh huéng tho1 sy, ra soat quy tdc nhom truc tuyén cua 16p, chia s¢ “meo an
toan cuia tuan”. Sinh hoat dudi cd phu hop véi truyén thong chu dé, tiéu pham,
giao luu véi chuyén gia, can bg cong an.

3.4.4. Cau lac by, ngay hoi, hoat dong ngoai khoa

C4c hinh thurc nhu cau lac b “Cong dan s6”, dién dan, hoi thi, ngay hoi an
toan sb, du 4n truyén thong do hoc sinh thuc hién giup mé rong khong gian trai
nghiém va phat huy vai tro chu dong, sang tao cua hoc sinh. Bac bi¢t, moé hinh
nhom hd trg déng déng — hoc sinh duoc tap huén dé léng nghe ban va két ndi ban
v6i nguoi 16n — pht hop véi thue té hoc sinh thuong chia sé vai ban bé trudc tién.

3.5. Phwong phap va ky thuat gido duc

3.5.1. Chu trinh hoc tdp trai nghiém

Céc hoat dong gido duc k§ ning nén dugc thiét ké theo chu trinh hoc tap trai
nghiém ctia Kolb (1984), dugc cu thé hoa thanh bén budc:

— Bwéc 1 — Trai nghiém: hoc sinh tham gia mot tinh huéng, trd choi, mo
phong hoic chia sé trai nghiém thuc té.

— Buwéc 2 — Phan hdi, chia sé: hoc sinh mé ta diéu da xdy ra, cam xUc cua
ban than, nhitng lya chon da dua ra.

—Buéc 3 — Khai quat hoa: hoc sinh rit ra dau hiéu, nguyén tac, quy tac ing
X{r; gido vién chot kién thic.

— Buée 4 — Van dung: hoc sinh 4p dung vao tinh huéng méi, cam két hanh

dong, thuc hién nhiém vu tai nha.
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3.5.2. Cdc phwong phdp, ky thudt chii yéu

Phwong phap, ky Cach thuc hién Luuy
thuat
Phén tich tinh huéng | Hoc sinh doc, xem tinh | Tinh hudng gan giii, phu

hudng; xac dinh dau hiu
nguy co, nguyén nhan, hau
qud; dé xuat cach xu ly va

giai thich lya chon.

hop lra tudi; khong st
dung tinh huéng that caa
hoc sinh trong 16p.

Dong vai, m6 phéng

Hoc sinh déng vai nguoi
nhan tin nhin dang ngo,
nguoi chimg kién, ngudi hd
trg; luyén tap cau noi tu chdi,
cach bao céo.

Khong dé hoc sinh dong
vai nguoi bi xam hai tinh
duc; t6 chuc “thoat vai”

sau hoat dong.

Thao luan nhom, ky
thuat khan trai ban,

manh ghép

Hoc sinh cung xay dung quy
tac, phan loai hanh vi, thiét

ké ap phich.

Bao dam moi hoc sinh

déu duoc tham gia.

Tro choti gido duc

Tro choi “Pén giao théng an
toan”, “Tham tor mang”,
ghép thé, cau do, tro choi trén
nén tang truc tuyén (Kahoot,

Quizizz...).

Sau tro choi phai ¢6 phan
phan hoi, rat ra bai hoc;
tranh bién thanh cudc thi
thang — thua.

Day hoc dua trén du
an

Hoc sinh thuc hién san phém:
bd quy tic 16p, video, ap
phich, cAm nang, chién dich

truyén thong.

Kiém soat ngudn thong
tin; khong yéu cau ding
san pham cong khai khi

chua co6 sy dong y.

Van dap, dam thoai

g£01 mo

Cau hdéi m¢ ve trai nghiém,
cam xuc, lwa chon cua hoc
sinh.

Tao bau khong khi khong
phan xét.

Thuc hanh trén thiét
bi

Thuc hanh thiét 1ap quyén
riéng tu, mat khau, xac thuc
hai yéu td, bao cdo nodi dung

trén tai khoan mo phong.

St dung tai khodn mo
phdng; bao vé dir liéu that

cua hoc sinh.
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Bing 3.4. Mét s6 phwong phdp, kj thudt gido duc ky ning twong tdc an toan

3.5.3. Lwu y khi gido duc cdc chii dé nhay cim

— Thong béo trudc cho hoc sinh va cha me hoc sinh vé chu dé; cho phép hoc
sinh tam roi hoat dong néu thiy khong thoai mai.

— Sir dung tinh huéng “nhan vat thit ba” dé hoc sinh thao luan ma khong phai
boc 10 ban than.

— Khong str dung hinh anh nhay cam, khéng mo ta chi tiét hanh vi xdm hai,
khéng néu tén, mo ta cac “thtr thach” nguy hiém cu thé.

— Chuén bj sin phuong 4n hd tro: sau bai hoc vé xam hai, bit nat, c¢6 thé ¢6
hoc sinh tiét 10; gido vién can biét quy trinh tiép nhan (Chuyén dé 4) va thong bao
cho hoc sinh noi tim kiém su giup 4.

3.6. Panh gia két qua gido duc

3.6.1. Dinh hwong danh gia

Panh gia két qua gido duc k¥ ning twong tic an toan can chuyén trong tim
tir kién thirc sang hanh vi, thai do; két hop danh gia cua gido vién, tu danh gia cua
hoc sinh, danh gia déng dang va thong tin tir cha me; thuc hién ¢ nhiéu thoi diém
(trude, trong va sau hoat dong; sau mot khoang thoi gian dé danh gia tinh bén
vitng). Két qua danh gia chii yéu dung dé phan hoi, diéu chinh, wu tién nhan xét
dinh tinh, khich 1¢.

3.6.2. Cac cong cu danh gia

Cong cu Muc dich Vidu
Bang kiém hanh Quan sat hanh vi Hoc sinh ¢6 tir chdi 161 moi
Vi trong hoat dong thuc két ban cua nguoi la trong tinh
hanh, dong vai. huéng mé phong khong? Mat
khau tao ra c6 da do manh
khong?
Bai tap tinh huéng banh gia kha Pua tinh hudng tong tién

nang nhan dién rui ro va | gia dinh, yéu cau hoc sinh sap
lya chon cach ing pho. | x€p cac budce xur 1y theo thur ty wu

tién va giai thich.
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Cong cu

Muc dich

Vi du

Phiéu phan tu

Danh gia thai do, nhan

thirc, cam x1c.

“Néu gip tinh hudng nay, em s&
lam gi? Em cam thay thé nao khi
chia s¢ thong tin cd nhan?” (vdi
hoc sinh 16p nho dung biéu tuong

cam xuc).

Rubric san pham

Panh gia san pham dy
an.

Tiéu chi: tinh chinh xéac cua
thong di€p an toan, tinh 10 rang,
tinh sing tao, ton trong quyén

riéng tu.

Phiéu tu danh gia

Hoc sinh tu nhan biét

muc do dat duoc.

Céac muc “Chua rd — D3 hiéu —
C6 thé thuc hién” ddi véi timg k¥

nang.

Phiéu ghi nhan

cua cha me

Thu thap thong tin vé

hanh vi tai nha.

Con di thiét 1ap quyén riéng tu
cho tai khoan chua? Con c6 tuan
thu thoa thuan thoi gian str dung
khong?

Bing 3.5. Mt so cong cu ddnh gid két qua gido duc kj ning twong tdc an toan

3.6.3. Vi du rubric danh gia ky nang wng pho

Tiéu chi Mirc 1 — Chua dat | Mirc 2 — Pat | Mire 3 — Tot
Nhan  dién|Chua nhan ra dau|Nhan ra mot s6 | Nhan ra nhanh, dﬁy dua
nguy co hiéu bat thudng. dau hiéu chinh. |dau hiéu va giai thich
duoc.
Lua chon [ Lva chon cach x| Lua chon duoc | Luwa chon va sép xép
cach tng pho |ly khéng an toan |moét sd hanh | hop Iy cac hanh dong:
(dép tra, lam theo [ dOng an toan. ding, chin, luu bang
y&u cau). chting, bao cdo, ké voi
nguoi 16n.
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Tiéu chi Mirc 1 — Chua dat | Mirc 2 — Pat | Mire 3 — T6t

Tim kiém hd |Khong x4c dinh | Xac dinh dugc | Xac dinh dugc nhiéu
tro dugc nguoi cd thé |ngudi 16n  tin | ngudn hd tro phu hop

giup. cay. voi muac d0 su viéc;

san sang ho trg ban.

Bing 3.6. Rubric dinh gid ky ning irng phé véi tinh huéng khong an toan trén

mang

HOAT PONG TAP HUAN

Hoat dong 3.1. Trai nghiém lam hgc sinh (30 phut)

B4o c4o vién t6 chic cho hoc vién tham gia tro choi “Dén giao thong an toan”
(Phy luc 6) nhu hoc sinh, sau d6 phén tich hoat dong theo bon buéde cia chu
trinh hoc tap trai nghi¢m.

Goi y: Hoc vién nhan ra vai trd ctia budc phan hoi va khai quat héa: néu chi
choi ma khong thao luan vi sao chon “d¢” hay “vang”, hoc sinh sé khong hinh

thanh duogc nguyén tic dé van dung sang tinh hudng méi.

Hoat dong 3.2. Thiét ké hoat dong tich hop 15 phut (60 pht)

Nhom thay c6 cung mén hoc hodc cing cip hoc chon mét bai hoc trong
chuong trinh, thiét ké mot hoat dong 15 phut tich hop nodi dung twong tac an
toan, gém: muc tiéu (yéu cau can dat); tinh huéng hodc nhiém vuy; cach to chirc
theo chu trinh trai nghiém; cong cu danh gia. Cac nhém trinh bay va gop y
chéo.

Goi y tiéu chi gép y: (1) Tich hop tu nhi€n, khong lam 1éch muc ti€u bai hoc;
(2) Hoc sinh dugc trai nghiém, thuc hanh; (3) Thong diép khong gay so hai,
khong db 16i; (4) Co cong cu danh gia hanh vi; (5) Kha thi vé thoi gian, diéu

kién.

GHI NHO
— Muc tiéu gido duc duoc cy thé hoa theo cap hoc, phat trién ting dan tir tiéu
hoc dén THPT.
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— Mudi k¥ ning thanh phan, trong d6 k¥ nang tim kiém hd tro 13 “ludi an
toan”.

— Bay nguyén tic: lay hoc sinh 1am trung tdm, trai nghiém, twong tac, tién
trinh, hudng t6i hanh vi, khong giy so hii — khong d6 13i, théng nhat cac lyc
lugng.

— Tich hop trong mén hoc, HDTN, HN, sinh hoat 16p 1a con duong chinh; to
chtrc theo chu trinh trai nghiém bén budc.

— Panh gid huéng vao hanh vi, sit dung nhiéu cong cy, nhi€u nguén thong

tin.

CAU HOI TU PANH GIA

1. Vi sao k¥ nang tim kiém hd trg dugc coi 1a “luéi an toan” trong hé thong
k¥ nang thanh phan?

2. Trinh bay bon budc ciia chu trinh hoc tép trai nghiém va cho vi du ap dung
v6i chu dé phong tranh lira dao truc tuyén.

3. Néu ba luu y khi to chtic hoat dong gido duc vé chu dé xam hai tinh duc
truc tuyén.

4. Thiét ké mot cau hoi trong bang kiém hanh vi dé danh gia k¥ niang bao
mat tai khoan ctia hoc sinh THCS.
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CHUYEN PE 4. PHAT HIEN, HO TRQ VA XU LY BAN PAU KHI HQC
SINH GAP SU CO TREN KHONG GIAN MANG

(Thoi lwong: 180 phut)

MUC TIEU

Sau khi hoc xong chuyén dé nay, thay co co thé:

— Nhan dién dugc vai tro, pham vi va gi6i han ctia gio vién trong hd trg hoc
sinh gdp su cb trén khong gian mang.

— Giai thich duoc cac ddu hiéu cho thdy hoc sinh c¢6 thé dang gip nguy co,
su ¢d hodc khung hoang tam 1y.

— Tiép nhan duoc chia sé, tiét 16 ctia hoc sinh mot cach an toan, ton trong;
thuc hién duoc hd trg tim 1y ban dau.

— Van dyung dugc quy trinh xtr 1y chung va huéng dan xir Iy dbi voi ting loai
su co.

— Ghi chép, bao mat thong tin va chuyén gui dung quy dinh; biét tu cham
soc ban than trong qua trinh hd tro hoc sinh.

KHOI PONG

Hoat dong khéi dong: “Ngudi em sé ké” (10 phut)

Thay c6 nhé lai thoi hoc sinh: khi gip chuyén kho khan, thiy c6 da ké véi ai?
Vi sao chon ngudi d6? Piéu gi ¢ nguoi d6 khién thay co yén tam? Diéu gi
khién thay c6 khong dam ké véi ngudi khac?

Goi y: Hoc vién thudng néu cic pham chat: biét lang nghe, khong la mang,
khong ké lai v6i nguoi khac, khong 1am to chuyén, gitp duge viée. Ly do
khong dam ké: so bi trach, so bj lan truyén, so nguo1 16n phan rng qua mire,
s¢o hau qua. Két luan: diéu quyét dinh hoc sinh ¢6 tim dén gido vién hay khong

chinh 1a cach gido vién phan tng & 1an dau tién.

NOQI DUNG

4.1. Vai tro, pham vi va gi¢i han caa giao vién

4.1.1. Vi sao gido vién gii vi tri then chét?

Gido vién tiép xiic voi hoc sinh hang ngay, c6 co s¢ dé so sanh hanh vi hién
tai ciia hoc sinh véi trude do, quan sat hoc sinh trong cac mbi quan hé ban be va
thuong 13 nguoi 16n ma hoc sinh tin tudng ngoai gia dinh. Sé liéu & Chuyén dé 1

cho thiy phan 16n hoc sinh gip rii ro truc tuyén khong ké véi ai hodc chi ké véi
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ban bé. Vi vay, su nhay bén va cach phan tng phi hop ciia gido vién co thé tao ra
khac biét quyét dinh ddi véi mirc do ton hai ma hoc sinh phai chiu.

4.1.2. Vai tro ciia gido vién trong xi¢ ly sw cé

Gido vién thuc hién nam vai tro: (1) phat hién — nhan biét ddu hiéu bét
thuong; (2) tiép nhan — lang nghe, ghi nhan thong tin; (3) hd tro ban dau — gilp
hoc sinh an toan, binh tinh va cam théy dugc che cho; (4) bao cao, két ndi — bao
c4o dau mbi ciia nha trudng va két ndi hoc sinh voi hd trg chuyén sau; (5) dong
hanh, theo ddi — tiép tuc hd trg hoc sinh trong méi trudng hoc tip sau su cb.

4.1.3. Gioi han cua gido vién

Gido vién khong thay thé co quan diéu tra, ngudi lam cong tac chuyén mon
tam 1y hay co quan y té. Cu thé, gido vién khong tu diéu tra, tham vén, dbi chat;
khong tu lién hé, dam phan véi doi tuong de doa, ltra dao; khong tu quyét dinh
“oiai quyét ndi bo” dbi voi vu viée co dau hiéu vi pham phap luat; khong chan
doan van dé suc khoe tdm than. Nhan thic 16 giéi han gitp gido vién khong roi
vao tinh trang 6m dom, gay ton hai thém cho hoc sinh hodc 1am mét ching cu.

4.1.4. Cdc nguyén tic nén ting

— Loi ich tbt nhat ctia hoc sinh 13 wu tién hang dau trong moi quyét dinh.

— An toan trudc tién: khi hoc sinh dang gip nguy hiém truc tiép (bi de doa
tinh mang, c6 y dinh ty gay hai, dang bi ¢p gap mat), vu tién bao dam an toan
ngay lap turc.

— Bao mat c6 gidi han: thong tin dugce gilr kin, chi chia sé véi nhiing nguoi
c6 trach nhiém theo nguyén tic “can biét”; khong hira giit bi mat tuyét dbi khi co
nguy co dbi v6i an toan cua hoc sinh.

— Khong d6 161, khong ky thi; tiép can thau hiéu sang chin: nhén thirc rang
hanh vi ctia hoc sinh c6 thé 1a phan ing véi ton thuong, tranh 1am hoc sinh bi tdn
thuong 1ap lai (SAMHSA, 2014).

— Tén trong su tham gia cta hoc sinh: thong bao cho hoc sinh vé cac budc
tiép theo, lang nghe mong mudn ctia hoc sinh trong pham vi bao dam an toan.

— Tuan thu quy dinh: thyc hién theo quy trinh cua nha truong, Thong tu
18/2025/TT-BGDDT va quy dinh cta phép luét vé bao vé tré em.

4.2. Nhén biét dau hiéu hoc sinh giip nguy co, su co

4.2.1. Céc nhém diu hiéu
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Khong c6 dau hiéu don 1é nao khang dinh chic chan hoc sinh dang gip su
cb. Gido vién can chu y dén su thay doi so voi trang thai thuong ngay, su két hop

cua nhiéu dau hiéu va tinh kéo dai cua cac dau hiéu.

Nhom dau hiéu Biéu hién cu thé

Cam xuc Lo au, s¢ hai, cang thang; buon ba, khéc; cau gat,

bung nd; xau ho, tu trach; thy o, mat htrng tht.

Hanh vi Thu minh, tach khoi ban bé; né tranh dén trudng
hodc mét sb hoat dong, mat sb ban; thay doi dot ngot
trong an mac, ngoai hinh; c6 hanh vi gay han hoic

chong d61 moi xuat hién.

Str dung thiét bi Giat minh, hoang hét khi o tin nhan; giéu man hinh;
dot ngodt xoa tai khoan hoac ngung dung mang xa
héi; dung thiét bi dén khuya; c6 tai khoan, thiét bi,
ung dung bi mat.

Hoc tap Giam tap trung, giam sut két qua hoc tap; ngu gat
trong 16p; nghi hoc khong ro 1y do.

Tai chinh, vat chat Thuong xuyén can tién, vay muon, ban do6 dung; co

qua tang, tién, thé nap khong ré ngudn goc.

Quan hé Xuat hién “nguoi ban” trén mang dugc giau kin;
quan hé vé1 nhom ban méi, 16n tudi hon; cang thang

ro rét vol mot nhom ban cu thé.

Thé chat Mét ngu, ac mong; dau dau, dau bung khong 1o
nguyén nhan; thay doi thoi quen an udng; ¢ thuong
tich khong giai thich duoc.

Bing 4.1. Cdc nhém dau higu hoc sinh c6 thé dang gdp sw cé trén khong gian mang

4.2.2. Diu hiéu khiing hodng cin can thigp khén cip

Gi4o vién can hanh dong ngay lap tire (khong dé hoc sinh & mot minh, bao
ngay Ban Giam hiéu va cha me hoc sinh, két ndi v6i dich vu y t&) khi hoc sinh ¢6
mat trong céac biéu hién sau:

— Noi, viét, dang tai vé y dinh mudn chét, ty 1am hai ban than, cam giac vo
vong, 1a ganh nang; tim kiém cach thuc ty gay hai.
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— C6 dau hiéu ty gay thuong tich.

— Chia tay, cho di d0 vét quy gid, c6 15i néi mang tinh “tir biét”.

— Pang bi de doa, ép budc phai gip mit, phai roi khoi nha, phai chuyén tién
gap; dang trong tinh hudng “bat coc online”.

—Bi téng tién tinh duc va c6 biéu hién hoang loan, tuyét vong.

Nghién ctru cho thiy viéc hoi truc tiép, binh tinh va quan tdm vé ¥ nghi tu
sat khong 1am ting nguy co ma gitp ngudi dang gip kho khan cam thiy duoc
thau hiéu va mé ra co hoi duge giup d& (WHO, 2014). Gido vién co thé hoi:
“Thay/co thdy dao nay em rat budn. C6 liic ndo em nghi dén viéc 1am hai ban than
khong?”.

4.2.3. Cac kénh phat hién

Ngoai quan st truc tiép, gido vién c6 thé nhan duogc thong tin qua: 10i ké cua
ban be¢ hoc sinh; phan anh cua cha me; bai viét, bai v&, nhat ky hoc tap; noi1 dung
trong nhoém truc tuyén cia 16p; hop thu gop ¥ hoidc kénh béo cdo 4n danh cta
truong. Moi thong tin déu can duoc tiép nhan nghiém tuc, ké ca khi chua rd rang.

4.3. Tiép nhan chia sé, tiét 1§ ciia hoc sinh

4.3.1. Pic diém ciia viéc tiét 1§

Hoc sinh hiém khi ké toan bo su viéc ngay lan dau. Viéc tiét 10 thuong dién
ra timg phan, c6 thé gian tiép (“Em c6 mot ngudi ban bi...”), ¢ thé “thim do”
phan tmg ctia ngudi 16n, c¢6 thé bang hanh vi hodc qua bai viét, bai v&. Hoc sinh
c6 thé it lai 101 ké néu nhan dugc phan tng tiéu cuc. Nhitng rao can thuong gip:
xau ho, tu trach; so bi phat, bi tich thu dién thoai; s¢ bi lan truyén; so bi tra thu;
bi dbi tuong de doa; khong tin ngudi 10n c6 thé gitp.

4.3.2. Cic buéc tiép nhign

Buwéc 1. Giir binh tinh va tao khong gian an toan. Kiém soat biéu hién sc,
trc gian, hoang hot. Pua hoc sinh dén noi riéng tu nhung khong khép kin hoan
toan (vi du phong c6 cira kinh, phong tu van); ngoi ngang tam, giit khoang cach
phu hop.

Buéc 2. Ling nghe tich cwe. Dé hoc sinh ké theo cach ciia minh; khong
ngit 101, khong thuc ép. Thé hién su cht ¥ bang anh mat, gat dau, 161 phan hdi
ngan.

Budéc 3. Hoi vira dit bang cau héi mé, khong din dit. Muc dich chi 1a nam
du thong tin dé bao dam an toan va quyét dinh budc tiép theo, khong phai diéu tra
chi tiét. Vi du: “Em c6 thé ké thém cho thay/co duoc khong?”, “Chuyén d6 xay
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ra nhu thé ndo?”, “Bay gio em c6 dang an toan khong?”. Tranh cau hoi goi y cau
trd 161 nhu “Cé phai anh A 1lam vay khong?”.

Buwdc 4. Ghi nhan va tran an. Ghi nhan sy can dam cua hoc sinh; khrfmg
dinh d6 khong phai 18i ctia em; khang dinh thay c6 tin em va s& gitip em.

Buéc 5. Giai thich trung thuc vé cac budée tiép theo. Cho hoc sinh biét
thiy c6 can bao véi ai, vi sao va diéu gi s& dién ra; hoi y kién cta hoc sinh vé
nhimg diéu em lo ling.

Buéc 6. Ghi chép ngay sau budi trao doi (xem muc 4.7) va bao céo theo
quy trinh.

4.3.3. Nhirng cau nén noi va khong nén noi

Nén noi Khdng nén noi

“Cam on em da tin tudng kEé cho | “Sao bay gio em mdi n6i?”

thay/co.”

“Pay khong phai 16i ciia em.” “Sao em lai dai thé, ai bao em giri
anh?”

“Thay/co tin em.” “Em c6 chac khong? Co6 khi em hiéu
nham.”

“Em d4 lam dung khi ké ra.” “Chuyén nay nhé thoi, em dung nghi
nhiéu.”

“Thay/c6 can bao vo1 c¢6 Hi¢u | “Thay/co hira s€ khong néi voi ai.”
trudng/co tu van dé€ gitp em an toan.

Thay/co s& cho em biét timg budc.”

“Bay gio diéu gi khién em lo lang | “Pua dién thoai day thay/co xem hét

nhat?” tin nhan.”

“Em khong phai d6i mat chuyén nay | “Bd me em ma biét thi...”

mot minh.”

Bing 4.2. Ngon ngiv phit hop va khéng phit hop khi tiép nhin chia sé ciia hoc sinh
4.3.4. Trwong hop hoc sinh yéu cau giir bi mdt
Gido vién can trung thuc: “Thay/co hiéu em lo ling. Thay/co sé& chi chia sé
v6i nhitng ngudi can biét dé gitp em an toan va s& ban véi em trude khi 1am gi
tiép theo.” Néu su viéc khong lién quan dén an toan, phap lut (vi du hoc sinh
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budn vi mot binh ludn tiéu cuc don 1¢, di duoc giai quyét), gido vién co thé tén
trong mong mudn cua hoc sinh va tiép tuc theo ddi, hd tro.

4.4. H} tro tam 1y ban dau

Hb trg tim ly ban dau 1a sy hd tro nhan van, thiét thuc danh cho nguoi vua
trai qua su kién gdy cing thang nghiém trong; khong phai 1a trj liéu tam Iy chuyén
sdu va co thé duogc thuc hién boi ngudi khong phai chuyén gia sau khi duogc tap
huin (WHO, War Trauma Foundation & World Vision International, 2011). H§
tro tam ly ban dau duoce thuc hién theo ba nguyén tdc hanh dong:

— Quan sat: kiém tra an toan cua hoc sinh; nhan dién hoc sinh ¢6 nhu cau co
ban khan cép hodc phan tng cing thang nghiém trong (hoang loan, khong dinh
hudong duogc, cé y dinh tu gy hai).

— Ling nghe: tiép can nhe nhang; hoi vé nhu cau va mdi lo lang; 1ang nghe
va gitp hoc sinh binh tinh (huéng dan thd cham, tip trung vao hién tai, dwa nudc
ubng).

— Két ndi: giup hoc sinh dap img nhu cau co ban va giai quyét van dé trudc
mat; két ndi véi nguoi than, ngudi lam cong tac tu van hoc duong, dich vu ho tro;
cung cap thong tin chinh xac.

Mot s6 viée cu thé gido vién co thé 1am ngay: gitip hoc sinh xac dinh mot
nguoi 16n trong gia dinh co thé hd tro; cung hoc sinh thyc hién cac budc bdo dam
an toan tryc tuyén (tam thoi roi khoi nén tang, nhd ngudi 16n quan 1y tai khoan);
théng nhat voi hoc sinh cach lién lac khi em can; thong béo cho gido vién bo mon
lién quan dé giam ap luc hoc tap trong thoi gian ngin (khong tiét 16 chi tiét sy
vige).

4.5. Quy trinh xir ly chung

4.5.1. Phdn loai mwc do sw viéc

c6 thé giai quyét
bang bién phap

gido duc.

binh luan khiém nha
don 1é; vo tinh xem
ndi dung khong phu
hop.

Mikc dd Pic diém Vi du Huéng xir ly

Muc 1 —|Rui ro chua giy | Nhan 161 moi két ban | GVCN hd tro, huong
XANH ton hai dang ké; [dang ngd nhung|din hoc sinh; thong
(Thap) hoc sinh an toan; | chua tuong tac; moét | tin cho cha me khi

can; theo doi.
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Mikc dd Pic diém Vi du Huéng xir ly
Mtc 2 —|Da co ton hai vé | Bitnat truc tuyén 1ap | Béo céo dau mdi nha
VANG tam 1y, tai san, | lai; mat tai khoan; bi | truong; phéi hop cha
(Trung binh) | danh dy nhung | lira mét tién; anh c4 | me hoc sinh, nguoi
khong nguy hiém | nhan (khéng nhay|lam tu vaAn hoc
tirc thoi; can phdi | cam) bi phat tan; sir | dudng; hudng dan
hop nhiéu bén. dung thiét bi qud|bdo cdo nén ting,
muc anh huong hoc | trinh bdo cong an khi
tap. co thiét hai tai san.
Mic 3 — PO |Nguy hiém tac|Y dinh tu sat; tong |Biao dam an toan
(Nghiém thodi dén tinh [tién tinh duc; hinh |ngay; bdo ngay Ban
trong, khéan mang, stc khoe; | &nh nhay cam bi phat | Gidm hi¢u va cha me;
cép) c6 dau hiéu toi|tan; du dd gdp mat; [ bao co quan cong an
pham. “bat coc online™; bi | (113), Tong dai 111
de doa bao luc. (Tong dai Qudc gia
Bao vé Tré em, Cuc
Ba me¢ va Tré em), co
50 y té; khong dé hoc
sinh m§t minh.

Bang 4.3. Phdn loai mirc do sw viéc va hwong xw ly

4.5.2. Cac budoc xw ly

Budéc 1. Tiép nhan théng tin. Tiép nhan theo hudng dan & muc 4.3; xéc

dinh so b murc do su viéc.

Buwéc 2. Bao dam an toan tire thoi. Dbi voi muc 3: khong dé hoc sinh ¢

mot minh; ngan chin nguy hiém trude mat (hoc sinh khong dén diém hen, khong

chuyén tién, khong giri thém hinh anh); goi hd trg khan cp khi can.

Buéc 3. Hwéng din bao toan chirng cir. Hudng dan hoc sinh (hodic cha me

hoc sinh) khong x0a tin nhén, tai khoan; chup man hinh thé hién tén tai khoan,

duong dan trang, thoi gian; ghi lai s6 dién thoai, s6 tai khoan ngan hang cia dbi

tuong. Riéng doi véi hinh dnh nhay cam cia hgc sinh: gido vién khong xem,

khong lwu, khong chuyén tiép; chi ghi nhan théng tin mé ti va dé co quan

chirc nang xir ly.
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Quy trinh bao toan chimg ctr gian tiép (Metadata/UID):
Gido vién hudng dan hoc sinh hodc cha me hoc sinh tu thao tac:
Doi vai tai khoan doi twgng de dgoa: Chup man hinh trang cd nhan cta doi tuong

kém theo dudng dan URL day di hodc ma ID ¢b dinh (Numeric UID) cta tai khoan déi tuong
(tranh chi chup tén hién thi vi d6i twong co thé doi tén trong vai gidy).

Poi v6i tin nhin de doa: Chup man hinh cac doan chat thé hién hanh vi tong
tién, ép budc, cau chir de doa (khong cAn mé to hay chup cén canh cac t€p tin hinh anh nhay
cam).

Poi véi hinh anh nhay cam: Hudng dan cha me hoc sinh/hoc sinh giit nguyén
dir lidu gbc trén thiét bi ca nhén, str dung tinh ning che/mo (blur) ving nhay cam néu bit
budc phai lap hd so mé ta ban dau, va chi ban giao thiét bi chira dir liéu géc truc tiép cho co

quan c6 tham quyén.

Budc 4. Bao cao trong nha truwong. Bio cao ngay cho nguoi duge phan
cong lam dau moi (Phé Hiéu truong phu trach cong tac hoc sinh, nguoi 1am cong
tac tu van hoc dudng). Pbi véi mirc 3, bao céo truc tiép Hiéu truong.

Buéc 5. Thong tin va phoi hop véi cha me hoc sinh. Nha truong thong
bao cho cha me hoc sinh trong thoi gian sém nhat, trir trudng hop cé cin ¢ cho
rang nguoi gay hai 13 thanh vién gia dinh (khi d6 bao ngay co quan chirc ning,
Tong dai 111 — Toéng dai Qudc gia Bao vé Tré em, Cuc Ba me va Tré em). Hudng
dan cha me cach hd trg con (xem Chuyén dé 5).

Buéc 6. Chuyén tiép hd tro. Két ndi hoc sinh véi dich vu phu hop: tu van
hoc dudng; co o y té, chuyén gia sttc khoe tdm than; co quan cong an; Tong dai
Quéc gia Bao vé Tré em 111 (Tong dai Qudc gia Bao vé Tré em, Cuc Ba me va
Tré em); bao céo vi pham tGi nén tang s6.

Buéc 7. Ho trg, theo ddi va phong ngira tai dién. Lap ké hoach hd trg ca
nhan (tam 1y, hoc tap, an toan truc tuyén); theo ddi dinh ky; xir 1y gido duc dbi voi
hoc sinh c¢6 hanh vi gdy hai (néu 1a hoc sinh trong truong); rat kinh nghiém, diéu

chinh hoat dong gido duc phong ngtra.
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SO PO QUY TRINH XU LY SU CO TRUC TUYEN CUA HOQC SINH

TIEP NHAN
Léng nghe, ghi nhan; xac dinh so bd mtrc d (xanh — vang — do)
GV tiép nhdn - Ngay khi phat hién

!
AN TOAN TUC THOI
Ngan nguy hiém trudc mat; khong dé HS mot minh (mire do); goi 113, 115
khi can
GVliéb nhan, Ban Giam hiéu - Ngay lap tirc
!
BAO TOAN CHUNG CU
Khong x6a; ghi nhan tai khoan, dudng din, thoi gian; khong luu hinh dnh
nhay cam
HS, cha me HS (GV hudng dan) - Trong ngdy

'

BAO CAO NHA TRUONG

Bé4o dau moi dugc phan cong; mire dé bao ngay Hi¢u trudng

GV tiép nhdn - Mirc do: ngay; mirc vang: trong ngay

:
PHOI HQP CHA ME
Thong bao truc tiép, hudng dan hd trg con
(trr khi nghi nguoi gy hai trong gia dinh)
GVCN, Ban Giam hiéu - Murc do: ngay,; mirc vang: trong ngay

|

CHUYEN TIEP HO TRQ
Tu van hoc dudng, y té, cong an, Tong dai 111, bao céo vi pham tdi nén tang sb
Pdu moi nha truong - Theo mikc do su viéc

!
THEO DOI, HO TRQ

K& hoach hd trg c nhén; gido duc HS gay hai; rat kinh nghiém
GVCN, tw van hoc dwong, BGH - Hdng tudn, it nhat 1 thang

So dé 4.1. Quy trinh xit ly sw cé truc tuyén ciia hoc sinh
4.6. Hwong dan xir ly theo tirng loai su co
Céc “thé hanh dong” dudi day cu thé hoa quy trinh chung ddi véi timg loai
su ¢ thuong gip.
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4.6.1. Biit nat truc tuyén

— Huéng din hoc sinh: khong dap tra; luu bang chimg; chin tai khoan; bao
c40 ndi dung trén nén tang; diéu chinh quyén riéng tu.

— Gi4o vién: ghi nhan cam xtic cta hoc sinh; xac dinh mirc d6 (tan suat, quy
mo lan truyén, c6 de doa hay khong, ¢ lién quan bat nat truc tiép hay khong);
bao cao dau mdi nha trudng.

— Nha trudng: yéu cau g bo ndi dung néu ngudi ding 1a hoc sinh trong
truong; lam viéc véi hoc sinh c6 hanh vi bét nat theo hudng gido duc, phuc hoi
(nhan thirc tac hai, sira chira, xin 16i khi nan nhan sén sang); lam viéc véi hoc sinh
chtng kién; xir Iy theo Nghi dinh 80/2017/ND-CP va Thong tu 19/2025/TT-
BGDDT.

— Luu y: khong td chirc cho nan nhan va nguoi bét nat d6i mat khi nan nhan
chua san sang; khong cong khai xir 1y trude tip thé 1am nan nhan bi chu ¥ thém.

4.6.2. Liva ddio, mt tai khodn, mat tién

— Ngay lap tirc: néu tinh hudng dang dién ra — dimg moi giao dich, ngit lién
lac véi doi tuong; lién hé truc tiép cha me hoc sinh qua s6 dién thoai da biét.

— Tai khoan bi chiém doat: doi mat khau céc tai khoan lién quan (bat dau
tr email, s6 dién thoai); st dung chirc nang khoi phuc cua nén tang; thong bao
cho ban be, nguoi than khong chuyén tién theo tin nhan tir tai khoan bi chiém.
Hoc sinh va cha me hoc sinh ¢6 thé thuc hién theo cac bude ky thuat cdt 161 sau
day:

Budc 1: Bao cha me, thay ¢ dé tinh hinh dugc kiém soat.

Budc 2: Thu hoi tat ca cac phién ding nhap dang hoat dong (Revoke Active
Sessions); bao v¢ email, sb dién thoai va doi mat khau.

Budc 3: Chon tinh ning “Pang xuat khoi tat ca cac thiét bi khac” sau khi d6i
mat khau dé vé hiéu hoa Cookie/Token cta ké gian.

Budc 4: Go tung dung la khoi thiét bi dang st dung.

Budc 5: Bat xac thuc 2 16p va bao nén tang.

Budc 6: Chia sé thong tin cho ban be va ngudi dung khéc.

— Mat tién: cha me hoc sinh lién hé ngay véi ngan hang, vi dién tir dé yéu
cau phong toa; trinh bao co quan cong an noi cu tri kém chimg ct.

— “Bit céc online”: gitr lién lac vo1 hoc sinh, khong dé hoc sinh tiép tuc lam
theo yéu cau; bao ngay co quan coéng an (113); x4c minh vi tri cia hoc sinh véi

gia dinh.
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— Luu y: khong trach mang hoc sinh; nhan manh rang cac thii doan lira dao
dugc thiét ké dé lira ca nguoi 16n ¢ kinh nghiém.

4.6.3. L9 lot thong tin ca nhdn, hinh dnh bi phat tan (khong mang tinh
nhay cam tinh duc)

— Xac dinh noi dung bi phat tan, noi phat tan, ngudi phat tan (néu biét).

— Hudng dan hoc sinh va cha me st dung chirc ning bao céo vi pham quyén
riéng tu ciia nén tang; yéu cau g& bo ndi dung; néu ngudi phat tan 1a hoc sinh
trong truong, nha trudng yéu cau g& bo va gido duc.

— Ra sodt, siét chit quyén riéng tu cac tai khoan cta hoc sinh.

— Khi ¢6 dau hiéu bi quiy réi, de doa tir viéc 16 thong tin (dia chi, sé dién
thoai), bdo co quan cong an.

4.6.4. Du db, xdm hqi, tong tién tinh duc trwe tuyén (mirc 3 — PO)

— Théng diép cho hoc sinh: “Em khong c6 16i. Em da lam dung khi ké. Em
khong phai d¢6i mat chuyén ndy mot minh.”

— Ngin chiin ton hai tiép dién: hoc sinh khéng gtri thém hinh anh, khong
chuyén tién (viéc dap tmg thuong lam doi twong doi hoi nhicu hon), khong gip
mit; tam ngung tra 10i nhung khéng x6a tai khoan, tin nhan.

— Bido toan chirng ct: ghi nhan tén tai khoan, duong dan, thoi gian; gido
vién tuyét ddi khong xem, luu, chuyén tiép hinh anh nhay cam ciia hoc sinh.

—Bao cao: bao ngay Hiéu truong; nha truong thong bao cho cha me hoc sinh
(trr truong hop nghi nguoi gay hai la ngudi trong gia dinh); bdo co quan cong an;
lién hé Tong dai 111 (Tong dai Qudc gia Bao vé Tré em, Cuc Ba me va Tré em)
dé duoc tu van, két noi dich vu.

— Hb tro tam ly: danh gid nguy co tu gy hai (tong tién tinh duc 13 tinh
hudng c6 nguy co khiing hoang cao); két ndi ngudi 1am cong tac tu van hoc dudng,
chuyén gia tam ly.

— Bao mit tuyét doi danh tinh hoc sinh trong va ngoai nha truong.

4.6.5. Ngi dung gia mao do Al tao ra (deepfake)

— Kh?mg dinh vo61 hoc sinh: ndi dung la gia mao, hoc sinh la nan nhan.

— Bao toan chimg ctr (ghi nhan dudng dan, tai khoan, thdi gian); bao cdo nén
tang dé g bo.

— Néu ndi dung mang tinh tinh duc: x{r Iy nhu muc 4.6.4.

— Néu nguoi tao ra ndi dung 14 hoc sinh trong truong: nha trudng xir 1y theo
quy dinh, két hop gido duc vé dao dirc, phap luat; thong tin cho cha me cac bén.
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— HO trg hoc sinh dbi mat véi su cha y cua ban be; GVCN dinh hudng tap
thé 16p khong chia sé, khong ban tan.

4.6.6. Khiing hodng tém Iy, y dinh tw gdy hai (mirc 3 — PO)

— Khéng dé hoc sinh & mot minh; dua hoc sinh dén noi an toan, c6 nguoi 16n
& cung.

- Léng nghe, thé hién sy quan tam; hoéi truc tiép, binh tinh vé y dinh tu gay
hai; khong phéan xét, khong tranh luan, khong hira gitr bi mat.

— B4o ngay Ban Giam hiéu, nguoi 1am cong tac tu van hoc duong va cha me
hoc sinh; khi c6 nguy co tirc thoi, goi cdp ctru 115 hodc dwa dén co sd y té gan
nhat.

— Phoi hop véi gia dinh han ché kha nang tiép can phuong tién c6 thé gay
hai.

— Theo dbi sat sau khing hoang; phéi hop véi co sé y té, chuyén gia stc
khoe tam than.

— Khi trao d6i vé su viéc trong tap thé, tuan tha nguyén tic truyén thong an
toan: khong mo ta phuong thirc, khong lan truyén hinh anh, thong tin chi tiét.

4.6.7. Str dung thiét bi so6 qud mikc

— Trao d6i riéng v6i hoc sinh, tim hiéu nguyén nhan (giai tri, trén tranh cing
théng, ap luc ban be, c6 don); tranh quy két, dan nhan “nghién”.

— Cung hoc sinh dat muc tiéu diéu chinh tung budc, cod thé do luong; ghi
nhan tién bo.

— Phéi hop véi cha me hoc sinh xay dung thoa thuan st dung thiét bi tai gia
dinh; ting cudng hoat dong thay thé.

— Khi ¢6 dau hiéu suy giam chtrc ning nghiém trong, kéo dai, két hop voi
cac van dé tdm 1y: tu van gia dinh dwa hoc sinh dén co sé 'y té co chuyén khoa tdm
than, tam 1y.

4.7. Ghi chép va biao méat ho so vu viéc

Moi vu viéc tir murc 2 trd 1én can duoc ghi chép theo mau “Phiéu ghi nhan
su viéc” (Phu luc 2). Noi dung ghi chép gdm: thoi gian, dia diém tiép nhan; ngudi
tiép nhan; cach thirc phat hién; mé ta sy viéc theo ding 10 ké ciia hoc sinh (ghi
nguyén van nhiing cau quan trong); nhiig quan sat ciia gido vién vé trang thai
cua hoc sinh; nhitng viéc da lam; nguoi da dugc bao céo, thoi diém bao céo; chit
Ky, ngay ghi chép.
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Yéu cau: ghi chép khach quan, phan biét 16 sy ki€n vdi nhan dinh cua nguoi

ghi; khong ghi suy dodn; luu gitt & noi an toan, chi ngudi cé trach nhiém dugc

ti€p can; tudn thu quy dinh vé bao v¢ dir liéu ¢4 nhan cia hoc sinh.

4.8. Pau moi hd tro

Pau moi

Khi nao lién hé

Ban Gidm hi¢u, ngudi lam cong tac

tu van hoc duong cua nha truong

Moi su viéc tir mac 2 trd 1€n; khi gido

vién can hudng dan.

Tong dai Quodc gia Bao vé Tré em,
Cuc Ba me va Tré em (111 — mién

phi, 24/7)

Tu van, ti€p nhan thong tin vé tré em bi
xam hai, bao lyc, boc 10t, c6 nguy co; két

noi1 dich vu bao vé tré em.

Canh sat 113; co quan cong an xa,

phuong noi cu tra

Su viéc c6 dau hi¢u td1 pham: tong tién,
xam hai, Itra dao chi€ém doat tai san, de

doa, “bat coc online”.

Cap ctru 115; cosd y té

Nguy co ty gy hai, ton thuong thé chat,
khung hoang tam 1y cép tinh.

Chtric ning bao cdo cua nén tang
(Facebook, TikTok, Zalo, YouTube,

nén tang tro choi...)

Yéu cau g& bo ndi dung vi pham, khoa

tai khodn gia mao, khoéi phuc tai khoan.

Ngén hang, vi dién tir

Yéu cau phong toa giao dich khi bj lira

chuyén tién.

Bing 4.4. Pau moi ho tro (nha trwong can bé sung soé dién thogi cu thé ciia dia

phwong vao Phu luc 4)

4.9. Giao vién ty cham séc ban than

HO tro hoc sinh trong cac sy viéc nghiém trong c6 thé giy cing thang, cam
giac bat lyc hoic “sang chan thir cap” ¢ gido vién. Gido vién can: nhan biét dau
hiéu cang thang clia ban than (mét ngu, 4m anh vé su viéc, cau gat, kiét sirc); chia
sé v6i ddng nghiép, ngudi lam cong tac tu van hoc dudng trong pham vi bao mat;
khong mot minh ganh véc vu viéc; duy tri ranh gidi giira cong viée va doi séng ca
nhan. Nha truong can ¢ co ché hd trg, ghi nhan va phan cong hop 1y dbi vai gido

vién tham gia xu 1y su viéc.
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HOAT PONG TAP HUAN

Hoat dong 4.1. Péng vai tiép nhan tiét 1§ (40 pht)

Hoc vién lam viéc theo nhém ba nguoi: mét nguoi dong vai hoc sinh, mot
nguoi déng vai gido vién, mot ngudi quan sat (st dung bang 4.2 dé nhan xét).
Luan phién d6i vai voi ba tinh hudng:

a) Hoc sinh 16p 5 noi: “Co o1, c6 nguoi trén game bao con g anh thi cho con
kim cuong, con 15 giri roi...”

b) Hoc sinh 16p 8 no6i vong vo: “Théy oi, néu c6 mot ban bi nguoi ta doa dang
anh 1én mang thi ban éy c6 bi ky luat khong a?”

¢) Hoc sinh 16p 11 xin: “C6 hira khong néi véi ai thi em méi ké.”

Goi y: (a) Binh tinh, cam on em di ké, khang dinh khong phai 16i ctia em; hoi
em c6 con lién lac vo1 nguoi do khong, nguoi do co de doa gi khong; khong
yéu cau xem anh; giai thich co s& béo c6 Hiéu trudng va bd me dé giup em; xur
1y theo muc 4.6.4. (b) Nhan ra dy c6 thé 1a tiét 16 gian tiép; tra 1oi 16: “Ban ay
1a nguoi bi hai, ban 4y khong bi ky luat, va thay c6 thé gitp ban ay”; moi hoc
sinh ké thém hodc gidi thiéu ban dén gap thay. (c) Khong hira giit bi mat tuyét
ddi; tra 16 trung thuc nhu muc 4.3.4.

Hoat dong 4.2. Phan loai mirc d9 va 1ap ké hoach xir 1y (50 phut)

Mdi nhém nhan hai tinh huéng, xac dinh mure do (xanh/vang/do), lap ké hoach
xtr ly theo 7 budce, ghi rd ai lam gi, khi nao:

Tinh hubng 1: Mot hoc sinh 16p 10 bi nhém ban lap trang “confession” dang
anh ché va binh luan vé ngoai hinh, bai dang c6 hang tram lugt chia sé. Hoc
sinh xin nghi hoc ba ngay.

Tinh hudng 2: Me ctiia mot hoc sinh 16p 7 goi dién cho GVCN luc 21 gio,
hoang hét cho biét con nhan duge cude goi cua “cong an” noi con lién quan
dén duong day ma tiy, yéu cau con di dén mot nha nghi va khong duoc ndi
v6i ai; hién khong lién lac dugce vai con.

Tinh huéng 3: GVCN phat hién bai dang trén mang xa hoi cua mét hoc sinh
16p 9 voi ndi dung “mét méi qua, mudn bién mat mai mai”.

Goi y: Tinh hudng 1 — murc vang, c¢6 thé chuyén d6 néu hoc sinh c6 dau hiéu
khung hoang; GVCN lién hé, hd trg hoc sinh va gia dinh, bao dau mdi nha

truong; yéu cau go trang, bdo cdo nén tang; lam viéc vdi nhoém hoc sinh lién

66




quan; theo ddi tdm 1y hoc sinh. Tinh hubng 2 — mirc d6 (“bét coc online”);
huéng dan cha me hoc sinh goi ngay 113, bao cong an noi cu tra; tiép tuc lién
lac v6i1 hoc sinh qua moi kénh, nhéan tin khffmg dinh day la Itra ddo; khong
chuyén tién; bao Ban Giam hiéu. Tinh hudng 3 — mirc 6 cho dén khi dugc
danh gia; lién hé ngay v6i hoc sinh va gia dinh, khong tri hodn; héi truc tiép
vé y dinh tu gy hai; bdo Ban Giam hi€u, nguoi lam tu van hoc duong; két ndi

dichvuy té khi can.

GHI NHO

— (G140 vién phat hién, tiép nhan, hd trg ban dau, bao cao, két ndi va theo ddi;
gido vién khong diéu tra, khong dam phan véi dbi tuong, khong chan doan.

— Phan Gng dau tién cua gido vién quyét dinh viéc hoc sinh c6 tiép tuc tim
kiém sy giup d& hay khong: binh tinh, lang nghe, tin tudng, khong do 15i.

— Khong hua giit bi mat tuyét d6i; giai thich trung thuc cac budc tiép theo.

— Phan loai mirc ¢ xanh — vang — do; mirc do: bao dam an toan ngay, khong
dé hoc sinh mot minh, bao ngay.

— Khoéng xem, khong luu, khéng chuyén tiép hinh anh nhay cam ciia hoc
sinh.

— Ghi chép khach quan, bao mat; ty cham séc ban than.

CAU HOI TU PANH GIA

1. Néu nim vai tro ctia gido vién trong xir 1y su c¢d truc tuyén va nhiing viéc
nam ngoai pham vi ctia gido vién.

2. Vi sao gido vién khong nén hira giit bi mat tuyét doi voi hoc sinh? Thay
co sé& tra 101 thé nao khi hoc sinh yéu cau?

3. Trinh bay ba nguyén tac hanh dong cua hd tro tim 1y ban dau.

4. Khi hoc sinh bi téng tién tinh duc, gido vién can huong dan hoc sinh lam
gi va khong lam gi?

5. Trinh bay bay budc ctua quy trinh xtr 1y chung.
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CHUYEN PE 5. PHOI HOP VOI CHA ME HQC SINH VA CAC LUC
LUQNG TRONG HO TRQ HOQC SINH TUONG TAC AN TOAN

TREN KHONG GIAN MANG

(Thoi lwong: 90 phut)

MUC TIEU

Sau khi hoc xong chuyén dé nay, thay c6 c6 thé:

— Phan tich duoc vai tro cua nha truong, gia dinh va cac luc lugng xa hoi;
ndi dung va nguyén tic phdi hop.

— T6 chure duge cac hoat dong phdi hop véi cha me hoc sinh trong gido duc
phong ngira va khi xay ra su cd.

— Phan loai duoc cach thirc phdi hop vdi co quan cong an, y té, chinh quyén,
Poan, Poi va nén tang s6.

— Pé xuét duoc bién phap xdy dung mdi trudng mang an toan trong nha
truong.

KHOI PONG

Hoat dong khéi dong: “Mot thong diép, nhiéu cach néi” (10 phut)

Thay c6 liét ké nhitng diéu cha me hoc sinh 16p minh thuong néi véi con veé
dién thoai, mang xa hgi. So sanh v&i nhitng diéu nha truong day hoc sinh. Co
diém nao mau thuan khong?

Goi y: Mau thuan thuong gip: nha trudng day “hay ké vdi nguoi 16n khi gip
su ¢0”, nhung cha me¢ phan Gng béng cach tich thu dién thoai khién hoc sinh
khong dam ké; nha truong yéu cau khong dung thiét bi khuya, nhung gia dinh
khong c6 quy tac. Két luan: thiéu théng nhat 1am giam hiéu qué gido duc; phdi
hop 1a diéu kién bat budc.

NOI DUNG

5.1. Vai tro cua cac luc lugng

Giao duc va hd tro hoc sinh twong tac an toan trén khong gian mang 1a qua
trinh mang tinh xa hoi. Ly thuyét hé sinh thai phat trién cta Bronfenbrenner
(1979) chi ra rang su phat trién ctia ¢4 nhan chiu tac dong cia nhiéu hé théng moi
truong dan xen; trong d6 mdi quan hé gitra gia dinh va nha truong (hé thong trung
gian) ¢6 anh hudéng dic bi¢t quan trong. M6 hinh hgp tadc nha truong — gia dinh —
cong dong cua Epstein (2011) khang dinh su tham gia c6 t6 chirc cia gia dinh va
cong dong nang cao 1o rét hiu qua gido duc hoc sinh.
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Trong linh vuc nay, mdi luc lwong cé vi tri riéng, khong thé thay thé nhau:

— Nha trwong giir vai tro chi dao, diéu phéi: xay dung ké hoach gido duc
co hé théng; td chire gido duc qua mon hoc, HDTN, HN; tiép nhan, xu ly su cd;
két ndi cac lyc lugng; danh gia két qua. Tuy nhién, phan 16n hoat dong truc tuyén
ctia hoc sinh dién ra ngoai gid hoc va ngoai pham vi nha trudng.

— Gia dinh giir vai tro nén tang, truc tiép: quan 1y thiét bi, thoi gian sir
dung; dinh hudng thai do, hinh thanh théi quen; 14 ngudi du tién nhan thiy biéu
hién bat thuong tai nha; la cau ndi gifta nha truong va doi sé)ng thuc té ctia hoc
sinh.

— Cic lwe lwrgng x4 héi giir vai tro hd trg, mé réng, biao dam: co quan
cong an (phong ngira, diéu tra, xur 1y toi pham), co quan y té (cham séc sirc khoe
tam than), chinh quyén dja phuong va hé théng bao vé tré em, Poan Thanh nién,
Po6i Thiéu nién, Hoi Lién hiép Phu nit, co quan truyén thong, chuyén gia, doanh
nghiép cung cip nén tang s6 (kiém soat ndi dung, co ché bao céo).

5.2. Néi dung va nguyén tic phdi hop

5.2.1. Ngi dung phéi hop

Phéi hop duogc thuc hién trong toan bd chu trinh gido duc, gém bon ndi dung:

— Phéi hop xdy dung ké hoach: nha truong chi tri, 1ay y kién cha me hoc
sinh, cac lyc lugng lién quan; ké hoach sét véi ddc diém hoc sinh va diéu kién dia
phuong.

— Phdi hop to chire hoat ddng: cung thuc hién cac ndi dung gido duc (bao
vé thong tin ca nhan, danh gia thong tin, kiém soat thoi gian, tng pho bat nat,
nhan dién nguy co); t6 chirc hoat dong chung.

— Phéi hop trao ddi thong tin: chia sé hai chiéu vé thoi quen sir dung
Internet, biéu hién bt thuong ctua hoc sinh, nguy co méi, thu doan mai.

— Phoi hop kiém tra, danh gia: cing theo ddi sy chuyén bién vé nhén thuc,
thai o, hanh vi cia hoc sinh; danh gia hiéu qua phdi hop dé diéu chinh.

5.2.2. Nguyén tic phéi hop

— Théng nhat muc tiéu, thong diép, quy tic; tranh mau thudn trong yéu cau
dbi véi hoc sinh.

— Tén trong, binh dang, chia sé trach nhiém; khong d6 16i giita nha truong
va gia dinh khi c¢6 sy cé.

— Pit loi ich tdt nhét cua hoc sinh lam trung tdm; bao mat thong tin ctia hoc

sinh va gia dinh.
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— Thudng xuyén, lién tuc, c6 co ché cu thé (dau mdi, kénh lién lac, quy trinh).

5.3. Phéi hop véi cha me hoc sinh

5.3.1. Phéi hop trong gido duc phong ngiva

a) Hop cha me hoc sinh theo chuyén dé. Mdi nam hoc, GVCN danh it nhat
mot budi hop (hoac mot phén budi hop) vé an toan trén khong gian mang, vdi ndi
dung: nguy co phd bién theo ltra tudi; dau hiéu canh bao; cach trd chuyén véi con;
cac cong cu quan 1y cua gia dinh; quy dinh vé tai khoan game cua ngudi dudi 16
tudi; quy trinh ctia nha trudng khi xay ra su cb.

b) Hwémg din cha me cach dong hanh véi con. Nghién ctru vé vai tro cia
cha me cho thay cach tiép can “dong hanh tich cuc” (trd chuyén, cung sur dung,
giai thich) hiéu qua hon so v&i chi han ché, cdm doan; cam doan don thuan c6 thé
giam rii ro trudc mat nhung dong thoi giam co hoi phat trién k§ nang cua tré
(Livingstone & Helsper, 2008). Gido vién c6 thé khuyén nghi cha me:

— Thuong xuyén hoi con vé doi sdng truc tuyén véi thai 6 quan tim, khong
tra hoi.

— Cung con xdy dung Théa thuén sir dung thiét bi trong gia dinh (Phu luc
5): thoi gian, khong gian khong dung thiét bi (bita an, phong ngu ban dém), tng
dung duogc sir dung, nhitng diéu can hoi y kién cha me.

— St dung cong cu quan 1y cta gia dinh pht hop voi ltra tudi, minh bach véi
con; giam dan muc kiém soat khi con 16n va ¢ trach nhiém hon.

— Lam guong trong sir dung thiét bi; xin phép con trudc khi ding anh cia
con lén mang.

— Cam két véi con: khi con gip su c6 va ké véi cha me, cha me s& gitp,
khong la méng, khong tich thu dién thoai nhu mot hinh phat.

) Giao “nhiém vu an toan tai nha”. Sau cac hoat dong trén 16p, gido vién
giao nhiém vu hoc sinh cung cha me thuc hién: cung kiém tra cai dat quyén riéng
tu; cung tao mat khau manh, bat xac thuc hai yéu td; théng nhat “cau hoi bi mat”
ctia gia dinh dé kiém chimg cudc goi khan cap; cung xay dung théa thuan st dung
thiét bi. Cach 1am “trai nghiém kép” nay giup kién thirc duge cing ¢d ¢ ca hai
moi truong.

d) Duy tri kénh thong tin hai chiéu. St dung nhom lién lac cua 16p, s6 lién
lac dién tir dé chia sé canh bao thu doan méi, tai liéu hudng dan; thiét 1ap kénh dé
cha me phan 4nh céc tinh huéng hoc sinh gip phai (bao dam riéng tu), gitp gido

vién xay dung tinh hudng gido duc sat thuc té.
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5.3.2. Phéi hop khi xdy ra sw cé

a) Thong bao cho cha me hogc sinh.

— Théng bao kip thoi, truc tiép (gap mat hoic dién thoai), khong thong bao
qua nhom chung.

— Chuén bj trude: nam théng tin co ban, cac budce nha trudng da lam, du kién
phan rng cua cha me.

— Bét dau bang su quan tdm chung: “Nha truong va gia dinh cing mong
mudn chau an toan.”

— Trinh bay sy viéc khach quan, ngan gon, khong dung ngén tir quy két; tap
trung vao nhu cau cua hoc sinh va cac bude tiép theo.

— Hudng din cha me cach hd tro con: ling nghe, khong trach mang, khong
tu lién hé véi doi twong, bao toan chimg clr, phdi hop véi co quan chirc ning.

b) Ung xir khi cha me phan ng tiéu cwe. Cha me c6 thé sdc, tirc gidn, phil
nhan, d6 13i cho con hodc cho nha truong. Gido vién gilr binh tinh, ghi nhan cam
xuc cua cha me (“Toi1 hiéu anh/chi rt lo léng”), tranh tranh luan, dua cudc trao
doi trd lai trong tdm la sy an toan cua hoc sinh; khi can, moi Ban Giam hiéu hodc
nguoi 1am tu van hoc dudng cung tham gia.

¢) Truwong hgp dic biét.

— Khi ¢6 can cr cho rang ngudi giy hai 1a thanh vién gia dinh hodc viéc
thong bao c6 thé khién hoc sinh gip nguy hiém: khong thong bao cho gia dinh
trudc; bao ngay Hiéu truong, co quan Cong an, Tong dai 111 (Tong dai Québc gia
Bao vé Tré em, Cuc Ba me va Tré em) dé co bién phap bao vé.

— Khi sy viée lién quan dén nhiéu hoc sinh (ca nan nhan va nguoi gay hai 1a
hoc sinh trong truong): lam viéc riéng voi tung gia dinh; bao mat thong tin ctia
cac bén; khong t6 chirc d6i chat giira cac gia dinh khi chwa c6 su chuén bi.

5.4. Phoi hop véi cac lue lwong xi hoi

Luc luwgng Noi dung phoi hop chit yéu

Co quan cong an (x4, phuong; don | Tuyén truyén phép luat, canh bao thi doan
vi an ninh mang, canh sét hinh sy) | mé&i; tham gia ngay hoi, budi néi chuyén
chuyén dé; tiép nhan, xu ly vu viéc co dau

hi¢u to1 pham.
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Luwc lwgng

Noi dung phoi hop chii yéu

Co quan y té, chuyén gia sitc khoe

tAm than

Tu van, di€u tri cho hoc sinh ¢6 van dé surc
khée tam than; tap huan cho gido vién ve

nhan dién, ho tro ban dau.

Chinh quyén dia phuong, hé thong
bao vé tré em, Tong dai 111 (Tong
dai Quéc gia Bao vé Tré em, Cuc

Ba me¢ va Tré em)

Tiép nhan, danh gia, can thiép cac trudng
hop tré em bi xam hai, c6 nguy co; két ndi

dich vu ho tro.

Poan Thanh nién, P61 Thi€u nién,

Tb chitrc hoat dong truyén thong, cau lac

Ho1 Lién hi€p Phu nir b0, cudc thi; phat trién mang luéi hod tro
ddng dang; truyén thong cho cha me tai

cong dong.

Chuyén gia giao duc, cong nghé | Tap huan, cung cap hoc liéu; tham dinh noi
dung gido duc bao dam chinh xéc, cip

nhat.

Doanh nghi¢p cung cap nén tang s6 | Co ché bao cdo, g& bé ndi1 dung vi pham;
cong cu bao v¢ nguoi dung nho tudi; tham

gia chuong trinh gido duc an toan so.

Bing 5.1. Ngi dung phéi hop véi cdc luc lwong xi hji

Pé phdi hop hiéu qua, nha trudong can xay dung mo hinh va co ché phéi hop
theo ndm budc: (1) xac dinh cau tric md hinh — céac luc luong tham gia va mdi
quan h¢; (2) thiét ké co ché — vai tro, trach nhiém, quy trinh, kénh thdng tin, cach
xtt Iy tinh hudng phat sinh; (3) t6 chtc trién khai — phd bién, phan cong dau mdi,
thiét 1ap kénh lién lac truc tiép va truc tuyén; (4) van hanh va diéu phdi, trong d6
nha truong giit vai tro trung tam; (5) danh gia dinh ky va hoan thién. Két qua khao
sat cho thiy su tham gia cua cac luc luong bén ngoai (chuyén gia, co quan chic
nang) hién con han ché; vi vay nha truong can chu dong thiét 1ap dau mdi lién hé
cu thé voi cong an xi, phudng va co sd y té trén dia ban ngay tir ddu nam hoc,
khong doi dén khi xay ra su co.

5.5. X4y dung moi trued'ng mang an toan trong nha trudng

Moi trudng mang an toan 13 hinh thtrc gido duc gian tiép nhung c6 tac dong
thudng xuyén, 1au dai. Nha truong c6 thé thyuc hién cac bién phap:
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— Quy dinh vé sir dung thiét bi s6 va Internet trong nha trudng, dugc xay
dung vdi1 sy tham gia cua hoc sinh, cha me hoc sinh; phu hop véi ting cép hoc.

— Quy tiic wng xir trong nhom true tuyén cia 16p, truomg (nhom Zalo,
Messenger...): muc dich sir dung; thoi gian nhan tin; ngon ngir; khong dang anh,
thong tin cta ngudi khac khi chua déng ¥; ngudi quan tri nhom; cach xir Iy khi 6
vi pham. GVCN la ngudi quan tri, khong dé nhém 16p do ngudi ngoai quan 1y,

— Kénh bdo cdo an toan, co thé 4n danh: hop thu, biéu mau truc tuyén,
phong tu van; dugc thong bao rong rai dén hoc sinh.

— Béo v€ dir li€éu ca nhan cia hoc sinh trong hoat dong ctia nha truong: xin
su dong ¥ trude khi dang anh hoc sinh; han ché cong bd ho tén kém hinh anh,
ngay sinh; bao mat ho so hoc sinh.

— Mang lu6i hd trg ddng dang: lua chon, tap huan hoc sinh ¢ uy tin 1am
d6ng dang vién, biét lang nghe ban va két ndi ban voi ngudi 16m; ¢ gido vién phy
trach giam sat, ho tro.

— Truyén théng tich cwe: lan téa cac tAim guong Gng xt dep trén mang, san
pham sang tao ctia hoc sinh vé an toan sb.

HOAT PONG TAP HUAN

Hoat dong 5.1. Péng vai trao doi véi cha me hoc sinh (40 phut)

Nhom ba nguoi (GVCN, cha me hoc sinh, nguoi quan sat) dong vai tinh
huéng: GVCN mdi me ctia hoc sinh 16p 9 dén truong dé thong bao con bi mot
tai khoan la tong tién bang hinh anh nhay cam (con da ké véi GVCN sang nay;
nha truong di bao cong an). Ngudi me phan tmg: “Con toi khong thé nhu thé
duoc! Chéc chén 1a do ban bé & truong ru ré. V& nha toi sé dap dién thoai cua
no.”

Goi y: GVCN chuén bi noi riéng tu, c6 thé moi ngudi 1am tu van hoc dudng
cung tham gia; md dau bang muc tiéu chung 13 sy an toan ctia con; ghi nhan
cam xuc cta me; trinh bay khach quan, khong mé ta chi tiét hinh anh; nhan
manh con 12 nan nhan, con d3 rat diing cam khi ké; gidi thich cac thu doan téng
tién tinh vi nham vao hoc sinh; khuyén nghi khong trach phat, khong dap dién
thoai (vira 1am mat chting cir, vira khién con khéng dam chia sé 1an sau), khong
tu lién lac v6i ddi tuong; théng nhét cac budc phéi hop v6i cong an va ké

hoach hd trg tam 1y; hen lich trao ddi tiép.
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Hoat dng 5.2. Xay dung quy tic nhoém 16p true tuyén (30 pht)

MObi nhom thiy c6 soan thao bd quy tic tmg xt (5 — 7 diéu) cho nhom truc
tuyén ctia moét 16p hoc (nhom hoc sinh hoac nhém cha me hoc sinh) va dé xuat
cach to chirc dé hoc sinh, cha me cing tham gia xay dung.

Goi y: Quy tic tham khao: (1) Nhom dung cho thong tin hoc tap, hoat dong
cta 16p; (2) Nhin tin trong khung gi quy dinh; (3) Dung ngén ngit lich su,
ton trong; (4) Khong dang anh, thong tin cd nhan cia nguoi khac khi chua
duoc dong ¥; (5) Khong chia sé duong link la, tin chua kiém chtng; (6) Van
dé riéng trao ddi riéng v6i GVCN; (7) Khi thdy noi dung khong phu hop, bao
ngay cho GVCN. Cach t6 chtrc: thao luan trong tiét sinh hoat 16p, biéu quyét,

cong bd cong khai, ra soat dinh ky.

GHI NHO

— Nha truong chu dao, diéu phéi; gia dinh nén tang, truc tiép; x4 héi hod tro,
mo rong — khong luc lugng nao co thé thay thé luc luong khac.

— Phéi hop trong ca chu trinh: ké hoach — to chitc — théng tin — danh gia.

— Cha me déng hanh tich cuc hiéu qua hon cAm doan; cam két “khong phat
khi con ké” 1a diéu kién dé hoc sinh tim kiém sy gitip d&.

— Thong béo su ¢d cho cha me can truc tiép, riéng tu, khach quan; trudong
hop nghi nguodi gy hai trong gia dinh phai bdo co quan chirc nang trudc.

— Thiét 1ap dau mdi véi cong an, y té tir ddu nam hoc; xay dyng méi trudng
s6 an toan trong nha truong.

CAU HOI TU PANH GIA

1. Trinh bay bon ndi dung phdi hop giita cac luc luong trong gido duc va hd
tro hoc sinh tuong tac an toan.

2. Vi sao cach tiép can “déng hanh tich cuc” ciia cha me¢ hi€u qua hon cach
tiép can chi cAm doan?

3. Néu cac budc chuin bi va tién hanh thong bao cho cha me hoc sinh khi
con gap su c.

4. Trong truong hop nao nha truong khong thong bao cho gia dinh trude?
Khi d6 can lam gi?

5. Dé xuit ba bién phap xay dung mdi truong sb an toan phu hop voi trudng

cua thay co.
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CHUYEN PE 6. Vi DU MINH HQA VA THUC HANH THIET KE
HOAT PONG GIAO DUC

(Thoi luvong: 120 phut)

MUC TIEU

Sau khi hoc xong chuyén dé nay, thiy co co thé:

— Phan tich duoc ciu tric, cach to chic cac ké hoach hoat dong mau & ba
cap hoc.

— Piéu chinh, van dung duogc ké hoach mau vao diéu kién 16p hoc ctia minh.

— Thiét ké duoc mot ké hoach hoat dong gido duc tuong tac an toan trén
khong gian mang tich hop trong mén hoc, HDTN, HN hodc sinh hoat 16p.

— Phan tich dugc cac truong hop gido vién xtr 1y su ¢b va phdi hop véi cha
me hoc sinh.

HUONG DAN SU DUNG CAC KE HOACH MAU

Céc ké hoach dudi day duoc thiét ké theo chu trinh hoc tap trai nghiém
(Chuyén dé 3), c6 thoi lugng 35 phut. Thay ¢6 c6 thé sir dung nguyén ven, rat gon
thanh hoat dong trong tiét sinh hoat 16p hodc tach thanh cac hoat dong tich hop
trong mon hoc. Cac tinh huéng, tén nhan vat 1a gia dinh; thﬁy ¢6 nén diéu chinh

cho gan giii voi hoc sinh dia phuong nhung khong sir dung tinh hudng that cia

hoc sinh trong 16p.
Ké Cap hoc Chu dé Con duwong to chire

hoach

6.1.1 Tiéu hoc (I6p4,5) | Str dung mang xa hoi | HDTN (hoat ddng
an toan huéng dén x3 hoi),

sinh hoat 16p

6.1.2 THCS (16p 7, 8) Phong tranh Itra ddo va | Tich hop moén Tin
bao vé tai khoan hoc; HDTN, HN

6.1.3 THCS (16p 8, 9) Phong tranh nguy co | HDTN, HN; gido duc

xam hai tinh duc trén

khong gian mang

k¥ nang song
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va suc khoe tinh than

Ké Ciap hoc Chu dé Con duwong to chire
hoach
6.1.4 THPT (16p 10, 11) | Tin gia, deepfake va|Tich hop Ngit van,
ndi dung do Al taora | Gido duc kinh té va
phap luat; HDTN, HN
6.1.5 | THPT (16p 11, 12) | D4u chan sb va hd so |[HDTN, HN (hoat
truc tuyén trong dinh | dong hudng nghiép)
hudng nghé nghiép
6.1.6 | THPT (16p 10 —12) | Can bang doi sdng s6 | Sinh hoat 16p; HDTN,

HN

Bing 6.1. Danh muc ké hoach hoat djng méu

6.1. Cac ké hoach hoat dong miu
6.1.1. K¢ hoach méu cdp Tiéu hoc: SUDUNG MANG XA HOI AN TOAN
Poi twong: Hoc sinh 16p 4, 5. Thoi lwgng: 35 phat. Hinh thire: HDTN, sinh

hoat 16p.

1. Yéu cau can dat

— Phan biét dugc thong tin c6 thé chia sé va thong tin can giit kin trén mang.

— Nhan dién duoc mot s6 dau hiéu nguy hi€ém: nguoi la hoi thong tin riéng

tu, tin nhan tring thuong, duong link la, 151 ché giéu.

— Thyc hién duoc quy tic “Dung lai — Hoi ngudi 16n” va noi tén dugc it nhat

mot ngudi 16n tin cdy co thé giup dd.

— Thé hién thai do tir té, ton trong ban bé khi giao tiép trén mang.
2. Chuan bi
— Gio vién: thé mau xanh — vang — do; Phiéu “Dén giao thong an toan” (Phu

luc 6); 4 thé tinh hudng; gidy A0, but mau.

— Hoc sinh: but, gidy.
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3. Tién trinh hoat dong

Thoi gian Hoat dong Phwong phap San pham

5 phat Khot dong: Tro choi | Tro choi Hoc sinh nhéan
“Dang hay khong dién ban dau
dang?”

10 phat Kham pha: “Dén giao | Thao luan nhom, | Phiéu di hoan
thong an toan” phéan loai thanh

10 phat Thyc hanh: “Em s& [am | Dong vai Cach xur ly tinh
gi?” huéng

10 phat Van dung: “5 nguyén | Lam viéc ca nhan, | B6 quy tac, phiéu
tac an toan cta em”; vé | ca 16p ca nhan
ra khoi 16p

Hoat dong 1. Khéi dong — “Ping hay khong ding?” Gido vién doc lan
luot cac tinh hudng, hoc sinh gio thé xanh (an toan), vang (can hoi ngudi 1n), do
(khong dugc lam): dang buc tranh em ty v€; dang anh vé xem phim c6 ma QR;
mot ngudi hoi dia chi nha em; dang anh cua ban khi chua hoi ban; giri mat khau
cho ngudi ty nhan 1a nhan vién hd tro. Gido vién héi 1y do lya chon va két luan:
“Co nhitng diéu ching ta co thé chia sé¢ dé két ndi véi ban beé, nhung c6 nhing
thong tin can duoc bao vé.”

Hoat dong 2. Kham pha — “Pén giao thong an toan”. Nhom 4 hoc sinh
hoan thanh Phiéu “Pén giao thong an toan” v&i 10 tinh hudng. Cac nhom trinh
bay, gido vién t6 chirc tranh luan nhiing tinh hudng c6 ¥ kién khac nhau. Gido
vién chét cac “tin hiéu do”: nguoi la xin thong tin riéng tu; yéu cau mat khau, ma
OTP; tin nhin trang thudng, qua mién phi; duong link la; yéu cau giit bi mat véi
bd me; hinh anh, video 1am em so.

Hoat dong 3. Thuc hanh — “Em s& lam gi?” Mdi nhém nhan mot tinh
huéng, thdo luan va dong vai cach xur ly: (1) nguoi la két ban va xin s dién thoai;
(2) tin nhan trang dién thoai mai, bam link dé nhan; (3) ban trong 16p bi ché giéu

trong nhom chat; (4) em thdy mot video lam em sg. Gido vién nhan xét, nhan
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manh: khong tra 151 nguoi la, khéng bam link la, khong hua theo ché gidu, dong
vién ban va bao nguoi 16n; “Dirng lai — Héi ngwdi 1om™.

Hoat dong 4. Van dung. Ca 16p cling hoan thién bang “5 nguyén tic an toan
ciia em”: (1) SUY NGHI trudc khi dang; (2) GIU KIN théng tin riéng tu; (3)
CANH GIAC véi nguoi la va dudng link la; (4) TU TE khi giao tiép; (5) KE VOI
NGUOI LON khi c¢6 diéu bat thuong. Mdi hoc sinh hoan thanh “vé ra khoi 16p™:
mot diéu em sé khong chia sé trén mang; mot viéc em s€ lam khi gap tin nhéin
dang ngd; tén mot ngudi 16n em c6 thé tim dén.

4. Panh gia: Quan sat Iya chon va cach giai thich ctia hoc sinh trong hoat
dong 1 — 3; phan tich phiéu “vé ra khoi 16p” theo ba mirc: Hoan thanh t6t — nhan
dién dang nguy co, giai thich duoc, biét tim nguoi hd trg; Hoan thanh — nhén dién
duoc phan 16n nguy co; Can hd trg — con chia sé thong tin riéng tu, chua biét tim
ngudi 16n hd tro.

5. Nhiém vu tai nha: Hoc sinh cing bd me doc “5 nguyén tic an toan cua
em” va cung chon mdt “cau hoi bi mat” cua gia dinh.

6.1.2. Ké hoach méu cip THCS: PHONG TRANH LUA PAO VA BAO
VE TAI KHOAN

Poi twong: Hoc sinh 16p 7, 8. Thoi lwgng: 45 phit. Hinh thire: tich hop
moén Tin hoc (chu dé dao dirc, phap lut va van hoa trong moi truong sd) hoidc
HDTN, HN.

1. Yéu cau cin dat

— Nhan dién dugc cac dau hiéu chung cua thu doan Itra ddo truc tuyén (loi
ich bat ngo, héi thic, de doa, yéu cau bi mat, yéu cau thong tin bi mat).

— Tao duoc mat khau manh; trinh bay dugc cach bat xac thuc hai yéu td va
xur 1y khi tai khoan bi chiém doat.

— Van dung dugc quy tic “Dung lai — Kiém tra — Hoi ngudi 10n” trong tinh
hubng mo phong.

2. Chuan bi: 6 “tin nhan md phong” in trén gidy (trang thudng; “admin
game” xin OTP; tai khoan ban than bi chiém nhin vay tién; “cong an” goi dién de
doa; trang dang nhédp gia mao; tin nhén binh thuong cua giao vién); phiéu “Tham
tr mang”; may chiéu.

3. Tién trinh hoat dong
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Hoat dong 1. Khéi dong — “Ai 1a ngudi that?” (5 phut). Gido vién chiéu
hai trang dang nhap (mot that, mot gia c6 dia chi sai mot ky tu). Hoc sinh du doan
trang that. Gido vién dan dat: ké lira dao tao ra nhiing thi rat giéng that.

Hoat dong 2. Kham pha — “Tham tir mang” (15 phut). NhOm 4 hoc sinh
nhan bd 6 tin nhin, xac dinh tin nhan lra ddo va gach chan “ddu hiéu nghi van”.
Céc nhém béo cao; gido vién tong hop thanh “5 ddu hiéu lira dao”: (1) loi ich qua
tbt; (2) hdi thic 1am ngay; (3) de doa, gy so hii; (4) yéu cau giir bi mat; (5) yéu
cau mat khau, OTP, tién hodc bam link la. Gido vién gio1 thiéu thu doan “bét coc
online” va khang dinh: cong an khong 1am viéc, khong yéu cau chuyén tién qua
dién thoai hay mang xa hdi.

Hoat dong 3. Thuc hanh — “Phao dai tai khoan” (15 phit).

— Hoc sinh thyc hanh tao mat khau manh theo phuong phéap “cau dai dé nhé”
(vi du ghép 4 tir ngdu nhién kém so va ky hiéu) va tu danh gia do manh theo tiéu
chi: d¢ dai, khong chira thong tin ca nhan, khong dung lai.

— Gi4o vién trinh chiéu thao tac bt xac thuc hai yéu t6 trén mot tai khoan
mo phong.

— Thao luan: “Néu tai khoan bi chiém, em lam gi theo thir twy nao?” Pap an
hudng toi:

Budc 1: Bao cha me, thﬁy 6 dé tinh hinh duoc kiém soat.

Budc 2: Thu héi tat ca cac phién ding nhap dang hoat dong (Revoke Active
Sessions); bao vé email, s6 dién thoai va d6i mat khau.

Budc 3: Chon tinh nang “Pang xuat khoi tat ca cac thiét bi khac” sau khi d6i
mat khau dé vé hiéu hoa Cookie/Token cta ké gian.

Budc 4: G& tng dung la khoi thiét bi dang st dung.

Budc 5: Bat xac thyc 2 16p va bao nén tang.

Budc 6: Chia sé thong tin cho ban bé va ngudi dung khéc.

Hoat dong 4. Van dung — “Dirng lai — Kiém tra — Héi nguoi 16n” (10
phat). Hoc sinh dong vai theo cdp: mdt ban dong vai ké Itra dao dung kich ban co6
s&n, mot ban thuc hanh tir chdi va kiém chig. Gido vién nhan xét, chdt quy tac.

4. Panh gia: bang kiém khi dong vai (c6 nhan ra ddu hiéu, co tir chdi, c6 dé
xuét kiém chtirng/hoi nguoi 16m); kiém tra d6 manh mat khau hoc sinh tao (khong
ghi lai mat khau that).
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5. Nhiém vu tai nha: Cung bd me bat xac thuc hai yéu td cho mét tai khoan
ctia gia dinh va kiém tra cai dat quyén riéng tu; chia sé “5 du hiéu lira dao0” voi
nguoi than.

6.1.3. Ké hoach méu cip THCS: PHONG TRANH NGUY CO XAM HAI
TINH DUC TREN KHONG GIAN MANG

Poi twong: Hoc sinh 16p 8, 9. Théi hrgng: 45 phit. Hinh thire: HDTN, HN
hodc gido duc k¥ nang sdng. Lwru y: thong bao trudc cho hoc sinh va cha me hoc
sinh; gido vién ndm vimg quy trinh tiép nhan & Chuyén dé 4; c6 ngudi lam tu van
hoc dudng sin sang hd trg.

1. Yéu cau can dat

— Nhan dién duoc diu hiéu cta cudc tro chuyén, mbi quan hé truc tuyén
khong an toan va cac hanh vi du dd, thao tung, de doa.

— Thyc hanh duge quy trinh ty bao vé DUNG — LUU — CHAN — BAO - KE.

— Ton trong co thé, ranh gidi c4 nhan cua ban than va ngudi khéac; chi dong
tim kiém sy gitp d& khi ban than hodc ban bé gip nguy co.

2. Chuin bi: thé AN TOAN — CANH GIAC — NGUY HIEM; phiéu tinh
hudng; phiéu 3 diéu em s& nhé”. Khong sir dung hinh anh nhay cam, khong mo
ta truc tiép hanh vi xam hai.

3. Tién trinh hoat dong

Thoi gian Hoat dong Phuwong phap San phim

5 phat Khéi dong “An toan | Tro choi nhanh Nhan dién ban
hay nguy co?” dau

8 phut Nhan dién nguy co|Phan tich  tinh|Danh sach dau
“Pidu gi dang xay | huéng hi¢u
ra?”

12 phut Xt 1y tinh huéng|Thao luan nhom, | Phuong an xir ly
“Néu la em, em s& lam | dong vai
gi?”

10 phat Thuc hanh “5 budc tu | Ca nhan, nhom Quy trinh Ung
bao v¢” pho

10 phat Cam két hanh dong | Viét nhanh, chia sé¢ | Phiéu c4 nhan

tu nguyén
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Hoat dong 1. Khéi dong (5 phit). Hoc sinh gio thé voi 4 tinh hudng: (1)
ban cung 16p nhin hoi bai tap; (2) tai khoan la két ban, noi cung tudi va lién tuc
khen ngoti; (3) ngudi quen trén mang xin anh riéng tu, htra “chi minh xem”; (4)
tai khoan de doa ding tin nhan cii néu khong gii anh. Gido vién két luan: khong
phai moi ngudi trén mang déu co v XAu, nhung can nhén dién diu hiéu bat thuong
va biét dung lai.

Hoat dong 2. Nhén dién nguy co (8 phiit). Nhom thao luan tinh hudng:
“Minh, 13 tudi, choi game truc tuyén. Mot tai khoan méi quen thudng Xuyén trd
chuyén, n6i minh 14 tudi va rat hiéu Minh, tang Minh vat phém game. Sau mdt
thoi gian, ngudi d6 hoi vé truong hoc, dia chi nha, dé nghi chuyén sang ing dung
nhan tin khac va xin anh. Khi Minh ngan ngai, nguoi d6 néi: ‘Néu coi nhau 1a ban
thi phai tin nhau.”” Cau hoi: D4u hiéu nao khién em can canh giac? Nguoi d6 dang
cd tao ra diéu gi? Minh nén lam gi? Gido vién chdt cac ddu hiéu: tao than thiét rat
nhanh; hoi nhiéu thong tin c4 nhan; mudn chuyén sang kénh riéng; yéu cau gitt bi
mat; xin anh, video riéng tu; ting qua dé doi lay long tin; dung 151 khen, tinh cam
dé gy anh huong; giy ap luc, de doa khi bi tir chdi. Thong diép: “Mot ngudi ndi
ho cuing tudi voi em trén mang khong c6 nghia 1a ho thuc sy cling tudi.”

Hoat dong 3. Xir Iy tinh hudng (12 phiit). Mdi nhém nhan mot tinh hudng;
(1) yéu cau giri anh riéng tu kém 101 hira gitt bi mat; (2) ngudi quen qua mang hen
gap 0 noi Véng, dan khong noi voi bd me; (3) tai khoan de doa dang anh da co néu
em khong giri thém; (4) em phat hién ban ciing 16p thuong xuyén nhan tin véi mot
nguoi 16n trén mang, nguoi d6 yéu cau ban gitt bi mat va giri anh. Nhom thao luan
4 phut, trinh bay 1 phut. Gido vién nhan manh vé6i tinh huéng 3: “Dung gui thém,
dung tra tién, d6 khong phai 161 cua em, hay ké véi nguoi 16n ngay”; voi tinh
hudng 4: day khong phai “chuyén riéng ctia ban”, can noi v6i nguoi 10n dé bao vé
ban.

Hoat dong 4. Thuc hanh “5 bwéc tw bao vé€” (10 phut). Gido vién gidi
thiéu quy trinh: DUNG — khéng dap lai yéu cau khién em so, kho chiu (“Minh
khong mudn 1am viéc nay. Minh ding cudc tro chuyén.”); CHAN — chin, han ché
lién hé, khong tranh luin v&i nguoi de doa; LUU — khong x06a tin nhén, ghi lai tén
tai khoan; khong guri thém anh, tién dé “doi lay viéc x6a anh”; BAO — dung chirc
nang bao co ciia nén tang; KE — n6i véi cha me, thay c6, ngudi lam tu van hoc

dudng, ngudi than tin cdy hodc goi 111 (Tong dai Qubc gia Bao vé Tré em, Cuc
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Ba me va Tré em). Hoc sinh viét nhanh 5 hanh dong twong mg cho mét tinh
hué)ng de doa; 2 — 3 hoc sinh trinh bay.

Hoat dong 5. Cam két (10 phiit). Hoc sinh hoan thanh phiéu “3 diéu em s&
nhd”: khi ngudi la hoi thong tin riéng tu, em sé. ..; khi ¢6 ngudi yéu cau guri hinh
anh khién em khong thoai méi, em sé...; khi em hodc ban gip nguy co, em s& tim
su giup d& tir... Gido vién két thuc: “Khéng im lang khi c6 nguy co. Khong tur
trach minh khi bi Itra hodc bi de doa. Thay c6 ludn sin sang giup em.” Gido vién
thong bao cach hoc sinh c6 thé gip riéng gido vién hodc ngudi lam tu van hoc
duong sau budi hoc.

4. Panh gia: phiéu tu danh gia (Chua dat — Dat — Tot) vé: nhan biét ddu hiéu
nguy co; bao vé thong tin ca nhan; tir chdi yéu cau khong phu hop; chin, bao céo;
tim nguoi 1on ho trg. Gido vién danh gia theo bon tiéu chi: nhan dién nguy co,
bao vé ban than, (mg pho, tim kiém hd tro (rubric & Bang 3.6).

6.1.4. Ké hoach mdu ciap THPT: TIN GIA, DEEPFAKE VA NOI DUNG
DO AI TAO RA

Poi twong: Hoc sinh 16p 10, 11. Thoi hwong: 45 phit. Hinh thire: tich hop
Ngir vin (doc hiéu vin ban thong tin), Gido duc kinh té va phap luat; hoic HDTN,
HN.

1. Yéu ciu cin dat

— Phén biét duoc thong tin sai 1éch, thong tin cb ¥ gay hiéu 1am; giai thich
duogc vi sao tin gia lan truyén nhanh.

— Van dung duoc k¥ thuét kiém chtng “doc ngang” va bd cau hoi “Ai noi?
Bang chung ¢ dau? Ngudn khac noi gi?”.

— Nhan dién dugc mot sd ddu hiéu cta ndi dung do Al tao ra; néu dugc cach
xUr Iy khi ban than hoac ban be bi lam gia hinh anh.

— C6 théi do trach nhi€m trudc khi chia sé; nhan thirc dugc hau qua phap ly,
dao dtrc cua viéc tao va phat tdn ndi1 dung gid mao ngudi khac.

2. Chuin bi: 4 “bai ding md phong” (tin strc khoe giat gan; thong bao tuyén
sinh gid mao; anh do Al tao vé mot su kién thién tai; trich dan bija dit cua nguoi
ndi tiéng); thiét bi co két ndi Internet cho cac nhoém; phiéu kiém ching.

3. Tién trinh hoat dong

Hoat dong 1. Khéi dong — “That hay gia?” (7 phit). Gido vién chiéu 6
hinh anh (3 anh that, 3 anh do Al tao); hoc sinh binh chon. Cong b két qua; thao
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luan: em dya vao dau dé doan? Két luan: mat thuong ngay cang kho phan biét,
can phuong phap kiém chung thay vi cam gidc.

Hoat dong 2. Kham pha — Vi sao tin gia lan nhanh? (8 phut). Gido vién
gidi thidu ngan két qua nghién ciru: tin sai lan truyén nhanh va rong hon tin ding,
cht yéu do con ngudi chia sé vi tinh méi la, gdy cam xac manh (Vosoughi va
cong su, 2018). Hoc sinh 1ién hé: lan gﬁn nhit em chia sé mot tin ma chua kiém
tra la khi nao, vi sao?

Hoat dong 3. Thue hanh — “Phong kiém chirng” (20 phit). Mdi nhém
nhan mot bai ding mo phong, thyuc hién kiém chimg theo phiéu: (1) Ai dang? Tai
khoan nay 13 ai? (tim thong tin vé ngudn & trang khac — “doc ngang”); (2) Bang
chtng nao duoc dua ra? C6 thé kiém tra khong? (3) Cac ngudn chinh thong noi
gi? (4) Hinh anh c6 dau hiéu chinh stra, do Al tao khong? (tim kiém nguogc hinh
anh, kiém tra chi tiét bat thuong); (5) Két luan va quyét dinh: chia sé, khong chia
s¢ hay bao cao? Cac nhom trinh bay.

Hoat dong 4. Van dung — Khi chinh em bi lam gia (10 phit). Thao luan
tinh hudng: “Mot hoc sinh 16p 11 phat hién anh khudn méit minh bi ghép vao mot
video phan cam, dang dugc chia sé trong nhom chat cta khoi.” Cau hoi: Ban ay
nén 1am gi? Nhimg nguoi nhan duoc video nén lam gi? Ngudi tao video c6 thé
phai chiu trach nhiém gi? Gido vién chét: nan nhan khong co 16i; khong chia sé
tiép; luu thong tin, bao céo nén tang; bao théy c0, cha me, co quan churc nang; tao
va phat tan noi dung gia mao gay ton hai ngudi khac 1a hanh vi vi pham phap luat,
c6 thé bi xur 1y.

4. Panh gia: rubric danh gia phiéu kiém chung (xac dinh nguon, sir dung
bang chtng, ddi chiéu ngudn chinh théng, 1ap luin két luan); phiéu phan tu ca
nhan: “Mot thoi quen em s& thay ddi trude khi chia sé thong tin”.

5. Mé& rong: hoc sinh thuc hién du &n nhém “Chién dich dung lai trudce khi
chia sé” trén bang tin cua trudng (khong dang cong khai trén mang néu chua co
su dong v).

6.1.5. K¢ hoach mau cdp THPT: DAU CHAN SO VA HO SO TRUC
TUYEN TRONG PINH HUONG NGHE NGHIEP

Poi twong: Hoc sinh 16p 11, 12. Thoi lweng: 45 phit. Hinh thirc: HDTN,
HN (hoat dong hudng nghiép).

1. Yéu cau can dat
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— Giai thich dugc khai niém diu chan sd va tac dong cua d4u chan s dén co
hoi hoc tap, nghé nghiép.

— Tu ra soat duoc ddu chan sb cta ban than; 1ap duoc ké hoach xay dung hd
SO truc tuyén tich cuec.

— Nhan dién duoc cac thu doan ltra dao tuyén dung, “viéc nhe luong cao”
nham vao hoc sinh, sinh vién.

2. Chuin bi: ho so mang x4 hdi gia dinh cua hai tmg vién; phiéu “Tuy ra soat
ddu chan s6”; 3 tin tuyén dung mo phong (1 that, 2 lira dao).

3. Tién trinh hoat dong

Hoat dong 1. Khéi dong — “Nha tuyén dung chon ai?” (8 phut). Hoc sinh
dong vai nha tuyén dung, xem ho so truc tuyén gia dinh ciia hai ing vién c6 ning
lrc twong duwong (mdt ngudi cé nhiéu bai dang xtc pham nguoi khac, chia sé tin
sai; mOt ngudi co cac bai viét vé hoat dong tinh nguyén, san phém hoc tap). Thao
luan lya chon va Iy do. Gido vién dan dat: du chan sb tré thanh mot phﬁn “hd s0”
ctia moi ngudi.

Hoat dong 2. Kham pha — Déu chén s6 ciia em (12 phit). Hoc sinh tu ra
soat theo phiéu (khong can chia sé két qua): cac tai khoan dang st dung; thong tin
cong khai; ndi dung minh s& khéng mudn thay cd, nha tuyén dung twong lai nhin
thay; quyén riéng tu da thiét 1ap. Thao luan theo cip: diéu em ngac nhién nhat khi
ra soat.

Hoat dong 3. Thuc hanh — Nhan dién “viéc nhe lwong cao” (12 phit).
Nhom phan tich 3 tin tuyén dung, chi ra dau hiéu ltra ddo: thu nhap cao bat thuong,
khong yéu cau k¥ nang; yéu cau nap tién, dit coc, mua hang dé “nhan nhiém vy”;
giao tiép chi qua ung dung nhin tin; yéu cau anh cin cudc, thong tin tai khoan
ngan hang; 161 moi lam viéc & nudc ngoai “bao tron goi”. Gido vién lién h¢ voi
cac vu viéc hoc sinh, sinh vién bi Itra, bi 161 kéo di lao dong trai phép da duogc co
quan churc nang canh bao.

Hoat dong 4. Van dung — Ké hoach hd so true tuyén tich cuc (13 phut).
M3&i hoc sinh 1ap ké hoach 3 budc gin véi dinh huéng nghé nghiép cta minh: (1)
don dep — diéu chinh quyén riéng tu, x6a ndi dung khong phu hop; (2) xay dung
— chia sé san phém hoc tap, hoat dong tinh nguyén, s¢ thich lién quan dén nghé;
(3) duy tri — nguyén tic trudc khi ding. Mot s6 hoc sinh chia sé tu nguyén.

4. Panh gia: chat luong ké hoach c4 nhén (tinh cu thé, kha thi, gan véi dinh

huéng nghé nghiép); két qua nhan dién tin tuyén dung lira dao ctia nhom.
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6.1.6. Ké hoach mdu cdp THPT: CAN BANG POI SONG SO VA SUC
KHOE TINH THAN

Poi twong: Hoc sinh 16p 10 — 12. Thoi lwgng: 35 phit (tiét sinh hoat 16p)
hodc 45 phat (HDTN, HN).

1. Yéu cau can dat

— Nhan biét duoc tac dong hai chiéu cua mang xa hdi dén cam xuc, giéc ngu,
hinh anh ban than.

— Nhan dién duoc mot s6 thiét ké 16i kéo ctia nén tang s6; tu theo doi va lap
ké hoach diéu chinh théi quen sir dung.

— Biét cac nguén hd tro tin cay khi ban than hodc ban bé gip kho khin vé
tam ly.

2. Chuan bi: phiéu “Nhat ky 3 ngay” (giao trudc budi hoc: hoc sinh ty ghi
thoi gian sir dung theo dit liéu trén thiét bi va cam xtc sau khi sir dung); thang
cam xuc; danh sach nguén ho tro.

3. Tién trinh hoat dong

Hoat dong 1. Khéi dong — “Sau khi lwét mang, em cam thay...” (5 phut).
Hoc sinh dan gidy nhd ghi mot cam xtc thuong c6 sau khi dung mang xa hoi 1én
bang “tich cuc — trung tinh — ti€u cuc”. Gido vién nhan xét su da dang: mang xa
héi khong t6t cling khong xau tuyét d6i, phu thudc vao cach ching ta sir dung.

Hoat dong 2. Kham pha — “Ai dang diéu khién ai?” (10 phuat). Nhom thao
luan cac tinh nang: cudn vo tan, tu dong phat, thong bao dd, chudi ngay lién tuc,
dé xuat theo thudt toan. Cau hoi: tinh ning nay khién em lam gi? Ai dugc 10i? Em
c6 thé kiém soat lai nhu thé nao? Gido vién gidi thiéu ngan vé co ché phan thuong
ngﬁu nhién va vi sao ndo b tudi vi thanh nién dic biét nhay cam voi co ché nay.

Hoat dong 3. Thuc hanh — Phan tich “Nhat ky 3 ngay” (10 phut). Hoc
sinh ty phan tich nhat ky: thoi diém sir dung nhiéu nhat, ndi dung khién em cam
thay tot hon hodc té hon, anh huong dén gidc ngii. Mdi hoc sinh chon mét thay
d6i nho trong tuan téi (vi du: khong dung dién thoai 30 phut trudc khi ngu; tat
thong bao ctia mot img dung; bé theo dai tai khoan khién minh tu th).

Hoat dong 4. Van dung — “Khi ban khong 6n” (10 phit). Thao luin:
Nhitng dau hiéu nao cho thdy mot ngudi ban dang khong on (qua bai diang, cach
nhan tin)? Em c6 thé lam gi? Gido vién huéng dan: hoi tham, lang nghe, khong

phan xét; khong gilr bi mat khi ban c6 y dinh 1am hai ban than; cuing ban tim dén
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nguoi 16n tin cdy, ngudi 1am tu van hoc dudng, Tong dai 111 (Tong dai Quéc gia
Bao vé Tré em, Cuc Ba me¢ va Tré em). Gio1 thi¢u danh sach nguén ho tro.

4. Panh gia: phiéu cam két thay d6i thoi quen; tu danh gia sau mot tuan (da
thuc hién duoc khong, cam nhan thé nao).

Luu y: hoat dong khong yéu cau hoc sinh cong khai thoi gian sir dung hozc
cam xUc cad nhan; gido vién cha y nhiing hoc sinh c6 biéu hién cam xuc tiéu cuc

trong hoat dong dé hd tro riéng.

6.2. Goi y 10ng ghép theo mon hoc va khdi 16p

Khoi 16p Mon hoc, hoat dong Goi ¥ ndi dung 1ong ghép (515
phat)

Lop1-3 Dao duc; HDTN Thong tin nao 1a cua riéng em,;
“Dung lai — Ho1 nguoi 16n” khi
thiy diéu la trén man hinh; thoi
gian dung thiét bi hop 1y.

Lop4-5 Tin hoc va Cong ngh¢; | Mat khau 1a bi mat; nhan dién tin
Tiéng Viét; HDTN nhan tring thudng; 1oi noi tir té

khi binh luan; viét doan vin vé
mot quy tic an toan.

Lop6-—7 Tin hoc; Gido duc cong [ Bao v€ thong tin cd nhan; nhan
dan; HDTN, HN dién Itra ddo trong game; img xu

voi bat nat truc tuyén; vai tro
ngudi ching kién.

Lép 8-9 Tin hoc; Gido duc cong DAu hiéu du do truc tuyén; day thi
dan; Khoa hoc tu nhién; | va ranh gi6i ¢4 nhan; kiém ching
Ngtr van; HDTN, HN thong tin; nghi luan vé vin hoa

ung XU trén mang.

Lop 10 HDPTN, HN; Ngit van; |DPoc hiéu, danh gid van ban thong
Gi4o dyc kinh té va phap | tin trén mang; phap luat vé an
luat; Tin hoc ninh mang; quan 1y tai chinh ca

nhan, phong tranh lira dao dau tu.
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Khoi 16p Mén hoc, hoat ddng Goi y ndi dung 1ong ghép (5 - 15

phat)

Lop 11 HDTN, HN; Giao duc Quyén vé dit liéu ca nhan; dao
kinh té va phap luat; Tin | dtc trong st dung Al; xac suét va
hoc; Toan co bac, loot box.

Lop 12 HDTN, HN; Gido duc|DAu chén sd va nghé nghiép; Itra
kinh té va phap luat dao tuyén dung; trach nhiém phap

1y cua cong dan trén khong gian
mang.

Moi khéi 16p | Sinh hoat 16p “Meo an toan cua tuan”; ra soat

quy tdc nhoém 16p; thdo ludn mot

tinh hudng thoi sw; gidi thiéu

kénh bdo cao cua truong.

Bing 6.2. Goi y long ghép néi dung twong tic an toan theo khéi lop

6.3. Nghién ctru truomg hop: gido vién xir 1y suw ¢6 va phdi hop véi cha
me hoc sinh

Trwong hop 1. Bit nat truc tuyén trong nhém lép (THCS)

Mo ta: Co Lan, GVCN 16p 7, nhan duogc tin nhin 4n danh qua hdp thu cua
16p: mot nhom hoc sinh 1ap nhom chat riéng, gan biét danh ché gidu va ding anh
chinh stra ctia ban H. C6 quan sat thdy H gan day hay ngoi mot minh, xin nghi hai
budi. C6 gip riéng H; ban dau H phil nhan, sau d6 khoc va ké lai. H xin ¢6 dung
noi véi ai vi “s€ bi cac ban ghét hon”.

Céu héi phén tich: (1) C6 Lan d3 lam dung nhiing gi? (2) C6 nén tra 1i dé
nghi ciia H thé nao? (3) Ké hoach xir 1y tiép theo?

Phan tich, goi y: (1) C6 Lan tiép nhan nghiém tuc thong tin an danh, két
hop quan sat dau hiéu, gip riéng hoc sinh — pht hgp muc 4.2, 4.3. (2) C6 ghi nhan
ndi lo cua H, khong hira giit bi mat tuyét ddi; giai thich c6 s& xtr Iy khéo 1éo dé
bao vé H, cung H ban cach lam. (3) Sy viéc ¢ mirc vang: bao ddu mbi nha trudng;
hudéng dan H luu b?mg ching (hoac nho cha me hd trg); thong bao truc tiép cho
cha me H; lam viéc riéng voi timg hoc sinh trong nhém, yéu cau x6a ndi dung,
gido duc vé tac hai; thong bdo cho cha me céac hoc sinh lién quan; t6 chirc hoat
dong gido duc chung cho ca 16p vé vai trd nguoi chimg kién ma khong néu tén vu

viéc; theo ddi H trong céc tuan tiép theo, phdi hop ngudi 1am tu van hoc dudng.
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Trwong hop 2. Hoc sinh bi liva chuyén tién (THPT)

Mo ta: Hoc sinh K, 16p 11, nhan viéc “lam nhi€ém vu dadnh gia san phém”
qua tng dung nhén tin. Ban dau K nhan duoc hoa hdng nho, sau d6 dugc yéu cau
nap tién dé nhan nhiém vy 16n. K di dung tién hoc phi cua gia dinh va vay ban
téng cong 12 triéu déng, hién khong rut lai duoc. K hoang loan, néi voi thﬁy chu
nhiém: “B6 me em ma biét thi em chét mat.”

Céu héi phan tich: (1) Mirc d6 sy viéc? (2) Thay cha nhiém can vu tién lam
gi? (3) Thong bao cho gia dinh thé nao?

Phan tich, goi y: (1) Murc vang vé thiét hai tai san, nhung cau noi ctia K can
dugc danh gia nhu mot ddu hiéu khing hoang — thy can hoi tryc tiép, binh tinh
vé y nghi tu gdy hai; néu co, chuyén sang mirc d6. (2) Tran an, khang dinh day 1a
thu doan lira dao c6 to chirc nham vao ca ngudi 16n; K khong nap thém tién, khong
x06a tin nhan; bao Ban Giam hiéu. (3) Thay cung K chuan bi ndi dung, cing c6
mat khi thong bdo cho cha meg; nhan manh K 13 nan nhan, nhu cau dugc hd tro;
huéng dan gia dinh lién hé ngan hang, trinh bao cong an; thong nhat cach gia dinh
g xtr dé K khong bi 4p luc quéa muc; theo ddi tam 1y K; canh bao thii doan cho
toan truong (khong néu tén hoc sinh).

Trwong hop 3. Cha me hoc sinh phén dnh con bi ngwoi lg nhén tin (Tiéu
hoc)

M0 ta: Me ciia hoc sinh 16p 4 nhén tin cho GVCN: phat hién con dung dién
thoai cua me choi game, c6 mot tai khoan la thuong nhén tin khen con, hira tang
thé game néu con giri anh “mic do ngtr”. Con chua giri. Ngudi me hoi ¢6 cd nén
dang thong tin tai khoan nay 1én nhom cha me hoc sinh ctia 16p dé canh bao khong.

Céu héi phan tich: (1) Panh gia mtc d6? (2) C6 gido tu van cho cha me
hoc sinh thé nao? (3) Nha trudng can l1am gi?

Phan tich, goi y: (1) Pay 1a dau hiéu du dd tryc tuyén c6 muc dich tinh duc,
can xtr Iy & mirc dé du con chua giri anh. (2) Cam on va ghi nhan su quan tim ciia
ngudi me; hudng dan khong xoa tin nhan, chup lai tén tai khoan, ndi dung; ngimg
lién lac voi tai khodn; khong tu nhén tin véi doi tuong; khen ngoi con vi da khong
gt anh, tro chuyén nhe nhang, khong 1am con s¢ hai; trinh bao co quan cong an,
c6 thé lién hé Téng dai 111 (Téng dai Quéc gia Bdo v¢ Tré em, Cuc Ba me va Tré
em) dé dugc tu van; bao cdo tai khoan véi nén tang tro choi. Khong ding thong
tin cu thé 1én nhom cha me hoc sinh vi ¢6 thé lam 16 thong tin ctia hoc sinh va anh

huong dén viée xtr Iy ctia co quan chirc nang. (3) Bao Ban Giam hiéu; nha truong
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gui canh bao chung vé thi doan du dd qua tro choi dén cha me hoc sinh (khong
néu tén, khong néu tai khoan cu thé); to chirc hoat dong gido duc phong ngira cho
hoc sinh khoi 4, 5.

HOAT PONG TAP HUAN

Hoat dng 6.1. Thiét ké va trinh bay ké hoach hoat déng (90 phut)

Hoc vién lam viéc theo nhém cung cép hoc, Iva chon mot nguy co trong
Chuyén dé 2 chua c6 ké hoach mau (vi du: bét nat truc tuyén o0 THCS; co bac
trye tuyén & THPT; st dung thiét bi hop 1y & Tiéu hoc), thiét ké mot ké hoach
hoat dong 35 — 45 phut theo cAu tric: yéu cau can dat; chuan bi; tién trinh theo
chu trinh trai nghiém; danh gia; nhiém vu phdi hop véi gia dinh. Mdi nhém
trinh bay 7 phit; cac nhoém gbp y theo ti€u chi & Hoat dong 3.2.

Goi y: Béo cdo vién luu y cac nhom: tinh hudng phai gan giii; hoc sinh duoc
thuc hanh, khong chi nghe; thong di¢p khong gay so hai; c6 cong cu danh gia
hanh vi; c6 két nbi voi gia dinh; du kién cach xir Iy néu c6 hoc sinh tiét 16 su

co trong gid hoc.

Hoat dong 6.2. Phan tich trwong hop (30 phat)

Mobi nhém phan tich mdt trudng hop ¢ muc 6.3 trudc khi doc phan goi y, sau
d6 so sanh voi phan goi ¥ va bo sung.

Goi y: Bao cao vién huéng hoc vién ddi chiéu véi quy trinh 7 bude va phan
loai mutrc do & Chuyén dé 4; cha ¥ céc chi tiét thudng bi bé qua: danh gia nguy

co tu gay hai, bao mat danh tinh hoc sinh, cach thong bao cho cha me.

GHI NHO

— K& hoach hoat dong mau duoc thiét ké theo chu trinh trai nghiém, c6 danh
gia hanh vi va nhiém vu phéi hop véi gia dinh.

— Long ghép ngan, thudng xuyén trong mon hoc va sinh hoat 16p hiéu qua
hon t6 chirc mot 1an theo phong trao.

— Moi hoat dong vé chu dé nhay cam can duogc chuén bj phuong an hd tro
hoc sinh tiét 10 sy co.

CAU HOI TU PANH GIA

1. Phan tich cach ké hoach mau 6.1.3 van dung chu trinh hoc tap trai nghiém

bdn bude.
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2. Lya chon mot bai hoc trong mon thﬁy coO giang day va dé xuét mot hoat
dong 16ng ghép 10 phut.
3. Trong Trudng hop 2, vi sao cAu ndi “Bd me em ma biét thi em chét mat”

can duoc danh gia nghiém tuc?
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PHU LUC

Phu luc 1. Phiéu khao sat truéc va sau tip huin
(Diing chung cho khdo sdt dau vao va cudi khéa; hoc vién khong ghi tén, chi
ghi md sé dé doi chiéu)
Mi s6 hoc vién: ............... Cép hoc giang day: O Tiéu hoc O THCS O
THPT. Vai tro: 0 GVCN O GV bd mén O Tu van hoc dudng [0 CBQL [ Khéc
Phin A. Tu danh gia ning lwc (1 — Rét thap; 2 — Thap; 3 — Trung binh; 4
—Kh4; 5 - Cao)
TT Noi dung 1 2 3 4 5

Al | Hiéu dic diém tam sinh 1y cia
hoc sinh anh huéng dén hanh vi

truc tuyén

A2 | Nam dugc quy dinh phap luat vé
bdo v¢ tré em trén moi truong
mang va trach nhiém cua gido
Vién

A3 Nhan dién dugc cac nguy co truc
tuyén pho bién (lra dao, dir liéu
ca nhan, st dung qua muec, tin gia,
cd bac, Al bat nat, xdm hai, strc
khoe tinh than)

A4 Thiét ké, t6 chirc duoc hoat dong
gido duc ky ndng tuong tac an
toan qua mon hoc, HDTN, HN,
sinh hoat 16p

A5 Nhan biét dugc du hiéu hoc sinh
dang gip su cb, khung hoang

A6 Tiép nhéan duoc chia sé, tiét 10 caa

hoc sinh mdt cach phu hop
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TT Noi dung 1 2 3 4 3)
A7 Thuc hién duogc hd trg tam 1y ban
dau
A8 Xtr 1y duoc sy ¢d theo quy trinh;
biét chuyén guri dung noi
A9 | Phéi hop dugc véi cha me hoc
sinh khi xay ra su ¢
Al10 |DPanh gia dugc két qua gido duc
theo hudéng hanh vi

toan;

sinh:

Phin B. Ciu héi kién thirc (chon mot dap an ding nhat)

B1. Khung 4C phan loai nguy co tryc tuyén gom:

a) Noi dung — Tiép xtc — Hanh vi — Hop dong;

b) Noi dung — Cong nghé — Cong dong — Chi pht;

¢) Tiép xtic — Kiém soat — Hop tac — Cam két.

B2. Khi hoc sinh xin gi4o vién htra giit bi mat trudc khi ké, gido vién nén:
a) Hira dé hoc sinh yén tim ké;

b) Giai thich trung thuc rang s& chi chia sé v6i nguoi can biét dé giup em an

¢) Tir chdi nghe néu hoc sinh khong ddng ¥ cho béao cdo.

B3. Hoc sinh bi tong tién bang hinh anh nhay cam, gio vién huéng dan hoc

a) Xoa ngay tai khoan;
b) Chuyén tién dé dbi tuong xo6a anh;

c) Khong gtri thém, khong tra tién, khong xo6a tin nhan, ké véi nguoi 16n va

bao co quan churc ning.

B4. Theo Luat Bao v¢ dir li€u cd nhan nam 2025, cong khai thong tin doi

song riéng tu cua hoc sinh tir du 07 tuoi can:

a) Déng ¥ ciia nha truong;
b) Déng ¥ cua hoc sinh va nguoi dai dién theo phap luat;

c) Khong can dong y néu vi muc dich gido duc.
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B5. Theo Nghi dinh 147/2024/ND-CP, tai khoan tro choi dién tir cua nguoi
duéi 16 tuoi:

a) Do hoc sinh tu dang ky;

b) Do cha, me hodc nguodi gidm ho dang ky;

c¢) Do nha truong dang ky.

B6. Cau hoi truc tiép vé ¥ nghi tu sat dbi véi hoc sinh co déu hiéu khung
hoang:

a) Lam ting nguy co, can tranh;

b) Khong 1am ting nguy co va gitip hoc sinh duoc hd tro;

¢) Chi bac si moi dugc hoi.

Phan C. Ciu héi mé

C1. Piéu thay c6 lo ling nhat khi phai hd tro hoc sinh gip sy ¢d trén mang
la gi?

C2. (Chi tra 161 ¢ khao sat cudi khoa) Mot viée cu thé thay co sé thyc hién
trong thang t6i sau tdp hudn.

Ddp dn phdn B: BI —a; B2 —b; B3—c¢; B4—b; B5—b; B6—b.
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Phu luc 2. Phiéu ghi nhén su viéc

(Chi ngueoi c6 trach nhiém dwoc tiép cdn)

Muc

Noi dung ghi chép

1. Thoi gian, dia diém tiép nhan

2. Ngudi tiép nhan (ho tén, chirc vu)

3. Hoc sinh lién quan (ho tén, 16p)

4. Céch thtrc phat hién

[0 Hoc sinh ty ké O Ban bé bao O Cha
me bao ] Gi4o vién quan sat [ Kénh 4n
danh O Khac

5. Loai su viéc

[0 Bt nat (1 Lira dao/mat tai khoan O Lo
thong tin I Xam hai/tong tién tinh duc [
Noi dung gid mao Al [0 Khung hoéang
tam ly O Str dung qua mirc 1 Khéc

6. Mirc d6 danh gia ban dau

0 Xanh O Vang OO Do

7. M0 ta su viéc theo 101 ké cua hoc
sinh (ghi nguyén van cic cau quan

trong)

8. Quan sat cua gido vién ve trang

thai hoc sinh

9. Thong tin ching ctir da dugc ghi
nhan (tén tai khoan, dudng dan, thoi
gian — KHONG luu hinh anh nhay

cam)

10. Nhitng viéc da lam ngay

11. Ba bao cdo cho (ho tén, thoi
gian)
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Muc Noi dung ghi chép

12. ba thong bao cha me hoc sinh
(thoi gian, hinh thtrc, nguodi thong
béo)

13. Chuyén giri (don vi, thoi gian)

14. Ké hoach theo ddi, hd trg

15. Chit ky nguoi ghi, ngay ghi
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Phu luc 3. Quy trinh xir 1y sw ¢6 truc tuyén ciia hoc sinh

Buwoc

Noi dung

Ngwoi thue hién

Thoi han

1. Tiép nhén

Lang nghe, ghi nhan;
xac dinh so bd muic do

Gido vién ti€ép nhan

Ngay khi phat

hién

2. An toan tuc
thoi

Ngin nguy hiém trudc
mét; khong dé hoc sinh
mot minh (muc do);
goi 113, 115 khi can

Giao

nhan, Ban Giam

vién tiép

hiéu

Ngay lap tac

3. Bao toan |Khong xo6a; ghi nhan [ Hoc sinh, cha me | Trong ngay
ching ct tai khoan, dudng dan, | hoc sinh dudi su
thoi gian; khong luu | hudng dan cua gido
hinh anh nhay cam vién
4. B4 céo|Bao dau mbi dugc | Gido vién tiép nhan [ Mac doé: ngay;
nha truong phan cong; mic dé bdo muc vang: trong
Hiéu trudng ngay
5. Phéi hop | Thong bao truc tiép, | GVCN, Ban Gidm | Muc do: ngay;
cha me huéng dan hd trg con | hidu muc vang: trong

(trir truong hop nghi
nguoi gay hai trong gia
dinh)

ngay

6. Chuyén giri

Tu van hoc duodng, y
té, cong an, Tong dai
111 (Tong dai Qudc
gia Bao v¢ Tré em,
Cuc Bame va Tré em),
nén tang sb

Pau moi nha

truong

Theo muc do

7. Theo doi,
ho trg

Ké hoach hd tro ca
nhan; xu 1y gido duc
hoc sinh gay hai; rat
kinh nghiém

GVCN, tu van hoc
duong, Ban Gidm
hiéu

Pinh ky hing
tuan trong it nhat
1 thang
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Phu luc 4. Danh ba dau mdi hd tro
(Nha truong dién théng tin cu thé va niém yét tai phong gido vién, phong tw

van)

Pau moi So dién thoai, dia chi

Téng dai Qudc gia Bao vé Tré em, Cuc Bame | 111 (mién phi, 24/7)

va Tré em

Canh sat 113
Cap ctru 115
Hi¢u trudng

Pho Hiéu trudng phu trach cong tac hoc sinh

Nguoi lam cong tac tu van hoc duong, cong

tac xa hoi cua truong

Cong an xa, phuong noi truong dong

Tramy té, bénh vién gén nhét

Co so kham, di€u tr1 strc khdée tam than trén

dia ban

Can b0 phu trach bao vé tré em cap xa,

phuong

101



Phu luc 5. Miu théa thuin sir dung thiét bi s6 trong gia dinh

THOA THUAN SU DUNG THIET BI SO CUA GIA DINH .....................

Chung tdi — cha me va con — cung thdng nhit:

1. Thoi gian: Ngay hoc, con sir dung thiét bi dé giai tri khong qua ...... phut;
cudi tudn khong qua ...... phut. Khong str dung thiét bisau ...... gid toi.

2. Khong gian khong thiét bi: bita in gia dinh; phong ngt vao ban dém
(thiét bi dugc sac & ......... ).

3. Ung dung, tro choi: con sir dung cic ing dung, trd choi phu hop Ita tudi
d3 dugc chame ddng ¥: ...oovvvnevnneian... : cai ung dung moi can hoi ¥ kién cha
me.

4. Bao vé€ thong tin: con khong chia sé¢ mat khau, md OTP, dia chi nha,
truong hoc, s6 dién thoai voi ngudi chua quen biét ngoai doi; cha me Xin phép
con trude khi dang anh cta con.

5. Két ban va gip mit: con khong gip mat nguoi chi quen qua mang khi
chua c6 sy dong ¥ va di cing cua cha me.

6. Tién va giao dich: con khong nap tién, mua vat pham, chuyén tién khi
chua hoi y kién cha me.

7. Khi gip chuyén khong an toan: con sé ké v4i cha me hoic thay c6. Cha
me cam két liing nghe, gitip con va khong la ming, khong tich thu thiét bi vi
con da ké.

8. Cau héi bi mit ciia gia dinh (dé kiém chung khi c¢6 cudc goi khan cap):

9. Théa thuan duogc xem xét lai sau ...... thang.

Chit ky cua con ............... Chit ky cia cha me ...............
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Phu luc 6. Phiéu hoc tap cho hoc sinh
Phiéu 6.1. “Pén giao théng an toan” (Tiéu hoc)
Huéng dan: Poc timg tinh hudng va danh ddu vao mot trong ba mirc: XANH
— ¢6 thé lam; VANG — can suy nghi, hoi nguoi 16n; PO — khong dugc lam.

STT | Tinh hudng XANH | VANG | PO

1 Dang buc tranh em tu vé lén nhom 16p. O [ [

2 Giri mat khau tai khoan cho ban than. O O O

3 Chia s¢ dia chi nha trén mang xa hoi. L] ] O

4 Dang anh cua ban khi chua xin phép. O [ [

5 Bam vao dudng link la dé nhan qua. O O O

6 Hoi ¥ kién b6 me trudc khi tham gia mot | O O O
nhom la.

7 Tra 15i tin nhan cta ngudi la hoi sd dién | O O O
thoai.

8 Binh luan dong vién ban trén mang.

9 Bao v6i thdy cd, bé me khi thiy noi dung | I O O
dang sg.

10 Chia s¢ ma OTP cho nguoi khac. O O O

Goi ¥ ddp an: 1 —Xanh; 2 —Pé; 3 — Dé; 4 —Po; 5 — Dé; 6 — Xanh; 7 — Do;
8 — Xanh; 9 — Xanh; 10 — Do.

Phiéu 6.2. “Thdm tir mang” (THCS)

Véi mdi tin nhan, em hiy: (1) danh dau tin nhan 1a O An toan 00 Pang ngd

[0 Lira dao; (2) gach chan cac dau hiéu nghi van; (3) viét cach em sé& xtr 1y.

Dau hi¢u C6 trong tin nhan so

Loi ich qua tdt dé 1a that

Hbi thic lam ngay
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Dau hi¢u C6 trong tin nhan so

De doa, gay s¢ hai

Yéu cau gilr bi mat

Yéu ciu mat khau, OTP, tién, bam link la

Phiéu 6.3. Phiéu kiém chirng thong tin (THPT)

Cau héi kiém ching

Ghi chép cia nhom

1. Ai dang? Tim thong tin vé ngudn nay & cac trang
khac (doc ngang).

2. Bang chimg nao duoc dua ra? Co6 kiém tra duoc
khong?

3. Cac ngudn chinh thong, ngudn doc 1ap noi gi?

4. Hinh anh, video c6 d4u hiéu chinh sira hodc do Al
tao khong? (tim kiém ngugc hinh anh, chi tiét bat
thuong)

5. Két luan: O Pang tin O Chua du can ct O Sai
léch. Quyét dinh: [0 Chia sé [0 Khong chia s¢ [1Bao
cao
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Phu luc 7. Goi y dap an cau héi ty danh gia

Chuyén dé 1

1. Ba thanh td: nhan thirc, thai do, hanh vi. Panh gia can huong vao hanh vi
vi muc tiéu cudi cung 1a hoc sinh thyc hi¢n va duy tri dugc hanh vi an toan; hoc
sinh c6 thé biét nhung chua 1am dugc.

2. Vo ndo trude tran (kiém soat xung dong, danh gia rai ro) phat trién mudn,
trong khi hé théng cam xuc, tuong thudéng hoat dong manh tir tudi day thi; anh
huéng cua ban be va trién vong phan thuong (luot thich, s cong nhan) chi phdi
manh quyét dinh.

3. Can ¢ su dong ¥ cua hoc sinh va ngudi dai dién theo phap luat (Piéu 24
Luat Bao v¢€ dir liéu ca nhan nam 2025).

4. Vi du: ty diéu tra, ddi chét; hta gilr bi mat tuyét d6i; cong khai thong tin
hoc sinh; tiép nhan, Iuu gitr hinh 4nh nhay cam; d6 16i cho nan nhan.

Chuyén dé 2

1. N6i dung — hoc sinh tiép nhan ndi1 dung cé hai; Tiép xuc — hoc sinh bi
ngudi khéac tiép can; Hanh vi — hoc sinh tham gia hodc gay ra hanh vi rii ro; Hop
déng — hoc sinh bj khai thac vé tai chinh, dir liéu. Vi du tuy cép hoc.

2. Pbi tuong gia danh cong an, vién kiém sat, toa an, de doa hoc sinh lién
quan vu an, yéu cau gitr bi mat, c¢o 1ap hoc sinh, ép quay video dé tong tién gia
dinh. DAu hiéu: 1am viéc qua dién thoai, mang xa hdi; de doa, hdi thac; yéu cau
giit bi mat, cit lién lac véi gia dinh, chuyén tién.

3. “Str dung nhiéu” chi thoi luong; “str dung cé van dé” khi suy giam kha
nang kiém soat, wu tién hon cac hoat dong khac, tiép tuc du c6 hau qua tiéu cuc,
gay suy giam chirc nang.

4. Vi ¢6 thé khoi go1 td mo khién hoc sinh tim kiém, 1am theo; mot sd thur
thach 1a tin don dugc thoi phdng; nén giao duc ning lyc danh gia rai ro chung.

5. Lya chon muc tiéu — xay dung long tin — tao phu thudc, c6 1ap — binh
thuong hoa nd1 dung tinh duc — xam hai, kiém soat; diu hiéu tuong ung theo Bang
2.2 vamuc 2.9.4.

Chuyén dé 3

1. Vi khi cac ky nang ty bao vé chua du, viéc hoc sinh tim dén nguoi 1én
gitip ngan ton hai tiép dién va dugc hd tro kip thoi.

2. Trai nghiém — Phan héi — Khai quat hda — Van dung; vi du theo ké hoach
mau 6.1.2.

3. Théng béo trudc; dung tinh hudng “nhan vat tht ba”; khong dung hinh
anh nhay cam, khong mé ta chi tiét; chuan bi phuong an hd tro khi hoc sinh tiét
10.
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4. Vi dy: “Hoc sinh ¢6 tao dugc mat khau dai tir 12 ky tu tr¢ 1€n, khong chira
thong tin ¢4 nhan khong?”’; “Hoc sinh ¢6 néu dugc budc bat xac thuc hai yéu td
khong?”.

Chuyén dé 4

1. Phat hién, tiép nhan, hd trg ban dau, bao céo — két ndi, déng hanh — theo
ddi. Ngoai pham vi: diéu tra, ddm phéan véi dbi tuong, “giai quyét ndi bo” vu viée
¢ déu hiéu vi pham phap luat, chan doan.

2. Vi gido vién c¢o trach nhi¢m bao cao dé bao dam an toan; htra rdi pha vo
101 hira 1am mat 10ng tin. Tra 101 theo muc 4.3.4.

3. Quan sat — Lang nghe — Két ndi.

4. Lam: dung lién lac, luu thong tin (khong x6a), ké véi ngudi 16m, béo co
quan chirc nang. Khong lam: gtri thém hinh anh, chuyén tién, gdp mat, tu x6a tai
khoan.

5. Tiép nhan — An toan tirc thoi — Bao toan chimg cir — Bdo cdo nha trudng
— Phéi hop cha me — Chuyén tiép hd tro — Theo ddi, hd tro.

Chuyén dé 5

1. Phéi hop xay dung ké hoach; to chirc hoat dong; trao doi thong tin; kiém
tra, danh gia.

2. Vi vira giam rdi ro vira phat trién k¥ nang, duy tri kénh trd chuyén, gitp
hoc sinh san sang ké khi gap su ¢d; cAm doan don thuan lam giam co hoi hoc k¥
ning va khién hoc sinh gidu giém.

3. Theo muc 5.3.2.a.

4. Khi c6 can ctr cho rang ngudi gay hai la thanh vién gia dinh hodc viéc
thong bao co thé khién hoc sinh gip nguy hiém; bao ngay Hiéu truéng, co quan
cong an, Tong dai 111 (Téng dai Qudc gia Bao vé Tré em, Cuc Ba me va Tré em).

5. Theo muc 5.5.

Chuyén dé 6

1. Trai nghiém (hoat dong 1, 2, 3) — Phan hdi (thao luén, trinh bay) — Khai
quat hoa (gido vién chdt dau hiéu, quy trinh 5 budc) — Van dung (thyc hanh 5
budc, cam két).

2. Tuy mon hoc, tham khao Bang 6.2.

3. Vi co thé 1a dau hiéu khung hoang, ¥ nghi tu gay hai; gido vién can hoi
tryc tiép, binh tinh va xt 1y theo muc 4.6.6 néu ¢ nguy co.
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Phu luc 8. Mindmaps tém tit cho 6 chuyén dé

CHUYEN DE 1

HOC SINH TRONG MOI TRUONG SO
VA KHUNG BAO VE HOC SINH
TREN KHONG GIAN MANG [ VIET NAM

f KHAI NIEM CO BAN Q DAC DIEM TAM SINHLY

: @) & HANH VI TRUC TUYEN
e To md, dé bi anh huéng
e Thich kham pha, két noi
e Dé t6n thuong tam ly

e Khdng gian mang
e Hoc sinh s0
e Bao vé hoc sinh

\—

f HOC SINH. —
& MOI TRUONG SO 0 KHUNG PHAP LY &

TRACH NHIEM
THUC TRANG VIET NAM j

e Thdi gian st dung cao
e Nhiéu ri ro, vi pham
e Nhan thic con han ché

. P

e Quy dinh hién hanh
e Vai tro nha truéng, GV
e Phdi hop gia dinh, xa hoi

4
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CHUYEN DPE 2

_ NHAN DIEN CAC NGUY CO PHO BIEN
DOI VOI HOC SINH TREN KHONG GIAN MANG

@ 1. Lira ddo truc tuyén ’
LA Chiém doat tai khoan |

6. Noi dung Al taora
Gia mao, liia dao

-

l.l 2. L9 lot dif liéu ¢4 nhan 7. Bat nat truc tuyén
U Xam pham quyén riéng tu (Cyberbullying)

m - Adll) CAC NGUY CO 8. Xam hai, béc 3t tinh duc
Nghién game, mang xa hoi PHO BIEN A tré em tryc tuyén

el 4.Tin gid, ndi dung xdu doc 9. Tac dong dén siic khoe
lJ C6 hai tinh than

5. “Thir théch” nguy hiém 0®¢ 10.Vin hoa ling xir
C3 bac, ca cugc truc tuyén @@) Trén khong gian mang

a8y

U

&
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CHUYEN PE 3

GIAO DUC KY NANG TUONG TAC AN TOAN
TREN KHONG GIAN MANG CHO HOC SINH

—

(@’ MUC TIEU & YEU el o HE THONG KY NANG |

* Theo cdp hoc * Nhan thic

e Phit hop lifa tudi - * Ung x
tHinh thanh thoi quen tat ' - :l“ b:; V:o :
s ¥ op tac, hd trg |
= \
a NGUYEN TAC LR H\NH muc
- KY NANG : & CON DUING

» LiyHsbmtrung tam -~ QUIGVIERIIWIROIEY | . 1ich hop mon hoc
« Phi hgp tam ly lia tudi TREN MANG .|« Hoat ddng trai nghiém

& Phii hgp phap luit L K - Truc tuyén,ngosi khsa
(X X

@ PHUONG PHAP & KY mw_’p @@ i DANH GIA KET le
* Thao luan, tinh hudng  Quan sat, san pham
* Trd choi, dy an « Tydanh gia, dong dang
L. Phuang phap tich cuc J L * B3 tiéu chi rd rang %)
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CHUYEN PE 4

PHAT HIEN, HO TRQ VA XU' LY BAN DAU
KHI HOC SINH GAP SU CO TREN KHONG GIAN MANG

(@
& N TRO, PHAM VI
« Ddng hanh, hd trg
« Khong thay thé chuyén gia
k * Giu gidi han chuyén mon

e

J\

* Lang nghe, ton trong
» Bao mat thong tin
» Khong phan xét

==y

/ —
ed QUY TRINK XU LY CHUNG

* Danh gia - Can thiép - Theo ddi
* Phéi hgp cac bén lién quan
=/

g) némumcumsél \ /

™ (%

o

* Thay ddi tam ly, hanh vi
« Syt giam hoc tap
* Bat thudng trén mang o

NHAN BIET DAU HIEU A

HO TRO & XU LY
su co

\
a XL THEO TUNG LOAI S B

» Lira ddo, xam hai, bat nat...
* Huong din, hd trg cy thé

‘ « Tran an, dong hanh

< |

J

o HO TRO TAM LY BAN DAU

» Két néi chuyén gia
* Tang cudng k§ nang

_

\
% GHI CHEP, BAO MAT & BAU MOI

* Luu hd so
» Bao mit thang tin

L « Lién hé hé trg

J

( @ Gido vién — Nguoi dong hanh tin cdy cla hoc sinh

S0,

)
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PHOI HOP VG CHA ME HOC SINH VA CAC LUC LUONG
TRONG HO TRO HOC SINH TUGNG TAC AN TOAN
TREN KHONG GIAN MANG

(7 (=, i 0
/ﬁ\ CHA ME HOC SINH W lﬁﬂ NHA TRUGNG

« T4 chic gido dyc
« Két ndi gia dinh
* Xay dyng mdi truding an toénJ

* Quan tam, dong hanh
* Giao tiép thudng xuyén
* Lam guong, dinh hudng

( o0 & W T =

LUC LUQNG XA HOI el -\ |

&n Ve 0 T @ PHOI HOP HIEU QUA
« Cd quan chiic ndng X DONG HANH + Chia sé thong tin

* T6 chic doan thé
K « Doanh nghiép, chuyén gia

* Phan cdng trach nhiém
- L- Hanh dgng thdng nhat

(@, Cung chung tay vi mdi trudng mang an toan e
. cho hoc sinh! .
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G -

Sau khi hoc xong, thiy ¢d c6 thé:

RA] Danh myc ké hoach mAu N\

Tiéuhoc  Sitdungmang xé hian todn g\\

@ Phéntich, van dung ké hoach méu =
@ Thiét ké hoat dong gido duc THs  Phong trinh lia déo, &
an toan trén mang bao vé tai khoan
@ Xy tinh hudng, phdi hop hiéu qua THes | Phongtrinhxamha
trén khong gian mang
Huéng dan stf dun '; . THPT | Tingia,deepfakeva
g ung ndi dung do Al tao ra
| ke hoach mau ’ .
A . e V| du mlnh hoa va THPT  Dauchan g, dinh hudng nghé nghiép
() Dyatrén chu trinh hoc tap trai nghiém thu’ h & h th’, A’t k o
(35-45 phat).
: . ¢ han e e THPT  Cénbéngddisong sd, siic khdetinh than

hoat dong giao duc

Tuong tac an toan
trén khong gian mang

€ Xc dinh myc tiéy

hodc tich hgp trong mn hoc.
(2 biéu chinh tinh hudng gan gii véi HS.

Q Linh hoat; tiét HDTN, sinh hoat l6p ‘

K& hoach hoat dong méu
(Cap Tiéu hoc)

Cha dé: Sit dung mang x hoji an toan
(35 phut, HDTN, sinh hoat lp)

0 luu y thuc hanh

Gan giii, Pht huy
thuc té '.‘ tinh tich cuc

Yéu cdu can dat i o claHs
@ Nhan dién rdi ro, biét cach xt ly G Lua chon néi dung, tinh huong
. Thigehien "N 1ot ion € Thiét ke hoat dong phi hop s = Lanta thog i
Céc hoat dong chinh giadinh - nha trung * antodntrénmang
/

() Dy kién phuong php, phuong tién

< »;‘%»Z’»D

(iing chung tay Vi mb trudng mang an tojn
Khdi dong Khampha = Thuc hanh Van dung
=

inh!
cho hoc sinh! v
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Phu luc 9. Cac kénh hd tro khi gip su 6

TT

Théng tin hd tro

Ma QRCode

Tong dai 111

Tong dai Quéc gia Bao vé Tré em, Cuc Ba me
vaTré em

Website: https://tongdailll.vn

153

ik

Tong dai 156/5656

Hé théng phong, chéng tin rac, cudc goi rac,
Cuc An ninh mang — B9 Cong an.

Website: https://nospam.vncert.vn/

s

[=]

Trung tam Ung ciru khan cap khong gian
mang Viét Nam

thugc Cuc An ninh mang — B¢ Cong an
Website: https://vncert.vn
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https://tongdai111.vn/
https://nospam.vncert.vn/
https://vncert.vn/

GIAI THICH MOQT SO THUAT NGU

STT

Thuat ngir

Cich hiéu trong tai liéu

Al — Artificial Intelligence

(Tri tué nhan tao)

Tri tué nhan tao 13 viéc thyc hién bang dién tir
cac ndng lyc tri tu€¢ cia con nguoi, bao gém hoc
tap, suy luan, nhan thtrc, phan doan va hiéu ngdn
ngtr ty nhién.

Khong gian mang

“Khéng gian mang 12 mang ludi két ndi cua co
so ha tang cong nghé thong tin, bao gdm mang
vién thong, mang Internet, mang may tinh, hé¢
théng thong tin, hé théng xir 1y va diéu khién
thong tin, co s& dir li¢u; 1a noi con nguodi thyc
hién cac hanh vi xa hoi khong bi gidi han béi
khong gian va thoi gian”.

Tuong tac an toan trén
khong gian mang

Vi¢c hoc sinh tham gia cac hoat dong trén khong
gian mang (tim kiém, tiép nhan, tao 1ap, chia sé
thong tin; giao tiép, két ban, vui choi, giao dich)
theo cach bao vé dugc ban than, ton trong nguoi
khac, tuan thu phap luat va biét tim kiém sy hd
tro khi can.

Dau chan so

Toan bd ddu vét ma mot nguoi dé lai trén méi
truong mang (bai dang, binh luan, hinh anh, lich
str tim kiém, dit liéu vi tri...), c6 thé dugc luu
trit, sao chép va truy xuét lau dai.

Dau chan s6 khong chi 1a thong tin nguoi ding
chu dong chia sé ma con bao gém dit liéu k¥
thuat thy dong bi thu thap ngém: dia chi IP, nhan
dang thiét bi, cookies, hanh vi di chuét, thong tin
V1 tri.

Du db truc tuyén
(grooming)

Qud trinh mdt ngudi tung budc lam quen, tao
10ng tin rdi gay ap luc hodc loi dung hoc sinh.

Téng tién tinh duc
(sextortion)

Hanh vi de doa phat tan hinh anh, video nhay
cam (that hodc gia mao) dé ¢p budc nan nhan guri
thém hinh anh, tién hodc thyc hién yéu cau khac.
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STT

Thuat ngir

Cich hiéu trong tai liéu

Deepfake

No6i dung dugc Al tao hoac chinh stra dé mo
phong khuodn mat, giong noi hay hanh dong cua
nguoi that.

Ltra ddo gia mao

(phishing)

Ké xau gia 1am ngudi hodc t6 chire dang tin dé
du nguoi dung bim lién két, nhap mat khau,
OTP hoic cung cap thong tin.

Tiét 16

Viéc hoc sinh ké lai, chia sé (bang 15i hoic
khong bang 10i, truc tiép hodc gian tiép) vé viéc
ban than hoac nguoi khac dang gap nguy co, bi
ton hai.

10

Chuyén tiép hd tro

Viéc gidi thiéu, két ndi hoc sinh véi dich vu, co
quan c6 chirc nang hd tro chuyén sau (tu van tim
Iy, y té, cong an, dich vu bao vé tré em) theo quy
dinh.

11

Khung 4C

Bdon nhom rai ro trén mang: cach phan loai rui
ro tré em gip trén mang thanh Noi dung — Tiép
xtc — Hanh vi — Hop dong.
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