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TINH QUANG NAM Péc 1ap - Tw do - Hanh phiic
S6: 15/CT-UBND Quang Nam, ngay 09 thang 11 nam 2022
CHI THI

Vé viéc didy manh trién khai cac hoat dong trng ctru sur co
an toan thong tin mang trén dia ban tinh Quing Nam

Trong thoi gian qua, cong tac dam bao Gng ciru su ¢b an toan thong tin
mang trén dia ban tinh dugc quan tAm trién khai thyc hién kip thoi, ddng bo theo
quy dinh, huéng dan cia Trung wong, dap Umg dugc yéu cau trlen khai Chinh
quyén sd, chuyén d6i sb trén dia ban tinh. Tuy nhién, trudc cac mdi de doa vé an
ninh mang, an toan thong tin ngay cang phirc tap trong diéu kién hién nay, cong
tac Ung ctru sy ¢b an toan thong tin mang trong cac co quan, to chire trén dia ban
tinh con mot sd ton tai, han ché, chua chu dong tir som, chua xur 1y kip thoi, hiéu
qua cac cudc tn cong mang c6 quy mo ngdy cang 16n, phirc tap, co thé giy hau
qua kho luong ddi véi su phat trién va 6n dinh kinh té - x4 hoi cua tinh.

Thyc hién Chi thi s6 18/CT-TTg ngay 13/ 10/2022 cua Thu tudéng Chinh
phu vé day manh trién khai cac hoat dong tng ctru sy cb an toan thong tin mang
Viét Nam; dé khac phuc cac han ché, ton tai va ting cudng hiéu lyc, hiéu qua
hoat dong tmg ctru su ¢b an toan théng tin mang, UBND tinh yéu cau:

1. Cac WSO', Ban, ngglnh, ho1, doar} thé cta tinh, UBND céc huyén, thi xa,
thanh pho khan trorong trién khai mdt s6 ndi dung sau:

- Quan triét toi tat ca cac to chirc, ca nhan thudc pham vi quan 1y nguyén
tac “Ung ctru sy ¢ an toan thong tin mang 1a hoat dong quan trong nham phat
hién, ngan chan, xur 1y, khéc phuc kip thoi su c¢d an toan thong tin mang”; chi
dao trién khai nghiém tic cic ndi dung cua Chi thi nay va Quyét dinh sb
2126/QD-UBND ngay 11/7/2018 cua UBND tinh vé viéc Ban hanh Quy ché bao
dam an toan thong tin mang trong hoat dong ung dung CNTT cua cac co quan
nha nudc trén dia ban tinh Quang Nam; chiu trach nhiém truéc UBND tinh néu
lo 1a trong cong tic tng ctru su ¢d an toan thong tin mang, dé xay ra hau qua,
thiét hai nghiém trong tai co quan, don vi, dia phuong thudoc pham vi quan 1y.

- Giao Doi tng ctru sy ¢d mang, may tinh trén dia ban tinh Quang Nam
dugc thanh 14p theo Quyét dinh sé 2683/QD-UBND ngiay 06/10/2022 cia
UBND tinh thuc hién cac nhiém vu thuong xuyén sau: lam dau mdi tiép nhan,
quan 1y su cd; ing ctru, xu ly sy ¢ va san lung mo61 nguy hai; nghién ctru, theo
ddi cac nguy co tan cong mang, thong tin vé 16 hong, diém yéu; luyén tap cac ky
ning bao vé hé thong thong tin va tham gia cac chuong trinh huan luyén, dién
tap do Bo Thong tin va Truyén théng, S¢ Thong tin va Truyén thong, Cong an
tinh t6 chc.

- Cac co quan, don vi, dia phuong chu tri xay dung, van hanh cac h¢
thong thong tin c6 trach nhiém chu dong ra quét 10 hong trén cac hé thong thong
tin trong pham vi quan 1y toi thiéu 01 1an/6 thang; chu tri tham muu ban hanh
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phuong 4n, kich ban tng ctu su cb cho hé théng thong tin trudc ngly
31/12/2022 va cap nhat kip thoi khi c¢6 thay doi.

- Nghiém tac thyc hién ra soat, phat hién va khic phuc cac 16 hong, diém
yéu theo canh bao ctia co quan chirc nang; chu dong theo ddi, phat hién sém cac
nguy co mat an toan thong tin mang dé kip thoi xur 1y, khic phuc; thuc hién céc
quy dinh vé béo cdo, cung cip thong tin su ¢d an toan thong tin mang.

- Cong bo thong tin dau mdi (so dién thogi, thu dién ni hodc cdc kénh lién
lac khac) ti€p nhan thong bao su co trén cong thong tin dién tir cia co quan, don
vi, dia phuong minh trudc ngay 31/10/2022.

2. S¢ Thong tin va Truyén thong

- Chu dong thue hién, phdi hop san ling mdi nguy hai va ra quét 1,(:) hér}g
trén cac h¢ thong thong tin dung chung cua tinh trong pham vi quan ly t61 thi€u
01 lan/6 thang.

- Chu tri tham muu ban hanh phuong an, kich ban Urng ctru su ¢ cho hé
théng thong tin dung chung cua tinh (DC) trudc ngay 31/12/2022 va cap nhat
kip thoi khi ¢6 thay d6i; to chic dién tap thuc chién tdi thiéu 01 lan/nam ddi véi
hé thong thong tin cAp d6 3 trd 1én nhim danh gia kha ning phong ngira xam
nhap, kha ning phat hién kip thoi cac diém yéu vé quy trinh, cong nghé, con
nguoi. Trudng hop phat hién diém yéu, 16 hong bao mat cho phép xAm nhap va
kiém soat hé thong thi thuc hién dong thoi khac phuc diém yéu, 16 hong va sin
ling mdi nguy hai.

- Chu tri, phdi hop véi cac don vi lién quan ra soat, t6 chirc, kién toan lai
cac Doi tng curu su ¢6 dap ing chuan ki nang vé an toan thong tin do Bo Thong
tin va Truyén thong quy dinh.

- Chu tri t6 chuc trién khai, huéng dan, theo ddi, don ddc, kiém tra, danh
gia viéc thuc hién Chi thi nay; tong hop, bao cdo UBND tinh két qua thuc hién.

3. Cong an tinh

- Trién khai céc hoat dong ing clru su c¢d theo chuc nang, nhiém vy dugc
giao.

- Phéi hop chiat ché v6i S¢ Thong tin va Truyén thong trong hoat dong
ung ctru su ¢O an toan thong tin mang.

- Piéu tra va xr 1y cac trudng hop vi pham an toan thong tin mang theo
tham quyén.

4. Cac doanh nghiép cung cap dich vu vién thong, Internet trén dia ban
tinh Quang Nam:

- Nghiém tac tudn tha cac yéu cau diéu phdi cua Co quan diéu phdi quéc
gia, P01 trng ctru sy c6 mang, may tinh trén dia ban tinh Quang Nam trong cac
hoat dong ting curu, xur Iy su ¢o.

- Canh bao cho khach hang cac nguy co, su cb an toan thong tin mang
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trén dién rong hodc khi phat hién nguy co, su cb an toan thong tin mang lién
quan t&i khach hang; ho trg khach hang trng ctru, xtr Iy su ¢ an toan thong tin
mang lién quan t&1 dich vu do doanh nghiép cung cap.

5. Cac doanh nghi€p an toan thong tin mang trén dia ban tinh Quang Nam

- Cung cap, chia sé thong tin vé sy ¢ mat an toan thong tin mang vé So
Thong tin va Truyén thong (qua Phong Cong nghé thong tin va Buu chinh vién
thong).

- Phéi hop chit ché v6i Cong an tinh, S& Thong tin va Truyén thong va
cac don vi ¢o lién quan trong cac hoat dong ting curu, xur ly su co.

Yéu ciu cac So, Ban, nganh, UBND cac huyén, thi xa, thanh phé, co
quan, don vi, td chirc, cd nhan 1ién quan t0 chirc trién khai thuc hién tot cac ndi
dung cta Chi thi nay./.
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