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QCVN 14:2026/BCA
QUY CHUAN KY THUAT QUOC GIA
VE AN NINH MANG CHO HE THONG CAMERA GIAM SAT
| TRONG CO' QUAN NHA NUOC
National technical regulation
on Cybersecurity for Surveillance Camera System in State Agencies

1. QUY PINH CHUNG

1.1. Pham vi diéu chinh

Quy chudn nay quy dinh yéu cau an ninh mang co ban ddi véi cac thanh phan chinh
ctia hé théng camera giam sat cong trinh quan trong lién quan dén an ninh quédc gia, hé
théng camera giam séat cha co quan, doanh nghiép nha nuwéc phyc vy an ninh, trat ty va
_giam sat didu hanh dé thi thdng minh, hé thdng camera giam sat an ninh, trat ty, xir Iy vi
pham va diéu hanh giao thong, bao gdm: ("Thiét bj camera giam sat stv dung giao thirc
internet, @Thiét bi dAu ghi hinh, ?MHeé théng mang, WCau phan lwu triy, *Phan mém quan
ly video, ©Thiét bi trung gian x( ly tai bién.

Céc hé thdng camera giam sat dic thu, bao gém: hé théng camera tac chién,
camera trinh sat; hé thong camera giam sat budng hdi cung, trai giam, trai tam giam, nha
tam gitr khang thudc pham vi diéu chinh ctia Quy chuan nay.

Heé théng camera giam sat 63 dwoc phé duyét cip do va trién khai day du phwong
an bdo dam an ninh mang theo cap dd dwgc phé duyét thi khéng ap dung quy dinh tai
Quy chuén nay.

1.2. Doi tworng ap dung

Quy chuan nay duwgc ap dung cho cac co' quan, td chire, doanh nghiép nha nuwéc cod
hoat dong xay ding, dau tw, trién khai, van hanh hé thong camera thudc pham vi diéu chinh
ctia Quy chuan nay.

1.3. Tai lidu vién dan

QCVN 11:2026/BCA: Quy chuan k¥ thuat qudc gia vé thiét bj camera giam sat sir
dung giao thirc Internet - Cac y&u cau an ninh mang co’ ban

1.4. Chir viét tat

API Application Programming Interface  Giao dién ap trinh ¢rng dyng
P internet Protocol Giao thire Internet

MAC Media Access Control Piéu khién truy cap mai trwdng
VMS Video Management System Phan mém quan ly video

NVR Network Video Recorder Pau ghi hinh mang

DVR Digital Video Recorder Pau ghi hinh ky thuat sb
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RAID
VPN
WORM
eSATA

USB
NTP
OTA -

" TCP
UDP
IPSec
'SSH
TLS
ONVIF

HTTPS
CVSS

AES
DHCP

HTTP
WAN

Redundant Array of Independent

Disks
Virtual Private Network
Write Once Read Many

External Serial Advanced
Technology Attachment

Universal Serial Bus
Network Time Protocol
Over The Air

Transmission Control Protocol
User Datagram Protocol
Internet Protocol Security
Secure Shell

Transport Layer Security

Open Network Video Interface
Forum

Hypertext Transfer Protocol

 Secure

Common Vulnerability Scoring
System

Advanced Encryption Standard

Dynamic Host Configuration
Protocol

Hypertext Transfer Protocol

Wide Area Network

1.5. Giai thich tir ngip
Quy chuan nay sl dyng cac thuat ng va dinh nghia trong QCVN 11:2026/BCA va
cac thuat nglr sau:

I
! 1

|
i

Mang d"I a doc lap dy bhdng
S
Mang riéll!wg ao
Ghi mot Ian, doc nhidu fan
Chuan ket ndi SATA duwoc thiét ké

chuyen blet de két ndi cac thiét bi
ey trip galn ngoai
Chuan két néi vat ly dwoc ding dé
lién két c4c thiét bj dign ti
Giao thwqdong bd hoa thoi glan
mang |

i
Phuong thirc phan phdi, cap nhat
tlr xa' !

t
|

Giao thirc iéu khién truyén van
Giao thirc @éj d@ liéu ngudi ding
Bao mat giflao thire Internet

Kénh giao ;Eiép bdo mat

Giao thirc tlg)éo méat téng giao van

~ I 0

Dién dan giao dién video mang
mé i
' I
Giao thtrc truyén ti siéu van ban
an toan |
Hé thdng cr'[ém diém 16 hdng bao
mat chung |

i
Tiéu chuan ma hoa tién tién

Giao thire cau hinh déng may chil

| |
Giao thire triiyén tai siéu van ban

Mang cfién r:;"long
i
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1.5.1. H& thong camera giam sat (Surveillance Camera System)
Hé théng camera giam sat bao gdm tap hep cac thanh phan nhdm bao dam qua
trinh thu, ghi, nhan, truyén di liéu camera giam sat dén noi giam sat.
1.5.2. Dau ghi hinh mang (Network video recorder)

PAu ghi hinh mang 1a thiét bi chuyén dung nhan, xt ly va luu tri¥ cac ludng video
ki thuat sd t camera 1P qua mang cyc bd hodc mang dién rong.

1.5.3. Dau ghi hinh ky thuat s (Digital video recorder)

Dau ghi hinh ki thuat sb 1a thiét bi s& hoa, x(¥ ly va ghi lai tin hiéu video analog tir cac
hé théng camera giam sat tryc tiép 1én phwong tién lwu trl cuc bo.

1.5.4. Phan mém quan ly video (Video management system)

Phan mém quan ly video la thanh phan clia hé thdng camera giam sat thu thap
video tlr camera va cac ngudn khac, ghi lai video d6 vao thiét b lwu trir va cung cép giao
dién dé xem video tryc tiép cling nhuw truy cap ngau nhién vao video da ghi.

1.5.5. Hinh mé (Watermark)

Hinh m& 1a van ban hodc hinh anh dwoc lam mo va chén chim [én cac san pham
ky thuat sb.

1.5.6. O dia dw phong néng (Hot spare)

O dia dwgc cu hinh s8n trong hé théng lwu trir d& ty dong thay thé & da bj hdng,
bdo d&m db tin cay cta hé thdng.

1.5.7. Thiét bj trung gian xtr ly tai bién (Edge device)

Thiét bi dat gitra camera va cac thanh phan x& ly trung tam c0a hé thdng camera
giam sat, ¢o chire ndng thu nhan di liéu tlr camera dé x( ly, phan tich, lwu dém hodc
chuyén tiép két qua vé hé thdng camera giam sat.
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2. QUY DINH KY THUAT - |

. . |
2.1. Yéu ciu dbi véi thiét bj camera giam sat st dung giao thirc Internet

Thiét bi camera giam sat st dung giao thirc Internet dwc;lrc st dung trong hé thdng
camera thudc pham vi didu chinh clia Quy chuén nay phar dap1u’ng QCVN 11:2026/BCA.
2.2. Yéu cau dbi véi thiét bj diu ghi hinh |

2.2.1. Yéu céu 2.2.1 : | |

Thiét bi dau ghi hinh néu ¢é giao dién két néi wu trir, sso lwu ngoai vi (nhw USB,
eSATA) thi phai c6 kha ndng ngén chén nap tép thye thi tir cac thiét bj ngoal vi duge
két ndi, trir ban cap nhat firmware da dwoc xac thure chir ky s6 theo yéu cau 2.2.8.

2.2.2, Yéucdu 2.2.2 _ :
Thiét bi d&u ghi hinh phai co chiic nang cho phép kiém soat, v6 hiéu:héa cac giao
dién mang va giao dién logic.
2.2.3. Yeucau223 )
Thiét bj dau ghi hinh. phai c6 co ché cho phép thiét Iap nguong canh bao va ty déng

phat ra cac tin hiéu cénh bao khi dung lvong lvu trir kha dung| thap hon gia tri ngu’ong
da dat. ‘ ~ -

2.2.4. Yéu ciu 2.2.4 \

Thiét bj dau ghi hinh phai ¢4 co ché chong can thiép hoac)chong gid mao, bao dam
kh& ndng ngan ch&n hodc phat hién viéc cat ghép, stra ddi ciu tric tép abi voi tep video
dwoc ghi nhan va lwu triy trén thiét bi. .

2.2.5, Yeucau225 : ' ‘

Thiét bi d&u ghi hinh phai hd tro ma hoa tép video khi truyen tai, xu4t ra hodc sao
lu ngoai tuyén, st dung thuat toan ma hoa manh chua by cong bb diém yéu.

2.2.6. Yéu cau 2.2.6

Thiét bi dau ghi hinh khong dugc cho phép cai dat, kich hoat cac tép thyc thi,
(rng dung bén thir ba néu cac tép, ng dung nay chwa dwoc|xac thye tinh toan ven
va hop 18. ' foo

2.2.7. Yéu cdu 2.2.7 1.

Thiét bi dau ghi hinh phai duoc thiét I18p lai tai khoan, i‘nét;‘ khau quan tri tredc khi
dwa vao van hanh chinh thirc; khdng duy tri tai khoan, méat khau mé&c dinh ctia nha san
xuat & trang thai cé thé str dung dé& déang nhap. 1

1 2.2.8. Yeucau228 '

Thiét b| d4u ghi hinh phai hd trc co ché ¢ap nhat phan mém, firmware (bao gdm ca
cap nhat qua phwong thire OTA néu cé) cé xac thue chiv ky sd nguon gbc ban cap nhat;
¢6 kha nang phat hién ban cap nhat khéng hop 18 va khbi phuc vé phién ban 6n dinh
trong truwdng hop cap nhat that bai hodc bi gian doan.

10 |
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2.3. Yéu cau déi v&i hé théng mang

2.3.1. Yéu céu 2.3.1

Hé théng mang chi dwge mé céac giao thike an toan phuyc vy cho viéc truyén tai dir
liéu camera gidm sat va quan tri cac ciu phan clia hé théng camera giam sat; trwong
hop st dung chuén ONVIF thi phai truyén qua HTTPS/TLS, hd tre Profile G/T/M pht hop
v6i chirc nang clia tivng thiét bi. -

2.3.2. Yéu cau 2.3.2

Hé théng mang phai bao dam phan tach ving mang camera giam sat va céc ving
mang con lai. Cac viing mang ¢con lai trong hé thdng chi dwgc két ndi véi viing mang camera
giam sat theo chinh sach kiém soat truy cap da thiét 1ap dé& phuc vu quan tri, van hanh, khai
thac hé thdng.

2.3.3. Yéu ciu 2.3.3

H& théng mang phai ¢é kha nang kiém soét truy cap clia cac thiét bj két ndi vao hé
théng camera giam sat, tdi thidu bao dam kiém soat truy cap thdng qua dia chi MAC.

2.3.4. Yéu ciu 2.3.4

Hé théng mang phai bao ddm céac thiét bi trong hé thdng camera giam sat ¢6 kha
nang déng bd thdi gian qua may chu thoi gian.

2.3.5. Yéu céu 2.3.5

Hé thdng mang bao dam viéc truy cap, quan trj tlr xa ddi v&i cac thiét bi trong hé
théng camera giam sat phai dwoc thire hién qua kénh két ndi ma hoa, xac thyc hai chiéu;
khéng dwoc phép md truc tiép cdng dich vu quan tri cia camera, dau ghi hinh, thiét bi
trung gian ra mang Internet céng céng.

2.4, Yéu céu dbi véi ciu phan lwu triv

2.4.1. Yéu cdu 2.4.1

C4u phan Iwu tri cuc b ¢6 tir 02 & dia cirng trd 1&n phai co tinh ndng thiét lap cau
hinh mang dia doc lap dw phong bdo ddm an toan va chdng mat, that thoat di liéu do sy
¢b phan cing.

2.4.2. Yéu ciu 2.4.2

Cau phan lwu trik cyc bd co tlv 03 & dTa clrng tré 1&n phai co chire nang hd tro tu
dong thay thé va tién hanh tai tao dong b hoa dir liéu théng qua 6 dia dw phong nong
ngay khi phat hién c6 sw ¢b hong dra.

2.4.3.Yéuciu 2.4.3

Trong tredng hop Iwu triy trén ddm may, phai st dung kénh truyén ma hoa téi thiéu
TLS 1.2 khi truyén qua mang Internet cdng cong hodc str dung kénh truyén riéng cé ma

héa (VPN Site-to-Site/IPSec).

11
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2.4.4, Yéucau24.4 |
Trong trrdng hop lwu trir trén ddm may, cac thiét bi két ndi truydn tai di lidu livu tri
l&n dam may chi dwoc cap quyén ghi, khéng dwoc cap quydn xem, sira hodc xda dif lidu,
2.4.5. Yéu cdu 2.4.5

Trong trudng hop lwu trik trén dam may, hé thdng Iwu trir dam may phai co kha nang
kich hoat tinh ndng WORM, cho phép hé théng ty déng gh| de hodc xda an toan di ligu
khi hét thoi han Iwu tri. : !

2.5. Yéu cau dbi véi phan mém quan ly video
2.5.1. Yéu céu 2.5.1 |
Phan m&m quan Iy video phai ¢6 cac co ché ma hoa kénh truydn cho toan bo dir

lidu hinh anh, &m thanh va ludng I&nh didu khién khi truyén tai grua may chq, thlet bi dau
cudi va may khach.

2.5.2. Yéu ciu 2.5.2

Ph&n mém quan ly video phai cd cac bién phap k¥ thuat|xac minh nhdm bao dam
tinh toan ven cia dir liéu, c6 kha nang ty dong phat hién va ngan chin viéc chén tép,
stra dbi hodc 1am gia ludng dik liéu truyén tai. - '

2.5.3. Yéu cau 2.5.3

Phan mém quan ly video phai thuwe hién dugc viee xac thwc Gmh danh ngwm dung
va xac thue tinh hop lé cua thiét bj dau cudi trwde khi cho phep bat ky thiét bi hay tai
khodn nao thiét 1ap két ndi trao ddi div liéu. |

2.5.4. Yéu cdu 2.5.4 |

Phan mém quén ly video phai phan quy&n chirc nang thec vai trd (nhw quan trj, van
hanh, xem) cho tirng tai khoan ngudi ding, khéng cho phép thl,Pc hién thao tac vwgt qua
vai tro duec gan.

2.5.5. Yéu ciu 2.5.5

Phan mém quan 1y video tai thoi diém danh gia khong duwgc tdn.tai 16 hdng bao mat
da dugc cong bd & mirc nghiém trong hosic cao va phai ¢é kha nang ngan chan cac hanh
vi tAn cong do mat khau tw déng. |

2.5.6. Yéu ciu 2.5.6

Phan mém quan Iy video phai c6 chirc nang ghi nhat ky ddi véi moi hoat dong clia
nguwdi sir dyng, ti thidu bao gém théng tin dinh danh nguoi c!ung, thoi gian, thao tac
thire hién va ddi twong bj tac dong.

2.5.7. Yéu cau 2.5.7

o

Phan mém quan Iy video phai ¢é tinh niing phan quyan truy cap theo tirng camera,
dau ghi hinh cho tirng tai khoan ngudi diing, khong cho phép|truy cap ngoai pham vi
duwoc cap. .

12 |
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2.5.8. Yéu cau 2.5.8

Phan mém quan ly video phai ¢o chirc nang nhing hinh mé vao video camera
giam sat.

2.5.9. Yéu cdu 2.5.9

May chu trién khai phan mém quan ly video chi dwoc mé két ndi cho cac cdng/giao
thirc phyc vy truyén phat, didu khién video va quan tri, van hanh phan mém, cac dich vu hd
tro da dwore khai bao trong ho so thiét ké; cac cdng/giao thire khac phai bi chan.

- 2.5.10. Yéu cdu 2.5.10

Phan mém quan ly video phai cd tinh nang hoac giai phap béo vé ng dung/AP! va
thyre hién xac thye, phan quyén, kiém soat phién lam viéc ddi vdi tirng yéu cau két ndi.

2.6. Yéu cau d6i véi thiét b trung gian x(r ly tai bién

2.6.1. Yéu cau 2.6.1

Thiét bi trung gian x& ly tai bién phai cé dinh danh riéng béng chirng thu s hoac
khéa mat ma riéng; khdng s dung chung tai khoan, mat khau ho&c chirng thw gitra nhiéu
thiét bi.

2.6.2. Yéu cau 2.6.2

Thiét bj trung gian x( ly tai bién phai ¢é tinh ndng khéi ddng an toan va chi cho phép
nap, thye thi firmware, phadn mém da duoc ky sé hop 18.

2.6.3. Yéu cau 2.6.3

Thiét bj trung gian x( Iy tai bién chi dwoc két ndi, truyén di liéu téi dang dia chi, dich
vy tiép nhan; khong duoc két ndi tnpc tiép ra mang Internet hodc truy cap ngang sang
camera, thiét bi khac ngoai pham vi dwoc cap phép.

2.6.4. Yéu chu 2.6.4

D@ liéu hinh anh, video, siéu di¥ liéu ivu tam hodc lwu dém cuc bd trén thiét bi trung
gian x Iy tai bién phai dwec ma hda va tw dong xda khi hét thdi han lwu da cau hinh.

2.6.5. Yéu ciu 2.6.5

Thiét bi trung gian xtr ly tai bién phai co kha néng phat hign hanh vi can thigép bat thuéng
(nhw mé v thiét bi, ngét két ndi mo-dun, phat lai di lidéu video c() trong hoat ddng va tu
dong phat cadnh bao hodc cach ly khdi hé théng khi phat hién.

2.6.6. Yéu cau 2.6.6

Thiét bi trung gian x{ ly tai bién chi dwgrc mé cac cdng, giao thire phyc vy dung chire
nang thu nhan dir liéu tlr camera, truyén két qua vé& hé théng camera giam sat va quan trj,
bao tri; moi k&t ndi quan tri, bao tri tir xa phai thwe hién qua ké&nh ma hoa, xac thuc hai chiéu.

13
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3. PHUONG PHAP PO !
|

3.1. i véi thiét bi camera giam sat stv dung giao thipc Internet

Phuong phap do kiém, thir nghiém va danh gia sy tuan I‘hﬁ dbi voi thiét bi camera
gidm sat st dung giao thirc Internet dwoc thue hién theo cac quy dlnh va phuong phap
do quy dinh tai QCVN 11:2026/BCA. , |

3.2. D6i voi thidt bj dau ghi hinh Ii
3.2.1. Nhém kiém thir yéu ciu 2.2.1 !

, . |
3.2.1.1. Muc tiéu kidm the '

Kiém thir dau ghi hinh (NVR/DVR) dap wng hay khong yéu fcau 2.2.1 Quy chuén nay.
3.2.1.2. Banh gia sy tuan thu vé thiét ké . |
3.2.1.2.1. Muc dich kidém thir El

Panh gia NVR/DVR (néu c6 cong sao lwu vat Iy} ¢6 ngan|chan nap tép thu'c thi to
thiét bi ngoai vi hay khéng. !

3.2.1.2.2. Phwong phap kiém they L

1) Banh gia dau ghi hinh c6 giao dién két ndi lwu triv, sad ltru ngoai vi (nhw USB,
eSATA) hay khéng; néu khong cé thi bd qua cac bude tiép theo

2) Két ndi mot thiét bj lwu trir ngoai vi co chira tép thye thi igla I4p vao ¢dng sao luu
vat ly clia dau ghi hinh.

3) Tién hanh nap, thyc thi t&p (qua chirc ndng cap nhat, k‘hon phuc cau hinh hodc
iy @dng chay) sau khi két néi thanh cong vao dau ghi hinh. |

4) Danh gia phan mém hé théng ctia dau ghi hinh c6 kha nang ngan chan viéc thyc
thi t&p tlr thiét bi ngoai vi 6 hay khong.

1
[

3.2.1.2.3. Kétluan |

1) Dap ¢ng: Thiét bj khong co cdng giao tiép vat ly dé két no; thiét bi ngoai vi, hodc
néu co cdng thi phat hién va ngén chan thanh cdng nap tép thwc thi tu thlet bi ngoai vi.
2) Khong dap ing: Néu yéu cau trén khong dap tng. - II
3.2.2. Nhém kiém thir yéu ciu 2.2.2 !
3.2.2.1. Myc tiéu kiém thir |
Kiém ther dBu ghi hinh (NVR/DVR) dép tng hay khong yéu ciu 2.2.2 Quy chun nay.
3.2.2.2. Danh gia sy tuan tha vé thiét ké I
3.2.2.2.1. Myc dich kiém thr |

Panh gia kha n&ng cta dau ghi hinh trong viéc cho phép ngudi quan trj kiém soat,
bat/tdt va vé higu héa céac giao dién mang hodc giao dién logic.

14
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3.2.2.2.2. Phwong phap kiém thir

1) Truy cap vao giao dién quan trj hg théng clia dau ghi hinh, tién hanh xdc dinh
danh sach cac giao digén mang hoac giao dién logic dang hoat dong.

2) Thye hién thao tac v6 hiéu héa mét giao dién mang cu th& hodc mot cdng dich
vu logic thong qua ciu hinh hé théng.

3) Str dung mét thiét bi ngoai vi hodic may tram thir két ndi trye tiép vao giao dién vat
ly, st dung ¢cdng cu quét mang dé& cb gang truy cap vao giao dién logic vira bj vo hiéu hoa.

4) Banh gia xem thiét bi c6 chdn hoan toan két ndi tlr bén ngoai vao céac giao dién
da bi dong hay khong.

3.2.2.2.3. Kétluan

1) Dap &ng: Thiét bj cung cép tinh néng vo hiéu hoa giao dién rd rang va ngén chan
thanh ¢cdng moi truy cap vao cac giao dién mang/logic da bi v hiéu hoa.

2) Khong dap tng: Néu yéu cau trén khong dap tng.

3.2.3. Nhom kiém thier yéu ciu 2.2.3

3.2.3.1. Muyc tiéu kiém thiy

Kiém thir dau ghi hinh (NVR/DVR) dap (rng hay khdng yéu cau 2.2.3 Quy chuan nay.
3.2.3.2. Panh gia sy tuan thi vé trién khai

3.2.3.2.1. Myc dich kiém thir

Panh gia tinh nang thiét 1ap nguwdng canh bao va canh béo khi sép hét dung lwong
hwu triy cOa dau ghi hinh.

3.2.3.2.2. Phuong phap kiém thy

1) Thiét 14p ngudng canh bdo dung lwong thdp trén cdu hinh lwu triv cta thiét bi,
dat & mire gan vé&i dung lwong kha dung hién tai d& rat ngén thoi gian thir nghiém; tam
tit ché do ghi d& néu c6.

2) Tién hanh nap di¥ ligu lién tuc vao hé thdng dia cho dén khi dung lweng kha dung
giam xudng duwéi mire nguwdng canh bao.

3) Danh gia thiét bj c6 phat ra cac thdng bao canh bo qua am thanh, email, hoac
giao dién quan ly kip th&i hay khong.

3.2.3.2.3. Kétluan

1) Dap wng: DAu ghi hinh cho phép thiét 1ap ngudng canh bao va hé thdéng canh
bao hoat ddng chinh xéac khi dung lwong thye t& cham ngwdng ciu hinh.

2) Khong dap t¢ng: Néu yéu cau trén khong dap ong.
3.2.4. Nhém kiém thie yéu ciu 2.2.4
3.2.4.1. Muyc tiéu kiém thip
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Kiém thir d&u ghi hinh (NVR/DVR) dép trng hay khéng yéu cu 2.2.4 Quy chudn nay.
3.2.4.2. Danh gia sy tuan tha vé trién kha | "
3.24.2.1. Muyc dich kiém thi

Panh gia tlnh toan ven va co ché canh bao chong can thiép cla t&p video dugc
lwu trie.

3.2.4.2.2. Phuwong phap kiém thr

1) Thue hién ghi va trich xuat mét tép video hoan chinh tir ciu phén lwu trir cia
dau ghi. |

2) Str dung céng cy chinh sira dé can thigp lam thay ddi mot sb bit dir liéu trong tép
video @4 trich xuét, sau d6 kiém tra tép bang chirc ndng xac minh cua thiét bi hodc cong
cu xac minh clia nha san xuét. -

3) Banh gi4 thiét bi hodc cong cu xac minh ¢ xéac dinh dwoc tép da bi chinh slra va
phat ra canh b&o chéng gid mao hay khéng.

3.2.4.2.3. Kétluan l

1) Dap ng: Thiét bi hodc cdng cu xac minh clia nha sa’n xuét co kha nang phat
hién t&p video bi thay ddi va tir chdi x4c nhan tinh toan ven cliz tép.

2) Khong dap tng: Néu yéu cau trén khdng dap tng. l
3.2.5. Nhom kiém thiv yéu cu 2.2.5 ]
3.2.5.1. Muyc tiéu kiém thir
Kiém thcr dau ghi hinh (NVR/DVR) dap (ng hay khong yéu c,au 2.2.5 Quy chuan nay.
3.2.5.2. Danh gia sw tuan th( vé thiét ké
3.2.5.2.1. Myc dich kiém thir
Panh gia kha nang ma héa dir liéu cia thiét bi dbi voi cac tap video khi truy2n tai,
xuét ra hodc sao iwu ngoai tuyén. |

3.2.5.2.2. Phwong phap kiém thir

1) Thye hién lénh sao lwu/xuét tép video ra thiét bi ngoa| Vll va kich hoat chirc nang
ma hoa bao mat di¥ liéu trén dau ghi.

2) Danh gia thuat toan ma hoa ap dung trén t&p xuét ra cd tuan thi cac chun mat
ma manh chwa dugc cac tb chire qudc té dua ra diém yéu (vi du: AES tir 128 bit trd 18n)
hay khéng. J

3) Kiém tra t&p xuét ra khéng thé giai ma va xem dugc neu khéng cung cép ding
khoa giai ma.

3.2.5.2.3. Kétluan \
1) Bap tng: Tép sao lwu dwge ma hoa theo thuat toan dat'chuén va khong thé truy
cap néu thiéu khéa giai ma hop ié.
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2) Khong déap (rng: Néu yéu cau trén khong dap tng.
3.2.6. Nhém kiém thir yéu cau 2.2.6
3.2.6.1. Muc tiéu kiém thr
Kiém ther ddu ghi hinh (NVR/DVR) dap Gng hay khong yéu cau 2.2.6 Quy chuén nay.
3.2.6.2. Danh gia sy tuan tha vé thiét ké
3.2.6.2.1. Myc dich kiém thiy
Danh gia kha nang chan cac tép thyc thi, cac (rng dung khéng hop 1€ trén thiét bi
dau ghi.
3.2.6.2.2. Phwong phap kiém thiy

1) Thong qua chirc néng cai dat ng dung hodc cap nhat cha dau ghi, nap mét tép
¢ng dung chwa dwore ky s xac thye hodc da bj thay ddi ndi dung.

2) Thye hién 1énh kich hoat t&p ¢ng dung d6 va danh gia xem hé diéu hanh cla
thiét bi c6 ngan chan, tir chdi quyén thue thi hay khéng.

3.2.6.2.3. Kétluan

1) Dap trng: Thiét bi d&u ghi ti chdi cp quyén thye thi ddi véi cac ng dung, phan
mém chwa dwgc xac thue tinh hop 1é.

2) Khéng dap (rng: Néu yéu ciu trén khdng dap tng.

3.2.7. Nhém kiém thiv yéu chu 2.2.7

3.2.7.1. Myc tiéu kiém ther

Kiém thtr dau ghi hinh (NVR/DVR) dap (ng hay khéng yéu cau 2.2.7 Quy chuén nay.

3.2.7.2. Danh gia sy tuan thi vé thiét ké

3.2.7.2.1. Myc dich kiém ther

Danh gid viéc thiét bj khéng con tén tai tai khodn, mat khdu mac dinh cla nha san
xuét & trang thai c6 thé dang nhap.

3.2.7.2.2. Phuong phap kiém thir

1) Tra clru tai lidu k§ thuat clia nha san xuét hodc co s& dir liéu cong khai dé xac
dinh danh sach tai khodn, mat khau mac dinh theo model thiét bi.

2) Thir dang nhap vao giao dién quan trj cla thiét bi (Web, tng dung quén Iy, giao
dién dong lénh néu co) bang cac tai khodn, mat khdu maic dinh da xac dinh.

3) Panh gia thiét bi co tir chdi dang nhap béng tai khodn, mat khau mac dinh hay
¢o bat budc thiét 1ap lai tai khodn, mat khdu ngay trong Ian khéi tao diu tién hay khong.

3.2.7.2.3. Két luan
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1) Dap Gng: Thiét bj tir chdi viéc dsing nhap bing tai khoan, mat khau mic dinh
hodc bat budc ngudi diing thiét 1ap lai tai khoan, mat khau khéc tai khodn, mat khdu mic
dinh tru¢c khi cho phép sty dung. '

2) Khong dap (ng: Néu yéu cau trén khong dap wng.

3.2.8. Nhém kiém thir yéu cdu 2.2.8
3.2.8.1. Myc tiéu kiém they

Klem thir d&u ghi hinh (NVR/DVR) dap trng hay khong yéii ciu 2.2.8 Quy chuan nay.

3 2.8.2. Danh gia sy tudn tha vé thiét ké }

3.2.8.21. Myc dich kiém thG: Danh gia thiét bi cé co ché cap nhat phan
mém/firmware c6 xac thye chir ky s ngudn géc ban cap nhat, cé kha nang phat hien
ban cap nhét khong hop 18, ¢ khé néng khéi phuc vé phién bén dn dinh khi cap nhat that
bai ho&c gian doan. ‘

3.2.8.2.2. Phuong phap kiém thir

1) Chuén bi géi cap nhat firmware gia lap chwa dwoc ky Isc‘5 hop 1& hodc da bi chinh
stra ndi dung. .

2) Thwe hién thao tac nap goi cap nhat gid 1ap vao thiét bj qua kénh cép nhat théng
thudrng (bao gdm ca kénh OTA néu thiét bi hé tro).

3) Danh gia thiét bi ¢6 tir chéi cai st gsi cap nhat khong hep 16 hay khong.

4) Trong mot kich ban riéng, ch( dong ngét ngudn hodc rigat két ndi trong khi thiét b
dang thire hién mdt ban cép nhat hop 18, sau d6 quan sat kha ning kh0| phuc cta thiét bj.

3.2.8.2.3. Két luan I

1) Bap (ng: Thiét bi tir chi cai a3t g6i cap nhat khéng duoc ky sé hop 18 hodc da
bi chinh stra; khi phuc dwge vé phién ban dn dinh khi qua trinh cap nhat hep 18 thét bai
ho&c¢ bj gian doan, khéng roi vao trang thai khang thé khdi dong.

2) Khong dap ¢ng: Néu yéu clu trén khdng dap tng.

3.3. Nhém kiém thir yéu cAu déi véri hé théng mang -'
3.3.1. Nhém kidm thir yéu ciu 2.3.1 !

3.3.1.1. Myc tidu kiém thor _ N

Kiém thir hé théng mang dap ¢ng hay khong yéu cAu 2.3.1 Quy.chuén nay.
3.3.1.2. Danh gia sy tuan thi v& thidt ké :
3.3.1.2.1. Myc dich kidm thr

banh gia viéc hé thdng mang chi mé cac giao thirc an toan phuyc vy truyén tai va
quén trj céc cau phan clia hé théng camera giam sat, chan cac giao thirc khéng can thiét.

3.3.1.2.2. Phwong phap kiém thiy
18
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1) S& dyng cac cdng cuy ra quét cdng mang tlr mdt may tram nam trong ciing viing
mang va tr mdt may tram ndm & ving mang khac (néu cé dinh tuyén).

2) The hién quét toan bd cac cdng TCP/UDP dbi voi cac dai IP duge quy hoach
cho camera giam sat va may chl quan ly (d6i voi hé thong quy mé 1on, dwoc phép quét
theo méu dai dién cho tirng chiing loai thiét bi).

3) Béi chiéu danh sach cac cdng/giao thirc dang mé véi tai lidu thiét ké mang. Kiém
tra s\ tdn tai clia céc giao thirc khdng ma hoa, kém an toan (nhu Telnet, HTTP khéng
ma héa).

3.3.1.2.3. Két luan

1) Dap &ng: H& thdng mang chi phan hdi trén cac cdng/giao thire an toan da dwoc
cau hinh; trwérng hop st dung chudn ONVIF thi két ndi qua HTTPS/TLS véi Profile ph
hop chire nang thiét bi; cac giao thirc khdng an toan bi khda hoan toan (trir tredng hop
ngoai & tai yéu ciu 2.3.1).

2) Khéng dap (rng: Néu yéu cau trén khong dap tng.

3.3.2. Nhom kiém ther yéu cau 2.3.2

3.3.2.1. Myc tiéu kiém ther

Kiém thir hé thdng mang dap (rng hay khéng yéu ciu 2.3.2 Quy chuén nay.
3.3.2.2. Banh gia sy tuan thu vé thiét ké

3.3.2.2.1. Muc dich kiém thr

Panh gia kha nang phan tach doc lap gitra ving mang danh riéng cho camera giam
sat va cac vung mang khac.

3.3.2.2.2. Phuong phap kiém the

1) Két ndi mdt may tram vao ving mang ngudi dung ndi bo (khdng thudc ving mang
camera).

2) Thye hién cac [énh kiém tra két ndi (ping, traceroute...) va cb géng truy cap thang
vao dai IP tinh clia cac camera giam sat hodc dau ghi.

3) Banh gia xem hé théng twong Ita hodc thiét bi chuyén mach, tinh nang phan
tdch mang trén thiét bj dau ghi co chan truy cap chéo trai phép nay hay khéng.

3.3.2.2.3. Két luan

1) Pap (rng: Khong thé thiét 1ap két ndi tir cac ving mang khac téi viing mang
camera ngoai cac két ndi phuc vu quan tri, van hanh, khai thac da duoc cau hinh.

2) Khong dap ng: Néu yéu cu trén khéng dép ng.

3.3.3. Nhém kiém thir yéu cau 2.3.3

3.3.3.1. Myc tiéu kiém thr

Kiém th(r hé théng mang dap wng hay khéng yéu ciu 2.3.3 Quy chuan nay.
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3.3.3.2. Panh gia sy tuén tha vé thiétké -
3.3.3.2.1. Muyc dich kiém thir

Panh gia tinh nang kidém soat quyén truy cap ciia cac thiét bi phan ctng khi cam
tryc tiép vao hé thdng camera giam sat thdng qua dia chi MAC.

3.3.3.2.2. Phuong phép kiém ther

1) Chuén bj mot thiét bj may tinh gia mao (khéng dwgc dang ky dia chi MAC hop 18).
2) Két ndi vat Iy thiét bi nay vao giao dién vat Iy clia hé théng camera giam sat.

3) Kiém tra xem thiét bj cé dwoc cap phat dia chi IP (DH(E:P) ho#c (khi dat dia chi IP
tinh} ¢6 kha nang truyén nhan ban tin broadcast/multicast véi gac thiét bj khac trong mang
hay khong. ‘

3.3.3.2.3. Két luan

1) Pap ng: Hé théng camera giam sat tlr chéi cap quyen truy cap, thlet bi ngoal lai
khéng thé giao tiép mang. :

2) Khong dap (ng: Néu yéu cau trén khang dap tmg.
3.3.4. Nhém kiém thir yéu ciu 2.3.4 |
3.3.4.1. Myc tiéu kiém thiy
Kiém thir hé thdng mang dap (ng hay khang yéu chu 2.3.4 Quy chuan nay.
3.3.4.2. Danh gia sv tuan th v& thit ké o

3.3.4.2.1. Muc dich kiém thce

Danh gia kha néng ddng bd thoi gian cta cac thiét bi trong hé thong voi mét may
chu thei gian (NTP Server).

3.3.4.2.2. Phuwong phap kiém thir ' i

1) Truy cap vao chu hinh clia 01 camera IP va 01 thiét bi lwu trik, thiét 1ap sai lach
~ th&i gian hé thdng.

2) CAu hinh dija chi may chti NTP néi bd (hodc NTP du’ol’c chi dinh) cho cac thiét bi
nay va kich hoat tinh nang ddng bo.

3) Kiém tra lai th&i gian trén cac thiét bi, ddi chidu voi tho‘l gian thyc té ctia méy chd
NTP sau chu ky déng bd.

3.3.4.2.3. Két luan |

1) Bép (ng: Thoi gian trén cac thiét bj tw ddng cap nhat va ddng bd chinh xac voi
may cha NTP.

2) Khéng dép tng: Néu yéu clu trén khong dap &ng.
3.3.5. Nhém kiém thir yéu ciu 2.3.5
3.3.5.1. Muyc tiéu kiém thr
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Kiém thir hé théng mang dap tng hay khéng yéu cau 2.3.5 Quy chuén nay.
3.3.5.2. Danh gia sw tuan thd vé thiét ké: -
3.3.5.2.1. Muc dich kiém ther

Danh gia viéc truy cap, quan tri tir xa dwee thye hién qua kénh ma hoéa, xac thuc
hai chidu va cdng quan tri thiét bi khang 16 ra Internet cong cong.

3.3.5.2.2. Phuong phéap kiém thy

1) Tir mdt may tram trén mang Internet cdng céng, thir do quét va két ndi truc tiép
t&i cdng dich vu quan tri (SSH, giao dién Web quan tri) cla camera, d&u ghi hinh, thiét bj
trung gian theo dia chi IP cong cong (néu co).

2) Ther thiét 1ap mot phién truy cap, quan tri tir xa hop 1& va giam sat cac thong sb
clia phién két néi (giao thirc, co ché xac thye...).

3.3.5.2.3. Két luan

1) Pap ng: Khéng thé két ndi trec tiép tir Intemet cdng cdng toi cdng quan tri cia
thiét bi: phién truy cap, quan trj ti xa hop Ié chl dwoc thiét 1ap qua kénh ma hda, xac thye
hai chiéu. ‘

2) Khong dap trng: Néu yéu cau trén khdng dap tng.

3.4. Nhém kidm thir yéu ciu déi véi chu phin lwu trie

3.4.1. Nhom kiém thir yéu cau 2.4.1

3.4.1.1. Myc tiéu kiém ther

Kiém ther cau phan luu trlr cyc bo dap tng hay khong yéu cau 2.4.1 Quy chuén nay.

3.4.1.2. Panh gia sw tuan tha vé thiét ké

3.4.1.2.1. Muc dich kiém ther

Panh gia kha néng ciu hinh mang dia doc 1ap dw phong (RAID) bao dam an toan,
chdéng mét, that thoat dir liéu.

3.4.1.2.2. Phwong phap kiém thir

1) Kiém tra hd so thiét k& va cau hinh thiee té& cla thiét bj lwu trik, xac nhan hé théng da
duworc thiét Iap cac chuén RAID ¢6 kha ning dy phong (nhw RAID 1, RAID 5, RAID 6...).

2) Trong qué trinh hé théng dang ghi hinh lién tuc, tién hanh rit néng ngau nhién
(hodc ngat két ndi bang phan mém) maot & dia clrng thude cum RAID.

3) Quan sat trang thai hoat déng ciia hé thdng lwu triy va trich xuét lai doan video
vira ghi.

3.4.1.2.3. Két luan

1) Bap ng: Hé théng duy tri hoat déng ghi hinh binh thwdng, phat ra canh bao 15i
dia nhung khéng lam gian doan hé thdng va khdng lam mat di liéu video.
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2) Khong dap &ng: Néu yéu céu trén khong dap tng.
3.4.2. Nhom kiém thir yéu cau 2.4.2 | l
3.4.2.1. Myc tidu kidm thes

cAu 2.4.2 Quy chuan nay.

Kiém thir cAu phan lwu tri cuc b dap ng hay khong yéu |

3.4.2.2. Danh gia sw tuan tha vé thiét ké |
!
3.4.2.2.1. Muc dich kiém thtr L
Danh gia cau phan lwu triy cuc bd ¢6 chire nang hd tro t ddng thay thé va tién hanh
tai tao déng bé hoéa dir liéu thong qua 6 dia dw phong néng nqay khi phat hién ¢c6 sy ¢cb
héng dia. -
3.4.2.2.2. Phuwong phap kiém thir

1) Kiém tra c&u hinh thiét bj lwu trie, bao dam da gan it n}Pat mdt & dia clrng & trang
thai & dia dw phong néng (Hot spare).

2) Ngat két ndi (hodc rat vat ly) mot & dia cing dang chl}'ia div liéu trong cum RAID.

3) Giam sat qua trinh phan hdi clia bd diéu khién lwu trivl
i
3.4.2.2.3. Két luan

1) Bap tng: Thiét bi tw dong ghi nhan & dia hang, Iap tirc chuyén & dia dy phang
- nong vao cym va bat dau qua trinh tai tao dir liéu tw dong. _

2) Khong dap ¢ng: Néu yéu cu trén khong dap tng. 'I
3.4.3, Nhém kiém thir yéu ciu 2.4.3 r
3.4.3.1. Myc tiéu kiém th(r ’

Kiém thir ciu phan Iwu trie dam may dap tng hay khdng yéu ciu2.4.3 Quy chuén nay.
I

3.4.3.2. Danh gia sy tuan tha vé thiét ké !
3.4.3.2.1. Myc dich kiém thir

Panh gia tinh bado mat ctia kénh truyén khi di¥ liéu dwoc day tlr hé thong mang cuc
bd 1&n moi trvdng dam may.

3.4.3.2.2. Phwong phap kiém ther A

1) SU dung cdng cu phan tich gét tin mang d& theo doi két néi dinh tuyén di ra
Internet (WAN interface) hwéng vé dia chi may chd dam may,

2) Phan tich c4u tric cac géi tin di¥ lieu chira video dangﬁ dworc truyén tai.

3) Kiém tra giao thire trao d6i khéa ma hda, xac minh xem két ndi c¢é str dung TLS
1.2 tré 1&8n hodc s dung kénh truyén riéng ¢6 ma héa (VPN Site-to-Site/iPSec) hay
khéng. »

3.4.3.2.3. Két luan
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1) Bap tng: Toan bQ dir lidu déy 1&n dam may dwoc ma hoa bang TLS 1.2 tré 1&n
hoac thong qua kénh truyén riéng an toan. Khéng thu dugc dir ligu video '6’ dang chua
ma hoa.

2) Khong dap trng: Néu yéu cau trén khéng dap ng.

3.4.4. Nhém kidm thir yéu ciu 2.4.4 |

3.4.4.1. Myc tiéu kiém they

Kiém thir cAu phan lwu trir ddm may dap Ung hay khdng yéu cau 2.4.4 Quy chuan nay.

3.4.4.2. Banh gia sy tuan tha vé thiét ke

3.4.4.2.1. Myc dich kiém thd

Panh gia co ché cép quyén chi ghi, khong cap quyén xem, slra, x6a cho cac thiét
bi truy&n tai di¥ iéu lén lwu trir dam may.

3.4.4.2.2. Phuwong phap kidm thir

1) Trich xuét théng tin xac thyc (Access Key/Secret Key hodc Token) dwgc cap
phat cho mot thiét bi camera/gateway day di¥ liéu 1én dam may.

2) Str dung bd thdéng tin xac thyc nay trén mét may tram trung gian, gti 1énh yéu
cu API nham doc, stra tén hodc x6a mot t&p video da ton tai trén dam may.

3.4.4.2.3. Két luan

1} Bap wng: Pam may chi chap nhan céc 1énh day di liéu (chi ghi), tra vé ma 16i tir
chdi truy cap dbi véi moi 1&nh doc, slra hodc xda.

2) Khong dap (rng: Néu yéu cau trén khong dap vng.

3.4.5. Nhom kiém thir yéu cau 2.4.5

3.4.5.1. Myc tiéu kiém thtr

Kiém thir cau phan luu trie dam may dap (ing hay khong yéu cau 2.4.5 Quy chuan nay.

3.4.5.2. Danh gia sy tudn tha vé thiét ké

3.4.5.2.1. Myc dich kiém thiy

Panh gia tinh ndng WORM dbi voi dFP liéu trén nén tang dam may, cho phép tw
dong ghi dé hoac xo6a di¥ liéu an toan khi hét thoi han lwu trie.

3.4.5.2.2. Phwong phap kiém thir

1) Thye hién kiém tra va kich hoat tinh nang khéa WORM trén thu myc fwu tri dam
may v&i mot théi gian lwu gik ngén (vi du 01 ngay).

2) By mét tép tin video 1&n thw myc nay.

3) St dung tai khodn cd dic quydn quan tri cao nhat (Root/Admin ctia hé théng Iwu
trr) thwe thi 1énh xda hodc stra ddi ndi dung tép video vira téi 1&n (khi chua hét thoi han
lwu triv).
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4) Sau khi hét théi han lwu giiv da thiét Iap, thire hién dayltep video ghi de video cé
san trong thu muc nay. !

3.4.5.2.3. Két luan : |

1) E)ap trng: Hé théng dam may tir chdi mei thao tac thay ‘dm hoac x6a tép tin, ngay
ca v&i quyén quan tri vién, cho dén khi thei han WORM két thtuc cho phép ghi dé video
khi th&i han WORM két thic. : |

2) Khéng dap trng: Néu yéu céu trén khdng dép (ng.

3.5. Nhém kiém thir yéu cau d6i véi phdn mém quan \Iy video
3. 5 1. Nhém kiém thie yéu céu 2.5.1

3. 5 1.1. Myc tiéu kiém ther

Klem thlr phadn mém quan ly video (VMS) ¢ap wng hay]khong yéu cau 2.5.1 Quy
chuén nay.

3.5.1.2. Danh gié sw tuan thi v& thiét ké S

3.5.1.2.1. Muc dich kiém thip

Danh giad co ché ma hoa dir liéu hinh anh, am thanh va| ludng 1&nh didu khién khi
truyén tai gitva cac thanh phan ctia VMS. |

35122 Phuwong phap kiém thcr ’

1) Thiét 1ap méi trvdng theo ddi géi tin mang (vi duy: packpt sniffer) gitra may khach,
may chl VMS va thiét bj dau cudi.

2) Giam sat qua trinh truydn tai di ligu hinh anh, am trllanh trec tiep va cac lénh
diéu khién cau hinh thiét bi. -

3) Banh gia cac goi dir liéu thu thap dwofc- 6 bi tiét 15 duc':vi dang ban chwa dwoc ma
hda hay khong, xac minh hé théng cé st dung giao thire mé hoa, dudng truydn an toan.

3.5.1.2.3. Kétluan

1) Bap tng: Toan bd di liéu truyén tai dwcyc ma hda, bao dam tinh béo mat cho hé
théng. ;

2) Khong dap rng: N&u yéu cau trén khong dap l}nlg.
3.5.2. Nhém kiém thir yéu cau 2.5.2 |
3.5.2.1. Myc tiéu kiém thiy |

Kiém thir phdn mém quan ly video (VMS) dap rng hay. khong yéu cau 2.5.2 Quy
chuan nay. |

3.5.2.2. Banh gia sw tuan thd vé thiét k& _
3.5.2.2.1. Muyc dich kiém ther |
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Banh gia tinh nang bao vé toan ven di liéu, tw ddng phat hién, ngan chan chén tép,
‘sira ddi, 1am gia ludng di lidu truyén tai.
3.5.2.2.2. Phuong phap kiém thir
1) Trién khai the thé trung gian, chian bat ludng truyén video thyc té.

2) Tién hanh chén mot doan video tinh hodc géi tin didu khién gid mao vao ludng
mang va chuyén tiép dén may chi VMS,

3) Banh gia xem may chii VMS c6 co ché kiém tra tinh toan ven (nhw ma bam, chir
ky s, chirng thi s6) hodc bién phap ngdn chan dé phat hién va tir chi gdi tin gid mao
hay khdng.

3.5.2.2.3. Kétluan

1) Dap ng: VMS phat hién ludng di fiéu bi can thiép, 1ap tiec tlr chdi gdi tin va ngat
két ndi khdng an toan.

2) Khdng dap (ng: Néu yéu cu trén khdng dap tng.
3.5.3. Nhém kiém thir yéu cau 2.5.3
3.5.3.1. Muyc tiéu kiém thir

Kiém thtr phan mém quan ly video (VMS) dap tng hay khéng yéu cdu 2.5.3 Quy
chuan nay.

3.5.3.2. Banh gia sy tuan th vé thiét ké
3.5.3.2.1. Muyc dich kiém ther

Panh gia co ché xac thye, dinh danh nguwdi ding va xac thwe tinh hop 18 cda thiét
bi dau cudi trwwée khi cho phép bat ky thiét bi hay tai khodn nao thiét 1ap két ndi trao dbi
dir liéu,

3.5.3.2.2. Phuwong phap kiém thir

1) Két ndi mot camera khéng ¢é dinh danh hop 1& vao hé thédng VMS. Bong thoi,
ther nghiém d&ng nhap vao cdng quan tri may chi VMS bang cac phwong thire xac thyc
va tai khoan khoéng hop lé.

2) Panh gia hé théng c6 tir chdi dang nhap sai va tir chdi thu thap di li&u tir thiét bj
chwa xac thye danh tinh hay khong.

3) Panh gia hé théng co phwong an kiém soat cac thiét bi két ndi vao hay khong,
c6 giao dién trén VMS dé thye hién khai bao két ndi hay khong.

3.5.3.2.3. Kétluan

1) Pap ng: VMS yéu cau va xac minh dinh danh cla may khach lan thiét bj, vo
hiéu hda moi két ndi chwa xac thirc.

2) Khong dap tng: Néu yéu cau trén khdng dap &ng.
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3.5.4. Nhém kiém ther yéu ciu 2.5.4
3.5.4.1. Myc tiéu kidm thir |
Kidm thir phin mé&m quan ly video (VMS) dap tng hay
chuén nay.

-3.5.4.2. Banh gia sy tuan tha vé thiét ké
3.5.4.2.1. Muc dich kiém thir

khéng yéu clu 2.5.4 Quy

Danh gia tinh nang phan quyén chire nang theo vai tro déi véi tirng tai khoan nguoi
dung ctia VMS.

| |
3.5.4.2.2. Phuong phap kiém thir ‘

1) Bang nhap vao VMS bang tai khodn ngudi diing co quyén han giam sat thong
thwérng (khdng cé quyén quan tri).

2) Thuc hién cac thao tac vuet giti han phan quyén (nhw thay déi cAu hinh mang
camera, xem lai tép ghi hinh, x6a nhét ky dang nhap...).

3) Banh gia xem VMS ¢6 ngan chan va tir chdi thao tic dua tren hé théng phan
quyen theo vai trd da thiét 1ap hay khong.:

4} Banh gia xem VMS ¢ giao dién phan quyén cho ngu’bfi dung hay khéng,
3.5.4.2.3. Kétluan

1) Bap ¢ng: VMS ¢ giao dién phan quyén, phan tach rd rang quyan han va chin
thanh cong moi truy cép, thao tac vuot quyén dugc cp.
2) Khong dap tng: Néu yéu cau trén khong dap tng. |
3.5.5. Nhom kiém thir yéu cdu 2.5.5
3.5.5.1. Muc tidu kiém thir

Kiém thtr phan mém quan ly video (VMS) dap tng hayl khong yéu ciu 2.5.5 Quy
chudn nay.

3.5.5.2. Danh gia sy tuan thi vé thiét ké

3.5.5.2.1. Muc dich kiém the

Danh gia phan mém VMS khéng tbn tai cac ]6 héng béd. mét & muc nghiém trong
hoac cao va co kha nang ngén chén cac hanh vi tan cong dé mat khau ty déng.

3.5.52.2. Phuwong phap kidm thir ' |

1) Thiét 1ap cac cudc tan cdng mang mé phdng, bao gom cac cudc tan cong phd
bién, t&n cong vét can tai khoan dang nhap nhim vao cbng dICh vy clia may chi VMS,

2) Banh gia phan mém VMS c6 tdn tai 16 hdng bao mat &/mure ngh|em trong va mure
cao theo thang diém CVSS hay khéng; dong thoi danh gia VMS co tw dong khoa tai
khodn, gi&i han Iwgt dang nhap sau mot sd 1&n déng nhap sai hay khong.
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3.5.5.2.3. Kétluan

1) Béap (ng: VMS khong ton tai cac 16 hdng bdo mat & mure nghiém trong va muc cao
theo thang diém CVSS, v6 hiéu hoa cudc tan cong vét can.

2) Khdng dap rng: Néu yéu cau trén khoéng dap &ng.
3.5.6. Nhom kiém thir yéu céu 2.5.6
3.5.6.1. Myc tiéu kiém thir

Kiém thtr phdn mé&m quan ly video (VMS) dap (rng hay khdng yéu cau 2.5.6 Quy
chuan nay.

3.5.6.2. Banh gia sw tuan thi vé thiét ké
3.5.6.2.1. Myc dich kiém thiy

Panh gia kha nang ghi nhan nhat ky hoat dong déi véi moi hoat dong clia nguoi
dung trén VMS.

3.5.6.2.2. Phuwong phap kiém thir

1) St ding tai khodn ngudi dung d& thyc hién cac thao tac: xem ludng video tryc
tiép, phat lai video, thay ddi ciu hinh thiét bj va xda tép video.

2) Trich xuét tép nhat ky hé théng clia VMS va kiém tra xem cac hanh dong trén co
dwoc ghi lai day du thdng tin (tai khodn dinh danh ngudi dung, thei gian, thao tac, dbi
twong bj tac déng...) hay khong.

3.5.6.2.3. Kétluan

1) Dap wng: VMS ghi nhan day du, chinh xéc cac thao tac cla ngwdi dung trong
tép nhat ky giam sét.

2) Khdng dép tng: Néu yéu cu trén khéng dap &ng.

3.5.7. Nhém kiém thir yéu ciu 2.5.7

3.5.7.1. Muc tiéu kiém ther

Kiém thir phan mem quan Iy video (VMS) dap (ng hay khong yéu cau 2.5.7 Quy
chudn nay.

3.5.7.2. Danh gia sy tuan thi vé thiét ké

3.5.7.2.1. Muc dich kiém thr

DPanh gia tinh hiéu qua ctia co ché phan quyén truy cap theo tirng camera, dau ghi
hinh d6i v&i tirng tai khodn ngudi ding.

3.5.7.2.2. Phuong phap kiém thiy

1) Thiét 13p it nhat hai tai khodn nguwdi ding (A va B). Tai khodn A chi dwoc cép
quyén truy cap Camera 1 va NVR 1; Tai khoan B chi dwgc cap quyén truy cap Camera
2va NVR 2.
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2) Str dung Tai khoan A dang nhap va xem Iuong video Ltw Camera 2, két ndi, trich
xuét di¥ lieu tlr NVR 2. Thye hién thao tac vuot quyén twong tw voi Tai khodn B di voi
Camera 1 va NVR 1.

3) Banh gia xem VMS ¢6 chan céc thao tac vuot quyen va hién thi thong béo tie
chéi truy ¢ap tong tng hay khong. ,

3.5.7.2.3. Kétluan

1) Dap &ng: VMS kiém soat va gi¢i han thanh cong quyen truy cap, ngwo’l dung
khéng thé xem camera hay két néi véi NVR/DVR ndm ngoal cau hlnh phan quyén.

2) Khéng dap tng: Néu yéu ciu trén khong dap ung
3.5.8. Nhom kidm thir yéu ciu 2.5.8 | ’
3.5.8.1. Myc tiéu kiém they

Kiém thC phan m&m quan ly video (VMS) dap &ng hay, khong yeu chu 2 5.8 Quy
chuan nay.

3.5.8.2. Danh gia sy tuan thi vé thiét ké ! :
3.5.8.2.1. Muc dich kiém thr

Banh gia kha nang nhting hinh mé& vao video camera giam sat ciia VMS.

3.5.8.2.2. Phuong phap kidm thir |

1) Truy cép vao giao dién quén Iy/ciu hinh clia VMS, tién hé_nh kich hoat va thiét
lap tinh nang nhing hinh mé 12n video. e

' 2) Béng nhap vao phan mém bang tai khoan kiém ther va mé man hmh xem tryc
tiép hodc tién hanh trich xu4t mot doan video tiy hé thong

3) Quan sat man hinh hién thj hodc t&p tin video thu duige nhdm xac dinh sw xuét
hién clia hinh m& (d6i vai hinh mé n, str dung cong cu clia riha san xu4t dé trich Xuat).
3.5.8.2.3. Két luan

1) Bap (’ng: VMS c6 chire nang nhung hinh mé vao video camera giam sét
2) Khdng dap ng: Néu yéu cau trén khong dap ung.

3.5.9. Nhém kiém ther yéu ciu 2.5.9 | |

3.5.9.1. Myc tidu kidm thir ]
Kiém thir phén mém quan ly video dép ing hay khong yéu cAu 2.5.9 Quy chudn nay.
3.5.9.2. banh gia sy tuan thud v& thiét ké

3.5.9.2.1. MUCldICh kiém they

Banh gia viéc may cha cai dat VMS chi cho phép hoat dong cac cong dich vu phyc
vy truyén phat, didu khién video va quan tri, van hanh phan mém; chan hoan toan cac
cong/giao thire khac. -
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3.5.9.2.2. Phwong phap kiém thr

1) Str dung mét may chd/may tram déc lap ndm & ving mang dwgc phép twong tac
v@i may chit VMS.

2) Slr dung cac cdng cu ra quét cdng mang chuyén dung dé thyc hién quét TCP va
UDP trén dia chi IP cda may chi VMS.

3) Bdi chiéu két qua cac cdng/giao thire mang dang md trén hé thdng véi tai liéu
thiét k& mang, tai liéu md ta k¥ thuat clia nha san xuat hodc hd so khai bao hé théng.

4) Kiém tra trang thai clia cac giao thirc khéng an toan hodc khong phuc vy muc
dich truydn phat va didu khién hé théng quan ly video d& bao dam ching khong duoc
phép két ndi. '

3.5.9.2.3. Két luan

1) Bap (ng: Két qua ra quét cho thay hé thdng chi mé va phan hdi @i vai cac cong,

“giao thirc truyén phat, didu khién video va quan tri, van hanh ctia VMS va céac dich vu hd
tro' da dwoc khai bao; cac cdng/giao thire khac & trang thai dong.

2) Khong dap tng: Néu yéu cau trén khéng dap tng.

3.5.10. Nhém kiém thie yéu cau 2.5.10

3.5.10.1. Myc tiéu kiém thir: Kiém thlr phan mém quan Iy video (VMS) dap (ng hay
khéng yéu clu 2.5.10 Quy chuén nay.

3.5.10.2. Panh gia sw tuan tha vé thiét ké

3.5.10.2.1. Myc dich kiém thi

Panh gia hiéu qua cla tinh néng bao vé& ng dung/API va xac thyc, phan quyén,
kiém soat phién lam viéc dbi voi tirng yéu cau két ndi clia VMS.

3.5.10.2.2. Phwong phap kiém thir

1) Xac dinh danh sach API, Web Portal do VMS cung ¢ép phuc vu két ndi vai hé
théng bén ngoai.

2) Thwe hién cac k¥ thuat kiém thir tAn cong tng dung Web/API phd bién (nhw SQL
Injection, Cross-Site Scripting, gl¢i y&u cau khong xac thwe...) nhdm vao cac API, Web
Portal da xac dinh.

3) Banh gia kha nang phat hién, ngdn chén cla gidi phép bao vé &ng dung/API| dbi
v&i cdc ky thuat tdn cong néu trén; kiém tra co ché xéc thue, phan quyén va kiém soat
phién ddi voi tlrng yéu céu API.

3.5.10.2.3. Két luan

1) Bap tng: Gidi phap bao vé rng dung/API phat hién va ngan chén thanh céng
cac ky thuat tan cong ther nghiém; moi yéu cau API déu duwoce xac thie, phan quyén va
kiém soat phién lam viéc. ‘

2) Khéng dap (ng: Néu yéu cau trén khdng dap ng.

29



QCVN 14:2026/BCA

3.6. Nhém kiém thir ydu cau doi véi thiét bi trung glalm xtr ly tai bién
3.6.1. Nhém kiém thir yéu chu 2.6.1
3.6.1.1. Myc tiéu kiém thir

Kidm thir thiét bi trung gian x& Iy tai bién dap tng hay‘ khéng yéu cau 2.6.1 Quy
chudn nay.

3.8.1.2. Banh gia s tuan thi v& thiét ké ,
3.6.1.2.1. Muc dich kiém thcr '

Panh gia viéc méi thiét bi trung glan x(r ly tai bién co chu’ng thw s6, khéa mat ma
riéng, khdng dung chung gitva nhiéu thiét bi.

3.6.1.2.2. Phuwong phép kiém thor

1) Kiém tra chirng thw sé hodc khéa mat ma dwo'c cap cho t6i thiéu hai thiét bj trung
gian cting model trong hé théng.

2) Péi chiéu, so sanh théng tin dinh danh (sé ser:ai chu’ng thu, khc')a cdng khai) gitra
hai thiét bi. '

3) St dung mot chirng thw/khéa khong duoc dang ky de gia Iap két nbi thay cho
mét thiét bj da dang ky. .

!
3.6.1.2.3. Két luan

1) Dap wng: IVIO| thiét bj co chwng thuw/khoa mat ma duy nhét, khong tring. Iap, hé
thdng tir chdi két ndi khi phat hién thiét bj str dung danh tinh! khong dung véi thiét bj da
dang ky.

2) Khéng dép tng: Néu yéu chu trén khdng dap tng.
3.6.2. Nném kiém thir yéu ciu 2.6.2
3.6.2.1. Muc ti&du kiém thcr

Kiém the thiét bj trung gian x( ly tai bién dap wng hay, khong yéu cdu 2.6.2 Quy
chudn nay.

3.6.2.2. Banh gia sy tuan tha vé thiét ké |
3.6.2.2.1. Myc dich kiém ther

Danh gia tinh nang khéi dong an toan va chi cho phép nap, thyc thi firmware, phan
mém da dwoc ky so hop 18 cla thiét bi trung gian x(r ly tai bién.

3.6.2.2.2. Phuwong phap kiém tho ]i

1) Chudn bi ban firmware gia 1ap khong c6 chi ky sé holp 16.-

2) Thye hién nap ban firmware néu trén vao thiét bi,
3) Quan sat qua trinh kh&i dong cla thiét bj va két qua xac thyc chi ky sé.
3.6.2.2.3. Két luan

1) Dap ng: Thiét bj tlr chéi khéi dong hodc tir chéi nap|firmware khong cé chi ky
s6 hop lé. | .

2) Khéng dép tng: Néu yéu cau trén khong dap tng.
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3.6.3. Nhém kiém thtr yéu cau 2.6.3
3.6.3.1. Myc tiéu kidm ther

Kidm the thiét bj trung gian xi Iy tai bién dap wng hay khong yéu ciu 2.6.3 Quy
chuan nay. '

3.6.3.2. Banh gia sy tuan thi vé thiét ké
3.6.3.2.1. Muc dich kiém thtr

Panh gia viéc thiét bj trung gian x& ly tai bién chi két ndi t&i dich vu dwoc cap phép,
khéng truy cap truc tiép Internet hodc truy cap ngang camera, thiét bj khac ngoai pham
vi cdp phép.

3.6.3.2.2. Phuong phap kiém thiv

1) Giam sat lwu lwong mang phat sinh ti thidt bi trong didu kién van hanh binh
thuong.

2) Thir chu hinh mot dia chi dich ngoai danh séch dwoc cép phép (vi du mét may
chli ngoai Internet cong cdng hodc mét camera khac trong hé théng) va quan sat phan
trng cla thiét bj, ha tang mang.

3) Dbi chiéu danh sach két ndi thuc té voi danh muc dich vy da dwoc cap pheép
trong ho so thiét ké.

3.6.3.2.3. Két luan

1) Bap (rng: Thiét bi chi phat sinh k&t néi t¢i cac dia chi, dich vy da duoc cép phép;
moi k&t ndi ngoai danh muc déu bi ha tAng mang ngan chan.

2) Khong dap ng: Néu yéu ciu trén khong dap ng.
3.6.4. Nhom kiém thir yéu ciu 2.6.4
3.6.4.1. Myc tiéu kiém thir

Kiém thiy thiét bi trung gian x& Iy tai bién dap tng hay khéng yéu cau 2.6.4 Quy
chuan nay.

3.6.4.2. Danh gia sy tuan tha vé thiét ké
3.6.4.2.1. Myc dich kidm ther

Panh gia co ché ma hoa, gi¢i han thoi han lwu tam hodc lwu dém cuc bd trén thiét
bi trung gian xt ly tai bién.

3.6.4.2.2. Phwong phap kiém ther

1) Trich xuét tryc tiép bo nhd lwu trik cuc bd (thé nhd, & lwu trir gén trong) clia thiét
bi sau mdt chu ky hoat ddng cé phat sinh di¥ liéu dém.

2) Str dung cong cy doc di lidu tho dé kidm tra div liéu trich xuét dwoc cd & dang
ban chwa dwgoc ma hda hay da dwge ma hoa.

3) Cho hét thei han lwu da cAu hinh, sau d6 kiém tra lai di liéu lwu tam con ton tai
trén thiét bi.

3.6.4.2.3. Két luan
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1) Dap ¢ng: DT lidu Iwu tam hodc Iwu dém cuc bd dwee ma hoa; hét thdi han lwu
trlr di¥ lidu lwu tam khéng con ton taj trén thiét bi. |

2) Khong dap ¢ng: Néu yéu cau trén khéng dap tng.
3.6.5. Nhom kiém ther yéu clu 2.6.5 |
3.6.5.1. Myc tiéu kiém ther -

Kiém thir thiét bi trung gian xt ly tai bién dap ng hay'khdng yéu ciu 2.6.5 Quy
chuén nay. :

3.6.5.2. Banh gia s tuan thi vé thiét ké
3.6.5.2.1. Muyc dich kiém ther

Panh gia kha nang phat hién hanh vi can thiép bt thu’png va ty ddng canh bao
hodc cach Iy cha thiét bi trung gian x 1y tai bién. ;

3.6.5.2.2. Phuong phap kiém thir |

1) Thye hién mé vé thiét bj hodc ngat két ndi mot can'l bién/mod-dun cla thiét bi
trong digu kién thiét bi dang hoat dong.

2) Trvdng hop thiét bi cd hd tro, sty dung cdng cy chuyen dung d& phat lai mot doan
lubng video ¢ii vao dau vao xi ly cla thiét bj.

3) Quan sat phan tng cla thiét bi va hé théng giam sat 1"rung tam sau cac thao tac

néu trén. ;
|
3.6.5.2.3. Két luan |

1) Dap ng: Thiét bj hoéc hé thong giam sat trung tdm phat hién va phat canh bao
v& hanh vi can thigp bat thwdng; thiét bi bi cach ly hodc dir liéu tir thiét bi bi danh déu
khdng tin cay.

2) Khéng dap tng: Néu yéu ciu trén khéng dap ung

3.6.6. Nhom kiém thir yéu ciu 2.6.6

3.6.6.1. Muc tigu kiém thr :

Kiém thir thiét bi trung gian x( Iy tai bién dap (ng hayjkhong yéu ciu 2.6.6 Quy
chuan nay.

3.6.6.2. Panh gia sy tuan tha v& thit ké |

3.6.6.2.1. Muc dich kiém thir

Danh gia viéc thiét bi chi mé cac cong giao thire phyc vu chire nang thu nhan dir
liéu tir camera va truyén két qua vé hé théng camera glém sét; moi két néi quan tri, bdo
tri tlr xa phai thye hién qua k&nh ma hoa, xac thyc hai chidu.

3.6.6.2.2. Phwong phap kiém thir

1) Str dung cdng cuy ra quét cdng mang dé quét toan d|en dai cdng TCP/UDP trén
dia chi IP cua thiét bj.

2) Béi chiéu két qua cac cong/giao thire dang mé véi talllleu thiét ké&, mé ta ky thuat

cGa nha san xuét. |
F
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3) Thiét 1ap két ndi quan tri t& mot may tram khong c6 chirng thu/khda xac thye hop
I& va quan sat phan (*ng cla thlet hi. - :

3.6.6.2.3. Két luan

1) Dap ng: Thiét bi chi m& cac céng, giao thirc phuc vy dung chire ndng thu nhan
di¥ liéu tlr camera va truyén két qua vé& hé thdng camera giam sat; tir chdi thiét 1ap két
ndi quan tri, bao tri khi thiéu chirng thuw/khoa xac thye hop €.

2) Khdng dap ing: Néu yéu cau trén khong dap (rng.
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4. QUY DINH VE QUAN LY

Vlec quan Iy hé thdng camera giam sat thudc pham vi dleu chinh pha1 tuan tha cac
yéu cu tai Quy chudn nay va cac quy dinh clia phap luat: khac c6 lién quan. :

5. TRACH NHIEM CUA CO QUAN, TO CHUPC, CA NHAN

51. Co quan, td chirc, ca nhan lién quan cd trach nhlem thye hién cac quy dinh
clia Quy chuan nay va chiu sy kiém tra cta co quan quan Iy nha nwoc theo cac quy
dinh phap luat.

5.2. Cuc An ninh mang, Cong an cac tinh, thanh phé ¢o trach nhiém td chire
trién kha| huwong dén cho cac dcm vj trién khai hé théng chmera giam sat theo Quy
chuan nay. :

5.3. Cuc Khoa hoc, chién fwrge va lich sty Cong an chju trdch nhiém-td chirc phd
bién Quy chudn nay cho té chire, ¢4 nhan co lién quan theo quy dinh clia phap.luét.

6. TO CHUC THYC HIEI\|I

6.1. H& théng camera giam sat thudc pham vi didu chinh ciia Quy chuén nay da dugc
xay dyng, dwra vao st dung theo dung quy dinh cla phap luat trwdc ngay Quy chuan nay
co hiéu lwe van dwoc phép hoat dong binh thwong; cham nhat 24 thang ké tir ngay Quy
chuan nay ¢é hiéu luc, cac hé thdng camera giam sat thudc pham vi diéu chinh phai dap
tng cac quy dinh tai Quy chuén nay. .

6.2. Trong tnyo’ng hop céc van ban, quy chuan ky thuét dwlcyc d&n chiéu tal Quy chuan
nay co sy thay dbi, bd sung hogc dugc thay thé thi thye hlen theo cac van ban méi.

6.3. Trong qua trinh trién khai thyc hién Quy chuan nay| néu co6 van de phat smh
vudng mac, c4c td chire va ¢a nhan ¢ lién quan phan anh bang vin ban vé B Céng an
(qua Cyc An ninh mang) d& dugc hwéng dan, glal quyét.
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