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Chinh pht nude Cong hoa xa hoi chu nghia Viét Nam va Chinh phu nudc
Cong hoa dan chu nhan dan Lao (sau day goi la “hai Bén”),

Da nhat tri mo rong va that chat hop tac chinh tri, kinh té va té chirc doi
thoai vé cac van dé lién quan dén chinh tri va an ninh,

Nhan thdy vai trdo quan trong cta hop tac song phuong vi hoa binh, on
dinh va phat trién,

Nhan thdy rang hop tac tot nham tang cuong mdi quan hé hiru nghi, doan
két dic biét va hop tac toan dién giita hai nude c6 thé dat ra yéu cau trao doi
tin mat,

Trén co s& nguyén tic ton trong doc 1ap, chu quyén, toan ven lanh tho,
khong can thiép vao cong viéc ndi bd cua nhau, binh dz:mg va cung co loi, tuan
theo quy dinh qudc té va phap luat va quy dinh qudc gia cia moi Bén,

Mong mudn tao ra cac quy tic vé viée cling bao vé tin mat duge ap dung
cho bat ky thoa thuan hop tac nao trong twong lai va cac hgp dong mét sé duoc
thuc hién gitra hai Bén c6 chira dung hoac lién quan dén tin mat,

DPa thoa thuan nhu sau:

Diéu 1
Pham vi, muc dich
1. Hiép dinh nay dé ra céc quy tic vé viéc cling bao vé tin mat dugc trao
doi gitra hai Bén, ap dung ddi véi céc co quan nha nudc, tb chire, ca nhan cia
mdi Bén tham gia vao hop tac giita hai quic gia hodc thuc hién cac hop dong
thudc pham vi diéu chinh cua Hiép dinh nay trong bat ky hoat dong hop tac co
bao gom bao vé va trao doi tin mat.




2. Linh vuc quan su, qudc phong, co yéu khong thuge pham vi diéu chinh
cua Hi¢p dinh nay.

3. Muc dich cua Hiép dinh nay la nhim bao dam viéc bao vé tin mat duoc
trao doi gitra hai Bén trong qué trinh hop téc.

Diéu 2
Giai thich tir ngir
Trong Hiép dinh nay, cac tir ngir sau day duoc hiéu nhu sau:

1. “Tin mat” 1a thong tin thude bat ky hinh thire, loai hodc phuong phap
truyén tin nao da dugc tao ra va da dugc xac dinh do mat, vi lgi ich an ninh
quéc gia va pht hop voi phap luat quéc gia cua mdi Bén doi hoi duge bao vé
tranh viéc mat , chiém doat, tiép can trai phép, tiét 16, pha huy hogc bat ky hinh
thirc nao 1am ton hai dén tin mat.

2. “Tai liéu mat” 1a bat ky hinh thirc ghi nhan tin mét khong ké dac diém
cua no hodc céach thirc ghi nhan.

3. “Vat lidu mat” 1a bt ky tai liéu mat hay vét dung ky thuat, thiét bi, su
ldp dat, may moc hodc vii khi di duoc san xuat hodic dang trong qua trinh san
Xuat, cling nhu cac thanh phﬁn duogc su dung cho viéc san xuat ma cé chira dung
tin mat.

4. “Tiép can tin mat trai phép” la viéc bat ky ca nhan hay t6 chirc tiép
can tin mat trai quy dinh phap lut qudc gia cua mdi Bén va quy dinh tai Hiép
dinh nay.

5. “D6 mat” la mic do mat theo quy dinh phap luat quéc gia cia mdi Bén
cho thay tam quan trong ctia tin mat, tir do tuong (g véi céc bién phap an ninh
cu thé lién quan dén viéc tao ra, tiép can, xu ly, luu trir va cung cép tin mat do.

6. “Dau mat” 1a ddu duoc dong trén vat liéu mat cho thdy mie do mat.

7. “Bén cung cép” la Bén chuyén tin mat.

8. “Bén nhan” la Bén tin mat duoc chuyén dén.

9. “Ngudi sir dung” 1a ca nhan hodc to chie duge phép tiép can tin mat
theo quy dinh phép ludt quéc gia ciia mdi bén tham gia vao cac hoat dong hop
tac lién quan hodc tham gia vao viéc thuc hién cac hop déng mat ma Hiép dinh
nay s€ dugc ap dung.
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10. “Co quan cé tham quyén” la co quan nha nudc theo quy dinh phap
luat qudc gia cia mdi Bén nham thuc hién chinh séch tong thé cta nha nuée vé
bao vé tin mat cling nhu giam sat viéc trién khai Hiép dinh nay.

11. “Bén ky hop dong” 1a ca nhan hodc t6 chirc ¢6 ning luc phép ly dé ky
két cac hop dong trong tham quyén cua minh.

12. “Hop dong mat” la thoa thuan bang vin ban giira nhiing nguoi sur
dung cua hai Bén lién quan dén viéc tao ra, st dung, tiép cén, luu trir hodc cung
cap tin mat.

13. “Nguyén tic “can biét” la nguyén tic theo do quyén tiép can tin mat
chi duoc cip cho ca nhan hodc t6 chirc lién quan t6i nhiém vu chinh thire va dé
thuc hién mét nhiém vu chinh thirc cu thé.

14. “Bén thr ba” 1a bat ky cé nhan, té chirc, nha nude hodc té chirc qudc
té khong phai 1a mot Bén ky két Hiép dinh nay hodc ky két hop dong mat.

15. “Giai mat” la viéc xoa bo do mat.

16. “Vi pham an ninh” la hanh dong hoac khong hanh dong trai véi quy
dinh phap luat quéc gia cua moi Bén, dan dén viéc tiép can trai phép, 10, mat,
phé huy, chiém doat trai phép hodc bat ky mét hinh thirc khac c6 thé lam ton hai
tin mat dugc trao doi.

17. “Cac truong hop bat kha khang” 1a tinh hudng hogc su kién nam ngoai
kha nang kiém soat cia mot Bén va khién Bén xay ra tinh hudng hodc su kién do
khong thé thuc hién nghia vu ciia minh theo théa thuan.

Diéu 3
Ciéc cap dd mat
Hai Bén dong y ring cac cap do mat sau la tuong Gmg va pht hop véi cac
cap do mat dugc quy dinh trong phép luat qudc gia ciia mdi Bén:

Doi véi nwe CHXHCN Doi voi nue Twong dwong
Viét Nam CHDCND Lao trong tiéng Anh
TUYET MAT Sutign TOP SECRET

TOI MAT UL SECRET
MAT S0 CONFIDENTIAL

3




Diéu 4
Co quan ¢6 tham quyén

1. Co quan c6 thim quyén clia hai Bén 1a:

- D6i v6i nude Cong hoa xa hdi chi nghia Viét Nam: Bo Cong an;

- Déi véi nude Cong hoa Dan chi Nhén dén Lao: Bé Cong an

2. Hai Bén s& thong bdo cho nhau thong qua kénh ngoai giao vé nhiing
thay doi dbi v6i co quan c6 tham quyén.

3. Co quan c6 tham quyén s& théng bao cho nhau vé phap luét hién hanh
ctia qudc gia moi Bén quy dinh vé bao vé tin mét.

4. Nhim bao dam hop tac chat ché trong viéc thuc hién Hi€p dinh nay,
céc co quan c6 tham quyén c6 thé t6 chirc tham van theo yéu cau ctia mot trong
hai Bén.

5. Nham dat dugc va duy tri cac tiéu chuén an ninh tuong duong, co quan co
thdm quyén, theo yéu cau s& cung cap cho nhau thong tin vé tiéu chuan an ninh,
trinh tur, tha tuc di véi viée bao vé tin mat duogc ap dung cho mdi Bén.

6. Co quan co thim quyén ctia hai Bén c6 thé ky céc van ban hanh chinh
lién quan dén viéc thuc hién Hiép dinh nay.

7. Co quan c6 tham quyén ctia mdi Bén s& bao dam tudn thi nghiém ngat
Hiép dinh nay, ap dung véi tat ca co quan nha nudc, t6 chire, ca nhan tham gia
vao hop tac giira hai qudc gia hodc thuc hién cac hgp dong thudc pham vi diéu
chinh cua Hiép dinh nay.

Diéu 5
Cung cip tin mit
I. Tin mat s& duoc cung cap thong qua kénh ngoai giao hodc cic kénh
khac do hai Bén cling chap thuan theo quy dinh phap luat qudc gia ciia moi Bén.
Bén nhén s& khang dinh v6i Bén cung cé‘ip béng van ban khi nhan duogc tin mat.
2. Dbi véi tin duge phan loai 1a Tuyét mat di dugc quy dinh tai Piéu 3 chi
dugc cung cap thong qua kénh ngoai giao.




3. Trong truong hop cung cép mot bao kién 1on ¢6 chira vat liéu mat, hai
Bén sé& cung théng nhit va quyét dinh vé phuong tién van chuyén, tuyén duong
va cac bién phap an ninh khac.

4. Truong hop mot trong hai Bén cé can ctr cho rang viéc thyc hién yéu
cAu cung cép tin mét s& gy ton hai dén chu quyén vé an ninh qudc gia hodc trai
VO‘I luat phap qudc gia cia moi Bén va nghla vu qudc té thi c6 thé tir choi yeu
ciu cung cap tin mat va phai thong béo bang vin ban ly do tir chédi cho bén dé
nghi cung cap.

Diéu 6
Cac bién phap bao vé tin mat
1. Phi hop v6i phéap ludt ciia quéc gia minh, hai Bén s& trién khai moi
bién phap pht hop dé bao vé tin mat dugc cung cép theo Hiép dinh nay.
Tin mat duoc cung cap s& duge bao vé tuong duong véi do mat ctia Bén nhan.

2. Hai Bén s& kip thoi thong bdo cho nhau vé bt ky thay doi nao veé ludt
phép cua qubc gia minh anh huong dén viée bao vé tin mat. Trong trudng hop
nhu véy, hai Bén sé& thong bao cho nhau nham trao ddi vé kha nang stra doi Higp
dinh nay. Trong thoi gian do, tin mat sé dugc bao vé phu hop vdi quy dinh cua
Hiép dinh nay, trir khi c6 thoa thudn khéc bang van ban.

3. Khéng ¢6 ca nhan nao duge quyén tiép can tin mat chi vi cap bac, chirc
vu. Viéc tiép can tin mat chi dugc danh cho ca nhén, t6 chirc phu hop voi
nguyén tic “can biét” dugc quy dinh tai Diéu 2. Viéc tiép can tin mat phai thuc
hién theo quy dinh phap luat qudc gia ciia mdi Bén.

4. Trach nhiém ctia Bén cung cap tin mét:

a) Bao dam tin mét dugc danh dau do mat phu hop vé6i quy dinh luat phap
qudc gia ciia Bén cung cap.

b) Thong bao cho Bén nhan vé bat ky diéu kién phat hanh hoac han ché
déi voi viéc sur dung tin mat da dugc cung cép bdi Bén cung cép va vé moi thay
doi tiép theo trong phan loai bao mat.

5. Trach nhiém ctia Bén nhan:

a) Khong tiét 19, cung cap tin mat cho Bén thr ba ma khong ¢o su dong y
trudc bang van ban cua Bén cung cap;




b) Bao dam tin mat dugc danh dau mét tuong duong véi do mat do Bén cung
cap quy dinh;

¢) Khong str dung tin mat cho cac muc dich khac véi cac muc dich ma tin
mat da duoc cung cap;

d) Bao dam viéc bao vé tin mat vaéi thoi han theo quy dinh cua Bén cung
cép, trir truong hop ¢6 yéu cau khac bang van ban ctia Bén cung cap.

Picu 7
Dich, nhan ban va hiy tin mat

1. Vit liéu mat dugc dong dau TUYET MAT/ 5Ufﬁﬁjﬂ/ TOP SECRET chi
duge nhén ban khi ¢6 su dong y bang vin ban ctia Bén cung cép.

2. Viéc dich thuat tin mat sé dugc thuc hién theo quy dinh luat phap quéc
gia cia mdi Bén. Ban dich sé& dugce Bén nhan dong dau mat tuong duong véi do
mat ctia Bén cung cap va duoc bao vé nhu ban goc.

3. Khi vat liéu mat duoc nhan ban, tat ca cac con dau mat géc cling s€
duoc nhan ban theo. Thu tuc nhan ban vét liéu mat dugc thuc hién theo quy dinh
va phép luat qudc gia cia moi Bén. Vit liéu mat duge nhan ban nay dugc kiém
soat nhu vat liéu mat géc. S6 lugng cac ban sao s& duoc han ché theo yéu cau vi
muc dich chinh thuec.

4. Vat liéu mat sé dugc huy hoac stra doi téi mirc nham ngan ngura tai tao
toan by hoac mot phan.

5. Bén cung cap ¢6 thé néu rd viéc cdm nhén ban, thay d6i hodc huy vat
liéu mat bang cach danh dau vat chira tin mat phi hop hodc guri vin ban thong
béo sau d6. Néu viéc huy vat liéu mat bj cam thi vat liéu mat do va vat liéu
mat da dugc nhan ban sé duoc tra lai cho Bén cung cép.

6. Vit lieu TUYET MAT/ i’]UZﬁR}ﬂ/T OP SECRET khong dugc phép huy va
phai duoc tra lai cho Bén cung cép.

7. Trong trudng hop bat kha khang khong thé bao vé va tra lai vat liéu
mat da duogc cung cép theo Hiép dinh nay, vat liéu mat sé dugc huy ngay lap

tirc. Bén nhan sé thong bao cho Bén cung cap ve viéc huy vat liéu mat som nhat
khi co thé.




Diéu 8
Hop dong mat

1. Hop dong mat s& dugc ky két va trién khai phu hgp voi quy dinh phap
luat quéc gia ciia mdi Bén.

2. Mbi Hop ddng mat duoc ky két theo cac diéu khoan cta Hiép dinh nay
can kém theo mot phu luc bao gOm nhimg thong tin sau:

a) Hudng dan phan loai va danh séach tin mat;

b) Céc thu tuc dé thong bao bat ky thay d6i nao vé mic d§ bao mat cua
tin mat;

¢) Kénh duogc stir dung dé lién lac;

d) Thu tuc van chuyén;

e) Cac co quan c6 lién quan chiu trach nhiém vé viée phéi hop bao vé tin
mét trong Hop dong mat;

f) Théng tin co ban cia ca nhan, t6 chire dy kién sé tiép can tin mat va
chire nang, nhiém vu cua nhirng t6 chirc nay.

3. Trach nhiém bao vé tin mét ciia mdi Bén ky két hop dong mét trong
moi trudng hop it nhat la:

a) Chi tiét 16 tin mat cho ¢4 nhan, t6 chic tham gia viéc thuc hién hop dong
mét va phil hop véi nguyén tic “can biét”;

b) B tri phuong tién dugc sir dung dé van chuyén vat liéu mat;

¢) Bao dam do mat cua tin mat dugc cung cép khong bi thay doi trir khi
duoc Bén cung cép cho phép bang van ban;

d) Thong béo vé nhiing thay dbi c6 thé phat sinh lién quan dén tin mat do
nhimg thay d6i vé d6 mat hoic do khong con can thiét phai bao vé nita;

e) Thong béo thu tuc phé duyét cac chuyén tham, tiép can hodc gidm sit
b&i nhan vién ctia mot Bén ddi véi cac co so clia Bén kia duge néu trong hop
déng mat;

f) Théong bao kip thoi cho Bén ky két hop ddng vé bat ky su tiép can, am
muu tiép can hodc nghi ngd c6 su tiép can trai phép tin mat ctia hop dong;




g) Sir dung tin mat trong hop dong mat chi vi cac muc dich lién quan t6i
ndi dung ctia hop dong hodc cho muc dich ma tin mat duge cung cap voi cac
gidi han do Bén cung cap néu ra;

h) Tuéan thu nghiém ngat quy trinh huy vat liéu mat;

i) Chi cung cép tin mat theo hgp dong mat cho Bén thtt ba khi co su dong
¥ bang van ban cta Bén cung cap.

4. Céc bién phép yéu cau dbi voi viéc bao vé tin mat cling nhu quy trinh
thu tuc dé danh gia va nhan biét kha nang mat cho cac Bén ky két hop dong mat
do su tiép can trai phép doi voi tin mat sé duge quy dinh chi tiét trong hop dong
mat tuong tng.

Picu 9
Vi pham an ninh
1. Trong trudong hop vi pham an ninh, co quan c6 tham quyén ctia nudc
ma hanh vi vi pham an ninh xay ra s& théng bdo som nhét khi c6 thé cho co
quan c6 tham quyén cua Bén kia va sé tién hanh diéu tra thich hop. Bén kia s&
hop tac trong cong tac diéu tra, néu dugc yéu cau.

2. Trong truong hop vi pham an ninh xay ra ¢ nudc thtr ba, co quan cé
tham quyén ctiia Bén cung cdp sé thuc hién cac hanh dong theo quy dinh cua
khoan 1 Piéu nay khi c6 thé.

3. Trong bt ky truong hop nao, co quan cé thim quyén ctia Bén ¢ vi
pham an ninh xay ra phai thong bao cho Bén kia vé két qua diéu tra, nguyén
nhan, mac dé thiét hai xay ra va bién phap khac phuc.

4. Co quan c6 thim quyén ctia Bén c6 vi pham an ninh xay ra s& thuc hién
tat ca cac bién phap phu hop v6i quy dinh phap lut cia qudc gia minh dé han
ché hau qua ctia hanh vi vi pham va dé ngan chan vi pham tiép theo.

Piéu 10
Cic chuyén tham

1. Cac chuyén gia ctia hai Bén c6 thé hop dinh ky nham trao ddi vé cac quy
trinh, thu tuc bao vé tin mat.




2. Nhitng nguoi dén tham phai duoc quc gia minh iy quyén tiép cén tin
mat hodc tiép can co quan tao ra, xur ly hodc luu trir tin mat va phai duoc su cho
phép trude bang vin ban ctia nudc tiép nhan.

3. Tha tuc cho céc chuyén thim s& dugce thong nhat gitra hai Bén.

4. Bén dén tham can cung cp bang van ban nhimg thong tin sau:

a) Ho tén, ngay sinh, s6 ho chiéu cua nguoi dén tham:;

b) Quéc tich cua nguoi dén tham;

¢) Chtrc vu ctia ngudi dén tham va tén co quan nguoi d6 dai dién;

d) Muc dich, du kién chuong trinh lam viéc va thoi gian cua chuyén tham;
e) Tén co quan va co s& dé nghi duoc dén tham;

f) Nguoi dén tham phai duge Bén cir di xac nhan bang vin ban cho phép
tiép can tin mat hoac tiép can co quan tao ra, xu ly hoac luu trir tin mat, pham vi,
ndi dung nhimg thong tin mat dugc phép tiép can phi hgp véi quy dinh luat
phap ctia mo6i Bén

g) Tin mat ma nguoi dén thim mudn tiép can va thoi gian can thiét cho viéc
tiép can do. Bén nhén sé& thong béo vé mitc dd bao dam an ninh ctia thong tin.

5. Hai Bén c6 thé thoa thuan dua ra danh sach nhimg nguoi duge ty quyén
dé thu xép cac chuyén tham dinh ky. Danh siach do6 c6 gia tri trong
12 thang. Khi danh sach dé di dugc hai Bén thong qua, thoi han ctia chuyén tham
cu thé s& duoc thu xép truc tiép v&i nha chie trach cua cac td chirc dugc nhimng
ngudi nay dén tham, phtl hop véi thoi han va diéu kién da dugc théng nhat.

6. Méi Bén s& bao dam cong tac bao vé dir liéu ca nhan cla ngudi dén
tham, pht hop vé&i quy dinh phép luat quoc gia cia mdi Bén.

7. Mbi Bén ¢ quyén thay déi danh sach nhitng nguoi dén tham va thong
bao ly do cho Bén kia.

Piéu 11
Chi phi

Mdi Bén s& tu chiu chi phi lién quan phat sinh khi ap dung va thuc thi
Hiép dinh nay theo quy dinh va phap luit qudc gia cia mdi Bén.




Piéu 12
Piéu khoan cudi cung
1. Hiép dinh nay s& c¢6 hiéu luc vao ngay thir ba muoi (30) ké tir ngay hai
Bén trao dbi van kién ngoai giao thong béo cho nhau vé viéc hoan thanh céc thu
tuc ndi bo can thiét dé Hiép dinh c6 hiéu luc.

2. Hiép dinh nay c6 thé dugc stra doi trén co sd co su dong y bang van ban
ctia ca hai Bén qua kénh ngoai giao. Vin ban stra doi, bo sung Hiép dinh la mot bo
phan khong tach roi cua Hiép dinh va c6 gia tri phap ly nhu nhau. Viée sua doi nhu
vay s€ ¢o hiéu luc theo khoan 1 cua Piéu nay.

3. Mbi Bén ¢6 thé cham dut Hiép dinh bang cach thong béo bang van ban
cho Bén kia qua kénh ngoai giao. Viéc cham dit Hiép dinh s& c6 hiéu luc vao
ngay tht mot trim tdm muoi (180) ké tir ngay nhdn dugc thong bio
cudi cung. Mac du cham dut Hiép dinh nay, moi tin mat da dugc cung Cf'lp theo
Hiép dinh s& tiép tuc dugc bao vé phu hop vai quy dinh cua céac diéu khoan cua
Hiép dinh cho dén khi Bén cung cép théng bao mién trir trich nhi¢m bao vé tin
mat cho Bén nhan.

4. Moi bat dong lién quan dén viéc giai thich hay ap dung Hiép dinh nay
s& duoc giai quyét mot cach than thién thong qua tham van giita hai Bén ma
khong nho dén su phan xir ctia Bén thir ba.

Hiép dinh nay duogc ky tai Viéng chan, ngay 29 thang 9 nam 2023 thanh
hai ban gdc, mdi ban bang tiéng Viét, tiéng Lao va tiéng Anh, cac van ban déu
co gia tri nhu nhau. Trong truong hop cé su giai thich khac nhau, ban tiéng Anh
s€ dugc dung lam co so.

' THAY MAT ‘ THAY I
CHINH PHU NUOC CONG HOA  CHINH PHU NU'
XA HQI CHU NGHIA VIET NAM DAN CHU NH

i)

AT
CONG HOA
N DAN LAO

Pai twéng TO LAM Pai twéng Vilay LAKHAMPHONG
Bo truong Bo Cong an Pho Thu tudng
B0 truong Bo Cong an
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AGREEMENT

ON

MUTUAL PROTECTION AND EXCHANGE
OF CLASSIFIED INFORMATION

BETWEEN

THE GOVERNMENT OF THE SOCIALIST REPUBLIC OF
VIET NAM

AND

THE GOVERNMENT OF THE LAO
PEOPLE'S DEMOCRATIC REPUBLIC




AGREEMENT
ON MUTUAL PROTECTION AND EXCHANGE OF CLASSIFIED
INFORMATION
BETWEEN
THE GOVERNMENT OF THE SOCIALIST REPUBLIC OF VIET NAM
AND
THE GOVERNMENT OF THE LAO PEOPLE'S DEMOCRATIC REPUBLIC

The Government of the Socialist Republic of Viet Nam and the
Government of the Lao People's Democratic Republic (hereinafter referred to
as “the Parties”),

Having agreed to broaden and tighten their political and economic
co-operation, and to hold dialogues on political and security-related issues,

Recognizing the important role of their bilateral co-operation for peace,
stability and development,

Realizing that good co-operation for enhancing the relations of
friendship, special solidarity and comprehensive cooperation between the two
countries may require exchange of classified information,

On the basis of respect for each other's independence, sovereignty and
territorial integrity, non-interference in each other's internal affairs, equality,
and mutual interest pursuant to the international regulations and the national
laws and regulations of the respective Party,

Desiring to create a set of rules regulating the mutual protection of
classified information applicable to any future co-operation agreements and
classified contracts, which will be implemented between the Parties, containing
or involving classified information,

Have agreed as follows:

Article 1
Scope and Objective

1. This Agreement shall set forth the rules for the mutual protection of
classified information exchanged between the Parties, applicable to the State
agencies, legal entities, individuals of the respective Party or the
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implementation of the contracts within the scope of this Agreement in any
cooperation activities including the protection and the exchange of classified
information.

2. The field of military, national defence and cipher are not under the
scope of this Agreement.

3. The objective of this Agreement is to ensure the protection of classified
information exchanged between the Parties during cooperation process.

Article 2
Definition of Terms

In this Agreement, the following terms should be defined as follows:

I. "Classified information" means any information of whatever form,
nature or method of transmission produced and specified the security
classification level for the interest of the national security of the respective
Party and in accordance with its national laws and regulations, to which it
requires protection against the loss, misappropriation, unauthorized access,
disclosure, destruction or any form damaging to the classified information.

2. "Classified document" means any form of recorded classified
Information, regardless of its characteristics or types of recording.

3. "Classified material" means any classified document or technical
item, equipment, installation, device or weapon either produced or under a
process of manufacture, as well as the components used for their manufacture
which classified information can be included.

4, "Unauthorized access to classified information" means any
individual or legal entity’s access to classified information contrary to the
provisions of national laws and regulations of the respective Party and
regulations under this Agreement.

5. "Security classification level" means a classification level, according
to the national laws and regulations of the respective Party, which
characterizes the importance of classified information, thereby corresponding
to the specific security methods relating to the production, access, handling,
storage, supply of such classified information.

6. "Classification marking" means a mark on classified material, which
shows the security classification level.
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7. "The Originating Party" means the Party transferring the classified
information.

8. "The Receiving Party" means the Party to which the classified
information is transmitted.

9. "User" means an individual or a legal entity granted access to the
classified information in accordance with the national laws and regulations of
the respective Party that takes part in the relevant cooperation activities or
during implementation of classified contracts to which this Agreement shall
be applied.

10. "Competent Authority" means the State agency according to the
national laws and regulations of the respective Party performing the State
policy for the protection of classified information, as well as supervising the
implementation of this Agreement.

11. "Contractor" means an individual or a legal entity within its
jurisdiction possessing the legal capability to undertake the classified
contracts.

12. “Classified contract” means an agreement in writing between the
users of the Parties in relating to the generation, use, access, storage or
transmission of classified information.

13. "Need-to-know" principle” means the access to classified
information only shall be provided to an individual or a legal entity in
connection with official duties and for the performance of a specific official
task.

14. "The third Party" means any individual, legal entity, State or an
international organization, which is not a Party to sign this Agreement or
classified contract.

15. "Declassification of Information" means the removal of the security
classification level.

16. "Breach of security" means an action or inaction contrary to the
national laws and regulations of the respective Party, which results or may
result in the unauthorized access, disclosure, loss, destruction, illegal
misappropriation or any form damaging to exchanged classified information.

17. “Force Majeure” means extraordinary events or circumstances
which happen beyond the control of one of the parties, making the party’s
performance of its obligations under the agreement impossible or
impracticable.




Article 3
Security Classification Levels

The Parties agree that the following security classification levels are
equivalent and correspond to the security classification levels specified in the
national laws and regulations of the respective Party:

For the Socialist For the Lao People’s Equivalent in English
Republic of Viet Nam | Democratic Republic
TUYET MAT Sutign TOP SECRET
TOI MAT Sugetuae SECRET
MAT Su CONFIDENTIAL
Article 4
Competent Authorities

1. The competent authorities of the Parties are:
For the Socialist Republic of Viet Nam: Ministry of Public Security.

For the Lao People’s Democratic Republic: Ministry of Public
Security.

2. The Parties shall notify each other through diplomatic channels of
any change of their competent authorities.

3. The competent authorities shall inform each other of its applicable
laws regulating the protection of classified information.

4. In order to ensure the close co-operation during the implementation
of this Agreement, the competent authorities may hold consultations at
request made by each Party.

5. In order to achieve and maintain comparable standards of security,
the competent authorities shall, on request, provide each other with
information about the security standards, procedures and practices for
protection of classified information applied by the respective Party.

6. The competent authorities of the Parties may conclude the
administrative documents in relation with the implementation of this
Agreement.




7. The competent authorities of the Parties shall ensure to comply with
this Agreement strictly, applicable to all State agencies, legal entities,
individuals participating in the cooperation between the two countries or
implementing the contracts under the scope of this Agreement.

Article 5
Transmission of Classified Information

1. Classified information shall be transmitted by means of diplomatic
channel or by mutual consent in accordance with the national laws and
regulations of the respective Party. The Receiving Party shall confirm with the
Originating Party in writing upon the receipt of classified information.

2. Classified information at the top secret level as stated in Article 3
shall be only transmitted via diplomatic channel.

3. In case of transferring a large consignment containing classified
material information, the competent authorities shall mutually agree upon and
approve the means of transportation, the route and other security measures.

4. In case one of the Parties has a ground that the implementation of the
request to transmit Classified Information shall damage national sovereignty
and security or disobey each Party’s national laws and regulations as well as
international obligations, it can deny the request of Transmission of Classified
Information and notify to the request Party in writing the reason for denial.

Article 6
Measures for Protection of Classified Information

1. In accordance with their national laws and regulations, the Parties
shall take all appropriate measures for protection of classified information
which is provided under this Agreement. Such exchanged -classified
information shall be protected with the corresponding security classification
level of the Receiving Party.

2. The Parties shall in due time inform each other about any changes in
the national laws and regulations affecting the protection of classified
information. In such cases, the Parties shall inform each other in order to
discuss possible amendments to this Agreement. Meanwhile, the classified
information shall be protected pursuant to the provisions of the Agreement,
unless otherwise agreed in writing.




3. No individual shall be entitled to access classified information solely
by virtue of his or her rank, official position. Access to classified information
shall be limited only to individuals, legal entities in accordance with the "need
to know"principle as stated in Article 2. The access to classified information
must comply with the national laws and regulations of the respective Party.

4. The Originating Party is obligated:

a) To ensure the classified information shall be marked at a security
classification level in accordance with the national laws and regulations of the
respective Party.

(b) To notify the Receiving Party of any condition of issuance or
limitation to the usage of the classified information originated by it and about
the next change on classification.

5. The Receiving Party is obligated:

a) Not to disclose classified information to any third Party without the
prior written consent of the Originating Party;

b) To ensure the classified information shall be marked at a security
classification level equivalent to that provided by the Originating Party:;

c) Not to use classified information for other purposes than those
provided for;

d) To ensure the protection of classified information with the terms of
duration as provided the Originating Party, unless otherwise requested in
writing by the Originating Party.

Article 7
Translation, Reproduction and Destruction of Classified Information

1.Classified documents marked at TUYET MAT/ﬁUZﬁRjﬂ/TOP SECRET

security classification level shall only be reproduced with the written approval
of the Originating Party.

2. All translations of classified information shall be made in accordance
with the national laws and regulations of the respective Party. Such
translation shall bear the same marking made by the Orginating Party and be
placed under the same protection as the original information.




-

3. When classified material is reproduced, all original security
markings thereon shall also be reproduced. The procedure for reproduction of
classified material shall be implemented in accordance with the laws and
regulations of the respective Party. The reproduced classified material shall be
placed under the same control as the original classified material. The number
of copies shall be limited to that required for official purposes.

4. Classified material shall be destroyed or modified insofar as to
prevent its reconstruction in whole or in part.

5. The Originating Party may prohibit the creation of copies, alterations
or destruction of classified information by giving it anappropriate marking or
by attaching a subsequent written notice. If the destruction of the classified
material is prohibited, this material and the reproduced classified material
shall be returned to the Originating Party.

6. Classified material of TUYET MAT/ 5Utﬁ€;n/ TOP SECRET security
classification level shall not be destroyed and shall be returned to the the
Originating Party.

7. In case of force majeure situation, which makes it impossible to protect
and return the provided classified material under this Agreement, the classified
material shall be destroyed immediately. The Receiving Party shall notify the

Originating Party about the destruction of the classified material as soon as
possible.

Article 8
Classified Contracts

1. Classified contract shall be concluded and implemented in accordance
with the national laws and regulations of the respective Party.

2. Each the signed classified contract under the provisions of this
Agreement should be attached an annex including such information as follows:

a) The instruction of classification and the list of classified information;

b) The procedures for notifying any changes on the security classification
level of the classified information;

c¢) The channels to be used for communication;
d) The proceduces for transmission;

e) The possible relevant authorities are responsible for the coordination in

the protection of the classified information under the classified contracts;
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f) The basic information about the possible individual, legal entity to be
accessed the classified information and its function, responsibility;

3. The contractors' obligation to protect the classified information shall,
in all cases, refer, at least, to the following:

a) Disclosure of the classified information only to individual, legal
entity who takes part in the activities of classified contract and in accordance
with "need-to-know" principle;

b) Making arrangement for the means to be used for the transmission of
the classified material;

c) Ensuring the security classified level of the provided classified
information to be unchanged unless authorized in writing by the Originating
Party;

d) The notification about the changes that may arise in respect of
classified information either because of changes in its security classification
level or because protection is no longer necessary;

e) The announcement about the procedure for the approval of visits,
access or inspection by personnel of one Party to facilities of the other Party
which are covered by the contract;

f) The announcement in due time to the contractors of any actual,
attempted or suspected unauthorized access to classified information of the
contract;

g) Usage of the classified information under the classified contract only
for the purposes related to the subject matter of the contract or the purposes
for which it is provided and within any limitations stated by the Originating
Party;

h) Strict adherence to the procedures for destruction of the classified
material;

1) Supply of Classified information under the classified contract only to
any third Party with the written consent of the Originating Party.

4. The measures required for the protection of classified information as
well as the procedure for assessment and indemnification for possible losses
caused to the contractors by unauthorized access to classified information
shall be specified in more details in the respective classified contract.




Article 9
Breach of Security

1. In case of a breach of security, the competent authority in whose
State a breach of security occurred shall inform the competent authority of the
other Party as soon as possible and shall conduct the appropriate
investigation. The other Party should, if so requested, cooperate in the
investigation process.

2. In case of a breach of security occurs in a third country, the Competent
Authority of the Originating Party shall take the actions referred to in paragraph
1 of this Article, when possible.

3. In any case, the competent authority of the Party in which the breach
of security happened shall inform the other Party of the outcome of the
investigation and of the reasons, extent of damage caused, and solutions for
recovery.

4. The competent authority of the Party in which the breach of security
happened shall take all appropriate measures under its national laws and
regulations so as to limit the consequences of a breach of security and to
prevent a recurrence.

Article 10
Visits
1. Experts of the Parties may hold regular meetings to discuss the
procedures for protection of classified information.

2. The visitors shall be authorized by the sending Party to access to the
classified information or to premises where classified information is
originated, handled or stored and shall have prior written consent of the host
Party.

3. Visiting procedures shall be agreed between the Parties.

4. The requesting Party shall provide by written the following
information:

a) Name of the visitor, date of birth, passport number;

b) Nationality of the visitor;

c) Title of the visitor and name of the agency represented by his/her;

d) Purpose, proposed working program and planned date of the visit;
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e) Names of agencies and facilities requested to be visited;

f) The visitors shall be required for written confirmation from the
sending Party for accessing to the classified information or to premises
where classified information is originated, handled or stored, scope,
content of the accessed classified information in accordance with the
national laws and regulations of the respective Party.

g) The classified information to be requested for having access by the
visitors and the necessary time for this. The host Party shall inform about the
security classification level of the information.

5. The Parties may agree to establish lists of authorized persons to
make recurring visits. These lists shall be valid for an initial period of
twelve months. Once those lists have been approved by the Parties, the
terms of the specific visits shall be directly arranged with the appropriate
authorities of the organizations to be visited by those persons, in
accordance with the terms and conditions agreed upon.

6. Each Party shall guarantee the protection of personal data of the
visitors, according to the respective national laws and regulations.

7. Each Party shall have the right to change the list of visitors and
inform its reasons to the other Party.

Article 11
Expenses

Each Party shall bear the expenses incurred in the course of application
and implementation of this Agreement under the regulations and laws of the
respective Party.

Article 12
Final Provisions

1. This Agreement shall enter into force on the thirtieth day (30™) from
the date of exchanging diplomatic notifications by the Parties to inform each
other of the fulfillment of all internal legal procedures necessary for its entry
into force.

2. This Agreement may be amended on the basis of mutual written
consent by both Parties via diplomatic channel. Any amendment document
and supplementary document shall constitute an integral part of this
Agreement, and shall have equal legal validity as this Agreement. Such
amendments shall enter into force in accordance with Paragraph 1 of this
Article.
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3. Each Party may terminate this Agreement by written notice
forwarded to the other Party via diplomatic channel. The termination shall
enter into force 180 days after the date of receipt of the last notification.
Notwithstanding the termination of this Agreement, all provided classified
information shall continue to be protected in accordance with the
provisions set forth herein, until the Originating Party dispenses the
Receiving Party from this obligation.

4. Any dispute regarding the interpretation or application of this
Agreement shall be resolved amicably by consultation between the Parties
without recourse to the jurisdiction of the third Party.

This Agreement is signed at Vientiane Capital, Lao PDR on the 29" of
September 2023 in two original copies, each in the Vietnamese, Lao and
English languages, all texts being equally authentic. In case of any divergence
of interpretation, the English version text shall prevail.

FOR THE GOVERNMENT OF FOR THE GOVERNMENT OF
THE SOCIALIST REPUBLIC OF THE LAQ\PEOPLE'S
VIET NAM DEMOCRATIC REPUBLIC

b i

General TO LAM General Vilay LAKHAMPHONG

Minister of Public Security Deputy Prime Minister
and Minister of Public Security
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